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THE WHITE HOUSE ACTION

WASHINGTON
September 1, 1976

MEMORANDUM FOR THE PRESIDENT

FROM: JIM czmmm@ a

SUBJECT: S. 3435 - Privacy Protection Study
Commission

Attached for your consideration is S. 3435, sponsored
by Senator Ribicoff.

The enrolled bill would increase the appropriation
authorization for the Privacy Protection Study
Commission from $1,500,000 to $2,000,000 and

remove the current fiscal year expenditure limitation
of $750,000 from the Commission's enabling legislation.

Additional information is provided in OMB's enrolled
bill report at Tab A.

OMB, Max Friedersdorf, Counsel's Office (Lazarus)
and I recommend approval of the enrolled bill.

RECOMMENDATION

That you sign S. 3435 at Tab B.

Digitized from Box 54 of the White House Records Office Legislation Case Files at the Gerald R. Ford Presidential Library



EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF MANAGEMENT AND BUDGET
WASHINGTON, D.C. 20503

AUG 31 1976

MEMORANDUM FOR THE PRESIDENT
Subject: Enrolled Bill S. 3435 - Privacy Protection Study

Commission
Sponsor - Sen. Ribicoff (D) Connecticut

Last Day for Action

September 7, 1976 - Tuesday

PUEEOSG

To increase the appropriation authorization for the Commission
and remove the fiscal year limitation on its expenditures.

Agency Recommendations

Office of Management and Budget Approval
Privacy Protection Study Commission Approval
Discussion

S. 3435, in substance the same as legislation proposed by the
Privacy Protection Study Commission, increases the appropriation
authorization for the Commission from $1,500,000 to $2,000,000
and removes the current fiscal year expenditure limitation of
$750,000 from the Commission's enabling legislation.

The Privacy Protection Study Commission was established in
Section 5 of the Privacy Act of 1974 to (1) study the procedures
used by data banks and information systems of governmental and
private organizations to ensure the protection of personal
information and (2) make recommendations to the President and
the Congress on the extent to which the Privacy Act should be
applied to organizations to which it does not now apply. The
life of the Commission officially began on June 10, 1975 with
the appointment of its seventh member, and it will terminate

30 days after submission of its final report on June 10, 1977.



A total of $1,000,000 has been appropriated for fiscal year
1976 and the transition quarter for the expenses of the
Commission, including $250,000 in the Second Supplemental
Appropriations Act, 1976. Because 1976 and the transition
guarter are considered technically to be one fiscal year,

the annual limitation of $750,000 has been exceeded by the
supplemental amount of $250,000. Without this enrolled bill,
therefore, the supplemental appropriation is not available
for use during the remainder of the transition quarter.

In addition, $750,000 has been appropriated for 1977; this
amount plus the $1,000,000 appropriated for 1976 and the
transition quarter exceed by $250,000 the overall appropria-
tion authorization of $1,500,000. By increasing the total
appropriation authorization by $500,000, S. 3435 also provides
an authorization margin of $250,000 in the event additional
funds should be needed during 1977 for completion of the
Commission's work.

ssistant Director fo;

Legislative Referenc

Enclosures



THE WHITE HOUSE

ACTION MEMORANDUM WASHINGTON LOG NO.:

Date: apgust 31 Time:  ¢40pm

FOR ACTION: pick Parsons’ - cc (for information): yack Marsh
Max Friedersdorf Jim Cavanaugh
Ken Lazarus ..« Ed Schmults
Rohert Hartmank

FROM THE STAFF SECRETARY

DUE: Date: Septssifcr 1 Time: 500pm

SUBJECT:
S. 3435 - Privacy Protection Study Commission

ACTION REQUESTED:

For Necessary Action For Your Recommendations

Prepare Agenda and Brief —— Drafit Reply
X For Your Comments — Draft Remarks
REMARKS:

please return to judy johnston, gound floor west wing

PLEASE ATTACH THIS COPY TO MATERIAL SUBMITTED.

If you have any questions or if you anticipate a
delay in submitting the required mntencll please K. R. COLE, JR.
telephomne the Staff Secretary munediaicly, For the President




PRIVACY PROTECTION STUDY COMMISSION
2120 L Street, NW.
Washington, D.C. 20506

David F. Linowes, Chairman
Willis H. Ware, Vice Chairman

William 0. Bailey
William B, Dickinson

Hon. Barry M. Goldwater, Jr.
Hon, Edward 1. Koch AugUSt 26 ? 1976
Robert ). Tennessen

Carole W. Parsons
Executive Director

Ronald L. Plesser
Genera! Counsel -

The Honorable James T. Lynn

Director

Office of Management and Budget

Room 252, 0ld Executive Office Building
Washington, D. C. 20503

Dear Mr. Lynn:

This is in response to your request for views and
recommendations on the enrolled bill S. 3435.

The Privacy Protection Study Commission is most anxious
for the President to approve this legislation which is
essential to the timely completion of the Commission's
program. Its immediate effect will be to free up the $250,
000 FY '76 supplemental appropriated for the Commission
last spring which we have been unable to use because of the
fiscal-year expenditure limitation that S. 3435 would remove.

The Commission Chairman testified in support of S. 3435
before the House Subcommittee on Government Information and
Individual Rights on June 9, 1976 and the Commission submitted
written testimony to the Senate Committee on Government
Operations which reported the bill on May 13. Both sets of
testimony, which details the reasons why the legislation is so
important to the Commission, are attached. We will, of
course, be pleased to furnish your office with any additional
information you think necessary.

Carble W. Parsons
Executive Director



VHE WHITE HOUSE

ACHEION MEMORANDUM

Date: August 31

POR ACTION: Dick Parsons

Max Friedegfégﬁﬁ
Ken Lazaru

Robert Hartmann

FROM THE STAFY SECRETARY

WASHINGTON

Time: 600pm

cc (for information): Jack Marsh
Jim Cavanaugh
Ed Schmults

DUE: Duals: September 1

Time: 500pm

SUBIECT:

S. 3435 - Privacy Protection Study Commission

ACTION REQUESTED:
e Fox Necessary Action
e Prepare Agonda and Brief
& ¥or Your Corments

REMARKS:

——_ For Your Recommendations
e Draft Reply

raft Remarks

please return to judy johnston, gound floor west wing

No objection -~ Ken Lazarus

9/1/76

PLEASE ATTACH THIS COPY TO MATERIAL SUBMITTED.

If you have any gusstions or if you anticipate a

delay in submitting the reguired maizrial, please }

telephone the Biaff Jecretary imredintely.



THE WHITE HOUSE

WaSHINSTON

September 2, 1976

MEMORANDUM FOR: JIM CAVANAUGH
FROM: MAX L. FRIEDERSDORF /i/(( (u
SUBJECT : S.3435 - Privacy Protection Study Commission

The Office of Legislative Affairs concurs with the agencies

that the subject bill be signed.

Attachments



/ Gy EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF MANAGEMENT AND BUDGET

WASHINGTON, D.C. 20503
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MEMORANDUM FQOR THE PRESIDENT

Subject: Enrolled Bill S. 3435 - Privacy Protection Study

Commission
Sponsor - Sen. Ribicoff (D) Connecticut

Last Day for Action

September 7, 1976 - Tuesday

Purpose

To increase the appropriation authorization for the Commission
and remove the fiscal year limitation on its expenditures.

Agency Recommendations

Office of Management and Budget Approval
Privacy Protection Study Commission Approval
Discussion

S. 3435, in substance the same as legislation proposed ky the
Privacy Protection Study Commission, increases the appropriation
authorization for the Commission from $1,500,000 to $2,000,000
and removes the current fiscal year expenditure limitation of
$750,000 from the Commission's enabling legislation.

The Privacy Protection Study Commission was established in
Section 5 of the Privacy Act of 1974 to (1) study the procedures
used by data banks and information systems of governmental and
private organizations to ensure the protection of personal
information and (2) make recommendations to the President and
the Congress on the extent to which the Privacy Act should be
applied to organizations to which it does not now apply. The
life of the Commission officially began on June 10, 1975 with
the appointment of its seventh member, and it will terminate

30 days after submission of its final report on June 10, 1977.

Attached document was not scanned because it is duplicated elsewhere in the document



Calendar No. 819

941 CONGRESS SENATE { REPORT
2d Session No. 94-861

INCREASING AN AUTHORIZATION OF APPROPRIATIONS FOR THE PRI-
VACY PROTECTION STUDY COMMISSION AND TO REMOVE THE
FISCAL YEAR EXPENDITURE LIMITATION :

May 13, 1976.—Ordered to be printed

Mr. Ribicorr, from the Committee on Government Operations,
submitted the following

REPORT

[To accompany S. 3435]

The Committee on Government Operations (S. 3435) to which
considered an original bill to increase an authorization of appro-
priations for the Privacy Protection Study Commission and to re-
move the fiscal year expenditure limitation, having considered the
same, reports favorably thereon without amendment and recommends
that the bill do pass.

PURPOSE

The purpose of this bill is to remove the fiscal year expenditure
limitation of Section 9 of P.L. 93-579. This change will permit the
Privacy Protection Study Commission to obligate its funds, at a
rate necessary to initiate research studies and hold hearings which
will form the basis of its recommendations to the President and the
Congress. Secondly, the bill will authorize an increase by $500,000
for an appropriation from $1,500,000 to $2,000,000 to carry out the
provisions of Section 5 of P.L. 93-579 for fiscal year 1975.

COMMITTEE CONSIDERATION

An original bill was introduced at the Committee’s mark-up on
May 11, and unanimously ordered to be reported by voice vote, which
would remove the fiscal year expenditure limitation of the Privacy
Protection Study Commission, created by P.L. 93-579, and increase
the authorization of the Commission by $500,000. Under the pro-
visions of Section 5 the Commission was authorized to be appro-
priated for fiscal years 1975, 1976 and 1977 a total of $1.5 million
with the proviso that no more than $750,000 may be expended by the
Commission in any one fiscal year. Because of the fiscal year ex-
penditure limitation, which is not consistent with the authorization

57-010
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of most short-term Commissions, the Commission has been deprived
of certain funding for the fiscal year 1976 and potentially for the
fiscal year 1977 transition period. The change would permit the
Commission to obligate its funds at a rate necessary to initiate re-
search studies and hold hearings.

The other aspect of the bill is to increase by $500,000 the total
authorization for the Commission for the rest of its life in fiscal years
1975, 1976 and 1977.

BACKGROUND

The Privacy Protection Study Commission was created by Section
5 of the Privacy Act of 1974 (P.L. 93-579). The Commission has
seven members: three appointed by the President; two appointed
by the President of the Senate; and two appointed by the Speaker
of the House of Representatives.

The life of the Commission began officially on June 10, 1975, when
the seventh member was appointed. The Commission’s final report
is due on June 10, 1977; 30 days thereafter the Commission will cease
to exist. '

The Commission has three large tasks to perform:

(1) To make a study of the data banks, automated data
processing programs, and information systems of governmental,
regional and private organizations, in order to determine the
standards and procedures now in force for the protection of personal
information; o
~ (2). To make recommendations to the President and the Con-
gress on the extent, if any, to which the principles and require-
ments of the Privacy Act of 1974 should be applied to organizations
other than agencies of the Federal Executive Branch—through
legislation, administrative action, or voluntary adoption; and

(3) To report on such other legislative recommendations as the

Commission may determine to be necessary to protect the
privacy of individuals while meeting the legitimate needs of
government and society for information. o
As part.of the study called for in (1) above, the Commission is also
required to report on five specifically enumerated information policy
issues:. . .

Whether a person engaged in interstate commerce who main-
tains a mailing list should be required to remove the name and
address of any individual who does not want to be on the list;

Whether the Internal Revenue Service should be prohibited
from transferring individually identifiable data to other Federal
agencies and to agencies of State government;

“Whether an individual who has been harmed as a consequence
of a willful or intentional violation of the Privacy Act of 1974
should be able to sue the Federal Government for general damages;

Whether—and if yes, in what way—the standards for security
and confidentiality of records that the Privacy Actrequires Federal
agencies to adopt should be applied when a record is disclosed to
a person other than an agency; and : )

Whether, and to what extent, governmental and private in-
formation systems affect Federal-State relations and the principle
of separation of powers.
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Finally, in any study the Commission undertakes, it is required to:
(1) Determine what laws, Executive orders, regulations,
directives, and judicial decisions govern the activities under
study, as well as the extent to which they are consistent with the
rights of privacy, due process, and other guarantees in the
Constitution; and
(2) To the maximum extent practicable, to collect and use
findings, reports, studies, hearing transcripts, and recommenda-
tions of governmental, legislative and private bodies, institutions,
organizations, and individuals which pertain to the problems
under study.

The Commission, in sum, is required to undertake a comprehensive
study of governmental and private-sector information policies and
practices that affect the collection, use, and dissemination of recorded
information about individuals; to document accurately and in detail
what those policies and practices are; to take account of debate,
research, statutes, regulations, judicial interpretations, and policy
determinations at all levels of government and in the private sactor;
and to be prepared to comment from time to time, and in a balanced
manner, on a broad range of controversial information policy issues.

At its February 13, 1976, meeting, the Privacy Protection Study
Commission unanimously voted to submit a FY ’76 supplemental
budget request in the amount of $380,781, and to seek a total authori-
zation for FY’ 75, '76 and ’77 of $2 million, or $500,000 more than
originally authorized. ,

Subsequently, on March 23, a formal request for a supplemental
appropriation for fiscal year 1976 in the amount of $250,000 for the
Commission was submitted by President Gerald Ford to the President
of the Senate. (Appendix A includes correspondence relating to the
request for the $250,000 supplemental appropriation.) The appropria-
tion was approved on May 12, 1976, as part of H.R. 13172, Second
Supplemental Appropriations Act, 1976, making supplemental appro-
priations for the fiscal year ending June 30, 1976, and the period ending
September 30, 1976, with a proviso which states that the appropriation
is only available upon the enactment of authorizing legislation. The
measure introduced in the Government Operations Committee is
intended to provide the necessary authorization for the appropriation
and to increase the authorization by an additional $250,000.

By increasing the total authorization from $1,500,000 to $2,000,000
for the Commission, the $250,000 appropriation requested by the
Administration and approved by the full Senate on May 12 is thus
authorized and authority is provided for an additional $250,000
authorization. :

The Commission is required to undertake a comprehensive study of
governmental and private-sector information policies and practices
that affect the collection, use and dissemination of recorded informa-
tion about individuals and to document accurately and in detail what
those policies and practices are. The Commission has 14 major areas
of inquiry, most of which were mandated by the Privacy Act, and it
has documented the necessity of the additional $500,000 authorization
to allow it to complete its work prior to its expiration in July of 1977.

(Appendix B contains an abstract of information submitted by the
Commission to the Government Operations Committee regarding
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its request for additional authorization and an additional Background
Memorandum.)

(Appendix C contains correspondence relating to the submission
of the formal request by the Commission and referred to the Govern-
ment Operations Committee regarding the change of fiscal year
expenditure limitation and the requested increase in authorization.)

ArpPENDIX A

Privacy ProrecrioNn Stupy CoMMISSION,
Waskington, D.C., March 10, 1976.
Hon. James T. Lyxnvy,
Director, Office of Management and Budget,
Ezecutive Office of the President, Washington, D.C.

Drear Mr. Lynn: Pursuant to Section 5 of P.L. 93-579, I hereby
formally request OMB support for a Fiscal Year 1976 supplemental
appropriotion for the Privacy Protection Study Commission in the
amount of $381,000. Background material explaining the rationale
for this request, and the corollary need for a change in the authorizing
language of Section 9 of P.L. 93-579, has already been submitted to
you under separate cover, '

The attention of the Office of Management and Budget to this
matter has been and will be appreciated.

Sincerely,
Davip F. LiNnowss,
Chairman.

[Estimate No. 19; 94th Cong., 2d sess.]

Exzecurive OFrick oF THE PRESIDENT,
Orrick oF MaNAGEMENT AND BupgeT,
Washkington, D.C., March 23, 1976.

The PrESIDENT,
The White House.

Sir: T have the honor to submit for your consideration & proposed
supplemental appropriation in the amount of $250,000 for fiscal
year 1976 for the Privacy Protection Study Commission, as follows:

PRIVACY PROTECTION STUDY COMMISSION
SALARIES AND EXPENSES

For an additional amount for “Salaries and expenses”, $250,000,
to remain available until expended: Provided, That this appropriation
ghall be available only upon enactment of authorizing legisiation.

This supplemental will provide the Commission with the funding
required to assure that there is an adequate data base for formulating
recommendations to the President and the Congress regarding the
extent to which the provisions of the Privacy Act of 1974 (P.L.
93-579) should be made applicable to non-Federal levels of govern-
ment and the private sector.
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I have carefully reviewed this budget request and I am satisfied
that it is necessary at this time. I recommend, therefore, that this
proposal be transmitted to the Congress.

Respectfully,
James T. Lyny,
Director.

Tae Waite Housg,
Washington, I.C., March 23, 1976.
The PRESIDENT OF THE SENATE.

Sir: I ask the Congress to consider a proposed supplemental ap-
propriation for the fiscal year 1976 in the amount of $250,000 for the
Privacy Protection Study Commission.

The details of this proposal are set forth in the enclosed letter from
the Director of the Office of Management and Budget. I concur in
his comments and observations.

Respectfully,
Gerarp R. Forp.
Enclosure. ‘
Orrice OF THE VICE PRESIDENT,
Washington, March 29, 1976.

Hon. Davip ¥. Livowss,
Chairman, Privacy Protection Study Commission,
Washington, D.C.
Drear Mzr. Cuarrman: This will serve as notification of the receipt
and appropriate referral of your letter dated March 10. The letter,
submitted pursuant to Section 5(a)(5)(A) of the Privacy Act of 1974,
transmitte(f a request for a supplemental appropriation for Fiscal
Year 1976 in the amount of $381,000.
The letter was received in this office on March 15 and was referred
to the Commmittee on Appropriations on March 17.
Please do not hesitate to contact this office if we may be of further
assistance.
Sincerely,
H. Sporrorp CANFIELD,
Administrative Assistant
to The President of the Senate.
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DocuaEeNT

No. 94-162

9418 CONGRESS SENATE
2d Session

SUPPLEMENTAL APPROPRIATION FOR THE PRIVACY
PROTECTION STUDY COMMISSION

COMMUNICATION

FROM

THE PRESIDENT OF THE UNITED STATES

TRANSMITTING

PROPOSED SUPPLEMENTAL APPROPRIATION FOR THE FISCAL
YEAR 1976 IN THE AMOUNT OF $250,000 FOR THE PRIVACY PRO-
TECTION STUDY COMMISSION

Marcu 24, 1976.—Referred to the Committee on Appropriations and ordered
to be printed

Tue Wurre Houss,
Washington, March 23, 1976.
The PRESIDENT OF THE SENATE.

Sir: I ask the Congress to consider a proposed supplemental ap-
propriation for the fiscal year 1976 in the amount of $250,000 for the
Privacy Protection Study Commission.

The details of this proposal are set forth in the enclosed letter from
the Director of the Office of Management and Budget. I concur in
his comments and observations.

Respectfully,
Geraip R. Forb.

Enclosure.

[Estimate Nc. 19; 94th Cong., 2d sess.]

Execurive OFFICE OF THE PRESIDENT,
OFfFicE oF MANAGEMENT AND BUDGET,
Washington, D.C., March 23, 1976.
The PRESIDENT
The White House

Sir: I have the honor to submit for your consideration a proposed
supplemental appropriation in the amount of $250,000 for fiscal year
1976 for the Privacy Protection Study Commission, as follows:

-y

-
{

. PRIVACY PROTECTION STUDY COMMISSION
SALARIES AND EXPENSES

For an additional amount for “Salaries and expenses”, $250,000,
to remain available until expended: Provided, That this appro-
priation shall be available only wupon :enactment of authorizing
legislation.

This supplemental will provide the Commission with the funding
required to assure that there is an adequate data base for formulating
recommendations to the President and the Congress regarding the ex-
tent to which the provisions of the Privacy Act of 1974 (P.L. 93-579)
should be made applicable to non-Federal levels of government and
the private sector.

I have carefully reviewed this budget request and I am satisfied that
it is necessary at this time. I recommend, therefore, that this pro-
posal be transmitted to the Congress. '

Respectfully,
' James T. Lynn, Director.

AprpPENDIX B

ABSTRACT OF INFORMATION SUBMITTED BY THE COMMISSION TO THE
GOVERNMENT OPERATIONS COMMITTEE

1. Introduction

The Commission has built the capacity to move ahead at at least
double its current rate of progress and that capacity can be exploited
and grow if the necessary additional funds are forthcoming. However,
at the present time, the Commission is authorized to seek a total
appropriation of $1.5 million, with the proviso that no more than
$750,000 may be expended in any one fiscal year. This arrangement is
debilitating for several reasons. In the first place, the total sum
authorized is too small for the task the Commission must perform.
Second, beeause of the fiscal year expenditure limitation, the Com-
mission has so far been deprived of funding for the FY '76-FY ’77
Transition Period. This means that instead of having to spread its
first $750,000 over 12 months, it has had to stretch that sum out over
15 months. This would put a severe strain on any organization,
but in the case of the Commission, which has a small budget to begin
with, it could prove fatal. Whole segments of the task that the Congress
laid out for the Commission in the enabling legislation may have to
be abandoned simply because the money is not there.

Third, and perhaps most important, the Commission is a research
organization with a finite lifespan. Quality research always demands
lead time, and this is especially true when, as in the Conumission’s
case, budgetary constraints require that much of the research be
performed by outsiders who can only give part-time attention to their
assigned projects. In the Comimission’s case, moreover, the need for
larger sums at the beginning (rather than a small amount at the
beginning and a lot at the end as currently provided) is even more
acute, because the Commission will cease to exist three-quarters of
the way through its second fiscal year.
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To meet its statutorily defined schedule, the Commission’s fact-
gathering and analytical work must be 80 percent complete by the
end of January, 1977. Hence, if the money for substantial segments
of the Commission’s program does not become available until October
1, 1976, herculean efforts will be needed to keep the research product
from being degraded simply because important parts could not be
started soon enough. Indeed, if the current authorization pattern is
not changed, it may be impossible to avoid a product of lesser quality
than would otherwise be the case, and that in itself would be wasteful.

To avoid this array of clearly avoidable problems, the Commission
seeks support to increase the Commission’s total FY ’76-FY 77
authorization from $1.5 million to $2 million; and removal of the
mentioned fiscal year expenditure limitation so the Commission could
use a Fiscal 76 supplemental appropriation.

What the Commission would be able to accomplish if these steps
were taken is explained below. The Commission feels that the justi-
fication therein provided is persuasive and hopes that those whose
support it seeks will agree.

I1. The Commission Program

As currently planned, the Commission’s program focuses on three
dimensions of the privacy protection problem:
(1) Record-keeping policies and practices;
(2) Policy issues that cut across a range of personal data record-
keeping activities; and
(3) Trends that will influence the uses that organizations make
of recorded information about individuals,

A. Becord Keeping Policies and Practices.—At its September 1975
meeting, its first with staff, the Commission recognized that with so
short a tenure and so limited a budget, it would be necessary to es-
tablish priorities early and to avoid making investments in studies or
other advisory activities that are not absolutely essential to the ful-
fillment of its statutory mandate. Accordingly, at its October, 1975
meeting, the Commission identified as priority subjects of inquiry the
privacy-related record-keeping policies and practices of the following
types of organizations:

Mailing List Compilers and Direct Mail Marketers. *

Lredit-Card Issuers.

Depository and Lending Institutions.

Reservation Services,

Insurance Underwriters. ,

Public Assistance and Social Service Agencies.

Housing  Assistance Institutions (Mortgage Guarantee and
Rent Subsidy).

Statistical Agencies and Resecarch Organizations.

Primary Health-Care Providers and Third-Party Payers.

Consumer-Reporting Agencies. '

Internal Revenue Service and Related State/Local Tax
Authorities.

Educational Institutions. :

Employers, Labor Unions, and Employment and Personnel
Services.

Federal Agencies Subject to the Privacy Act of 1974.

RS
t Inquiry specifically required by sec. 5(c) (2)(B) of Public Law 93-579.
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These 14 priority inquiries are the foundation stones of the Com-
mission’s program as currently planned, and are the areas in which
the Commission plans to hold the majority of its public hearings. Key
«questions to be asked in regard to each are: (1) whether existing stat-
utes and regulations (both Federal and State) already adequately
protect the individual from known or foreseeable privacy abuses; (2)
whether the principles and requirements of the Privacy Act of 1974
should be preferred to whatever laws or policies now apply; and (3)
whether there are developments on the horizon which portend major
shifts in the way in which information about individuals is now col-
lected, used, and disseminated. '

Wherever possible the Commission will examine and evaluate the
effectiveness of recently enacted Federal and State privacy protection
statutes, such as the Fair Credit Reﬁorting Act; the Family Educa-
tional Rights and Privacy Act; the Fair Credit Billing Act; and the
Fair Credit Reporting and Fair Information Practices statutes of
States such as California, Maryland, Illinois, Tennessee, Minnesota,
Arkansas, New Hampshire, and Utah. Care will also be taken to
assure that the public record created by these inquiries will be as
complete and accurate as possible, so as to provide a sound base for
future governmental and private-sector deliberation and action.

Most of the 14 priority inquiries respond to suggestions the Congress
made to the Commission in Section 5 of P.L. 93-579, and particularly
Section 5{(c)(2). The exceptions are public assistance, social services,
housing, and Federal agencies subject to the Privacy Act of 1974.
However, public assistance, social services, and housing programs
comprise a substantial slice of the world of Federal-State information
systems on which Section 5(c)(3)(B) requires the Commission to re-
port. And as to the Privacy Act evaluation projeet, it almost goes

- without saying that the Commission could not responsibly recommend

whether the principles and requirements of the Act should be applied
outside the Federal government without first understanding and
evaluating the Act’s strengths and weaknesses in those situations where
it now does apply.

B. Cross-Cutting Policy Issues—One of the first actions of the
Commission was to create a Subcommittee on Privacy and Freedom
of Information, chaired by Commissioner Robert Tennessen of Min-
nesota. This was done primarily to keep the important privacy/
freedom of information relationship in the forefront of the Commis-
sion’s deliberations. However, it also served to underscore the need
to identify information policy issues that will arise repeatedly in the
Commission’s inquiry, and that in the name of both economy and
consistency should be isolated for special examination. At the present
time, the Commission has identified 15 such issues which it proposes
to address to some extent in its hearings, but mainly by bringing to-
gether small groups of policy makers and experts from various parts
of the country who will contribute, through™ workshops and
invited papers, to the development of the Commission’s final
recommendations,
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The ecross-cutting policy issues thus far identified can be roughly
grouped into three categories:
. (1) Common Practices and Standards.—This category would include
the required report on how Federal agency records should be treated
when they are disclosed to persons not subject to the Privacy Act of
1974; the question of whether an individual should be able to sue a
Federal agency for general damages if he is harmed by a Privacy Act
violation; the need for a strengthened policy on the use of standard
universal identifiers, such as the Social Security number; and a
systematic analysis of the relevance criteria that different types of
record-keeping organizations use to decide when personal information
should be recorded and to whom it should be disclosed ; )

(2) Compliance Mechanisms—This would include a comparative
analysis of Federal and State privacy protection statutes; of the
mechanisms used in other Federal and State statutes that seek objec-
tives analogous to those of an omnibus Privacy Act modeled on the
Federal one but applicable at all levels of government and in the
private sector; an analysis of the potential impact on State and local
public-record statutes and policies of an all-encompassing Federal
privacy law; an analysis of First Amendment problems that may be
posed by the application of certain privacy protection requirements
m the private sector; and an examination of the incentives and costs
associated with voluntary efforts by private organizations, including
some major corporations, to bring their record-keeping practices into
conformity with the principles and requirements of the Federal Act.

(3) Impact on Other Social Policy Objectives.—This would include
the required study of the impact of information systems on Federal-
State relations and on the principle of separation of powers; and also
an examination of the impact on government-private sector relation-
ships that particular privacy protection requirements or arrangements
mgly have. )

he Commission’s study of these cross-cutting issues can have a

significant impact on the way privacy protection issues are dealt with
in the future. It can help to cement connections between privacy
protection and other information policy concerns, and, by enlisting
the help of policy makers and outside experts from various parts of
the country, it can also enlarge the universe of those who are prepared
to deal with the privacy issue in an informed and judicious manner.

C. Trend Assessments.—To perform its tasks well, the Commission
must be able to relate today’s record-keeping applications of computer
and telecommunications technology to those that are just below the
horizon. This will involve not only an understanding of what applica-
tions are possible but also of the likelihood that they will actually be
made. The Commission need not take a position on the results of its
technology assessment project, but it does need to have the results
available %efore it issues its final report. ‘

The Commission’s work could also profit from a well-designed probe
of public attitudes toward the protection of personal privacy, and
particularly the attitudes of people who have attempted to avail
themselves of rights guaranteed them by extant privacy protection
statutes. At the moment, this is not a priority item in the Commis-
sion’s program simply because of the expense of doing a reputable
study. However, it 1s a project the Commission would be disposed to
undertake.if the necessary funds were available.
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It would also be advisable to undertake a few empirical case studies
of the way records about an individual are actually used by organiza-
tions with whom the individual comes in contact, and the Commission
isin a position to undertake such a study if it is able to afford it.

Finally, the Commission currently has two exploratory studies on
its agenda—one on the privacy implications of cable television and
the other on “privacy and the poor.” Although the latter will surely
be developed in the context of the Commission’s hearings on public
assistance and social services record keeping, the cable television proj-
ect is another that will be undertaken on a “funds permitting” basis.

IV. Components of the supplemental request

The Commission program is composed of a variety of fact-gathering
and analytieal tasks. As much as possible, it aims to provide a forum
for the expression of individual and organizational views, experiences,
and opinions, and for the creation of a detailed and hitherto non-
existent record to which others may also refer.

To fulfill these objectives, the Commission meets regularly on the
second Thursday and Friday of every month and, in addition, has
launched an ambitious program of public hearings. At the present
time, the Commission plans to hold at least one two-day public
hearing each month until November 1976, with four sets of hearings
scheduled in July and August. This schedule, if met, will enable the
Commission to complete its basic information-gathering activity
by December 31, 1976. However, money permitting, the Commission
also plans to hold several “validation” hearings on its draft final
recommendations between February and April 1977.

Where the Commission has so far been stymied in its efforts to
reach out for information, advice, and analysis, is in its work on the
cross-cutting information policy issues and the trend assessments and
exploratory studies. These constitute the analytical backbone of
the Commuission’s program, but the Commission’s budget is currently
too small to permit the vigorous effort that is needed. Indeed, at the
present time thought is being given to dropping some of the hearing
projects focussed on State and local government problems because
the Commission finances and staff arve spread so thin, and money is
needed for the impoverished analytical projects.

If funded, the program budget would give the Commission the
minimum resources necessary to carry out its program within the
statutorily defined time period.

To date, a project plan has been prepared for each of the Policies
& Practices inquiries and candidates have been identified for all
of the vacant staff assignments in the Policies & Practices Program.
Almost all of the work under “Contracted Services” in that program
budget has also been initiated, knowing, however, that it will have
to be sharply curtailed if additional funds do not become available
soon.

In the Cross-Cutting Issues Program, assignments to core staff
have been made as indicated in the program budget, but there is no
money for the outside principal investigators, workshop participants,
and commissioned papers. In the Trend Assessments & Exploratory
Studies Program, planning is nearly complete on all projects save two,
but again, there is no money for execution. All positions in the Core
Staff & Administrative Budget are currently filled except for the two
Project secretaries.
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The sums allocated for Travel, Rent & Communications, etc.
assume the resources necessary to carry out other aspects of the pro-
jected program. The travel budget allows for the intensive preparatory
work with hearing witnesses that has so far made the 8ommissi0n
hearings unusually successful. The Printing and Publication allot-
ment would allow publication of at least three Commission reports
in the spring of 1976—on mailing lists, taxpayer confidentiality, and
the Commission’s annual report. %Vithout that allotment, only $5,600
would be available to cover all three reports, thereby, in effect,
meaking formal publication impossible. On the average, the transcript
for each day of & Commission hearing or meeting costs $500. Nine
two-day meetings and 14 two-day hearings are provided for. No
money is requested in either the 1976 or 1977 projections for the
publication of hearing proceedings, although there appears to be a
considerable demand for copies of the hearing transcripts.

Although the sums indicated in each of the budget categories are
adequate, they are by no means generous. Rather, they reflect the
fact that the Commission has reached a point where it knows where
it is going, how to get there, who can help, and what resources are
necessary.

In the final analysis the trade-off for the Commission is between
time and money. As indicated earlier, the Commission believes that
the job ean be done within the allotted time if the money is available
when it can be used to best effect. Additional support now, in the
amount requested, will make an enormous difference in the quality
of the final work produect. Too little support will either force the
Commission to deal superficially with important issues or to abandon
large segments of its program.

ADDITIONAL INFORMATION SUBMITTED BY PRIVACY PROTECTION STUDY
COMMISSION

May 1976.
Background memorandum on requested authorization increase

1. Commission formally requested and OMB has approved increase
in total authorization from $1.5 to 2M which reflects the Commission’s
total supplemental need.

2. Commission requested supplemental appropriation for FY-76
of $381,000 with the understanding that we would also ask for an
FY-77 supplemental appropriation of $94,000. The Prestdent has
submitted on OMB’s recommendation a supplemental appropriation
for $250,000,

3. Three budget charts are enclosed which show the differences in
tevels of funding by program for FY-76, FY-77, and the total two-
year program. What these figures mean in terms of the Commission’s
programs is as follows:

(a) Without any supplement:

(1) In our fact finding Practices Assessment Program, we
would not be able to conduct hearings in FY-76 on the four
public sector areas (Public Assistance and Social Services, Public
Housing, Education, Research and Statistics); nor would we be
able to Initiate field work in FY-76 on our assessment of
Federal agency implementation of the Privacy Act.
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(2) Our cross-cutting program in FY-76 would be limited to
the development of project plans and only one workshop limited
to one of our 15 issues.

(3) Our trend assessment program would be almost entirely
eliminated.

(b) The FY-76 $250,000 supplement would allow us to:

(1) prepare the public sector hearings in FY-76 ($40,000)
initiate and complete most of the field work on the Privacy Act
Implementation assessment so that we can hold good hearings
in November ($25,000), and also conduct needed follow-up re-
search on our private sector and medical records hearings
($34,000).

(2) Allow the conduct of the planned number of workshops
on the cross-cutting issues ($93,000).

(3) Allow initiation of the technology trend assessment project
{$24,000).

(4) Cover Comimission compensation, travel costs, and court-
reporting costs for the public-sector hearings ($30,000).

{¢y The additional $131,000 supplement (requested but not yet
approved for FY-76) would allow us: '

(1) to improve significantly the quality of the Privacy Act
Implementation Assessment Project by taking careful account
of the reports and recommendations of the Senate and House
inquiries into the record-keeping activities associated with exempt-
ed systems of records and by additional legal research ($22,000)
and to get some editorial assistance for our reports ($6,000).

{2) to expand the technology trend assessment project to
include specific record-keeping applications ($10,000) and to
conduct 4 exploratory studies on record-keeping areas for which
the Commission does not have study projects (cable TV, licensing,
telephone records, special privacy protection for the dependent
poor) ($12,000).

(3) to provide additional direct support costs for all Commis-
slon projects in the form of additional Commission meetings for
deliberation and report review ($20,000), report costs for interim
reports on specific areas ($15,000); and additional staff and con-
sultant travel for hearings preparation and workshop participation.

(4) to provide administrative support costs generated by the
$250,000 supplemental (space, office equipment, communications
and supplies) and personnel benefits ($35,000),

(d) The FY-77 $94,000 supplement would allow us to:

(1) expand the trend assessment studies through greater expert
participation in their review and validation and to initiate several
specific case studies of very likely or potentially dangerous de-
velopments ($23,000).

(2) Increase the utility of the policy issue workshops by in-
creasing Commission member and staff participation ($16,000).

(3) Increase the level of Commission draft report review and
deliberation through additional meetings between January and
April ($10,000).

(4) Inerease the allocation for report production and printing
and provide a small sum not now avsailable for transeript repro-
duction ($40,000).
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FISCAL YEAR 1976

Additional Additional
reguested Total requested Total
No in $250,000 $250,000 in $381,781 $382,781
Program pplement polement pplement pplement  supplement
Practices assessment program..._.__.__ $31, 745 $98, 982 $190, 727 $28, 009 $218,736
Cross-cutting program..__ ... . 22,700 97’, 599 120,298 ] 120,299
Trend assessment program... 6, (000 24, 000 30,000 20,000 50, 000
Administrative program ... 829,555 29, 419 658, 974 82,172 741,746
Totah. o e 2 750, 000 250, 000 1,000, 000 130,781 1,130,781

1 Includes core staft and administrative budget (management, legal, and cierical staff in support of all programs, Com-
mission compensation and travel, rent, com ications, materials, supplies, and GSA support services, and some pro-
fessional stall for praclices assessment program).

2$748,000 actually appropriated,

FISCAL YEAR 1377

Additional

requested in
No , 000 Total
Program supplement  supplement 394, 000
Practices assessment 126,116 0 126, 116
Crosscutting program... 89, 693 0 89, 693
Trend assessment progr 20, 000 23,000 43, 000
Administrative program. . 514,191 171,192 585, 383
TOtal - e e e e e e 750,000 94,192 844, 192

1 Includes; $40,000 for reports publication and transeript reproduction costs; $10,000 for Commission report review
meetings; $21,000 for Commission and staff participation in the crosscutting program workshop.

FISCAL YEAR 1876-77

Additional Additional

requested requested Total
No $250,000 Total X $475,000
Program ppl t  suppl t $250,000 ppi pph e
Practices assessment program........._ $217, 861 $98, 982 $318, 843 $28, 009 $344, 852
Problem assessment program.... - 112,353 97, 599 208, 992 0 208, 992

Trend assessment program____ e 26, B0G 24,000 3 43, 000 3
Administrative program... ... .._.... 1,143,746 29,419 1,173, 165 153, 964 1,327,129
Total oo 1, 500, 600 250, 000 1,750, 000 274,973 1,974,973

ArpeEnpix C

Privacy Prorecrion Stuny CoMaission,
Washington, D.C., March 17, 1976.

Hon. NELsox A. ROCKEFELLER,
President of the Senate,
Washington, D.C.

Desar Mgz. Presipent: Enclosed for your consideration is a draft
amendment to Section 9 of the Privacy Act of 1974, P.1. 93-579.

The purpose of this amendment is twofold. First, the amendment
will remove the restrictive fiscal year expenditure limitation of Sec-
tion 9. This change will permit tge Privacy Protection Study Com-
nission to obligate its funds at a rate necessary to initiate research
studies and hold hearings which will form the basis of its recommenda-
tions to the President and the Congress. Second, the amendment will
authorize sppropriations of $2 million to carry out the provisions of
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Section 5 of the Act for fiscal years 1976, the period July 1, 1976 to
September 30, 1976, and 1977. The history of the Commission to date
has demonstrated that the current authorization of $1.5 million is
inadequate to allow the Commission to perform fully all of the tasks
mandated in its statute.

The Office of Management and Budget has advised that there is
no objection to the presentation of this report from the standpoint
of the Administration’s program.

Sincerely,
Davip F. Linowes,
Chairman.

Enclosure.

“Secrion 9. There is authorized to be appropriated, without fiscal
year limitations, the sum of $2,000,000 to carry out the provisions of
Section 5 of this Act for the period beginning on July 1, 1975 and
ending on Beptember 30, 1977.”

OFFICE OF THE VICE PRESIDENT,
Washington, March 29, 1976,
Hon. Davin F. laxowss,
Chairman, Privacy Protection Study Commission,
Washington, D.C. :

Dzear Mg, Cuarrvax: This will gerve as notification of the receipt
and appropriate referral of your letter dated March 17. The letter
transmitted a draft amendment to Section 9 of the Privacy Act of
1974, P.1. 93-579.

The letter was received in this office on March 17 and was referred
to the Committee on Government Operations on March 17.

Please do not hesitate to contact this office if we may be of further
assistance.

Sincerely,
H. Srorrorp CaNFIELD,
Administrative Assistant
to The President of the Senaie.

O
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 AUTHORIZATION OF APPROPRIATIONS FOR TiIE
PRIVACY PROTECTION STUDY COMMISSION

Avausr 10, 1976.—Committed to the Committee of the Whole House on the State
of the Union and ordered to be printed

Mr. Brooks, from the Committee on Government Operations,
submitted the following

REPORT
[Including cost estimate of the Congressional Budget Office]

[To accompany S. 3435]

- The Committee on Government Operations, to whom was referred
the bill (S. 3435) to increase an authorization of appropriations for
the Privacy Protection Study Commission, and to remove the fiscal
year expenditure limitation, having considered the same, report favor-
ably thereon without amendment and recommend that the bill do
pass.

Purpose or tHr LEcisLaTioN

The purpose of the bill is to increase the authorization for the
Privacy Protection Study Commission from $1,500,000 to $2,000,000,
and to remove the provision of its enabling legislation which pro-
hibits it from spending more than $750,000 in a single fiscal year.

Backerounp or THE LEGISLATION

The Privacy Act of 1974 (Public Law 93-579) sought to accomplish
three basic reforms with respect to records maintained by Federal
agencies: first, to require that all systems of records be publicly an-
nounced ; second, to permit every American to have access to records
about him maintained by Federal agencies and to secure correction of
any inaccuracies in such records; and third, to limit the disclosure of
such records without the consent of the subject.

The Privacy Protection Study Commission was created by section 5
of the Privacy Act. The Commission has seven members: three ap-
pointed by the President; two appointed by the President of the Sen-
ate; and two appointed by the Speaker.

The life of the Commission began officially on June 10, 197 5, when
the seventh member was appointed. The Commission’s final report is

57-006
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due on June 10, 1977; 30 days thereafter the Commission will cease
to exist.

The Commission has two principal tasks to perform:

(1) To make a study of the data banks, automated data proc-
essing programs, and information systems of governmental, re-
gional and private organizations, in order to determine the stand-
ards and procedures now in force for the protection of personal
information; and .

(2) To make recommendations to the President and the Con-
gress on the extent, if any, to which the principles and require-
ments of the Privacy Act of 1974 should be applied to such or-
ganizations—through legislation, administrative action, or
voluntary adoption.

As part of the study called for in (1) above, the Commission is
also required to report on five specifically enumerated information
policy issues:

‘Whether a person engaged in interstate commerce who main-
tains a mailing list should be required to remove the name and
address of any individual who does not want to be on the list;

‘Whether the Internal Revenue Service should be prohibited
from transferring individually identifiable data to other Fed-
eral agencies and to agencies of State government;

Whether an indivigual who has been harmed as a consequence
of a willful or intentional violation of the Privacy Act of 1974
should be able to sue the Federal Government for general
damages;

‘Whether, and if so, how, the standards for security and con-
fidentiality of records that the Privacy Act requires Federal
agencies to adopt should be applied when a record is disclosed to a
person other than an agency; and

Whether, and to what extent, governmental and private in-
formation systems affect Federal-State relations and the prin-
ciple of separation of powers.

Finally, in any study the Comuinission undertakes, it is required to:

(1) determine what laws, Executive orders, regulations, direc-
tives, and judicial decisions govern the activities under study,
as well as the extent to which they are consistent with the rights
of (1131‘1"&0}’3 due process, and other guarantees in the Constitution
an

(2) to the maximum extent practicable, collect and use findings,
reports, studies, hearing transcripts, and recommendations of
governmental, legislative and private bodies, institutions, orga-
Iltzzgtxons, and individuals which pertain to the problems under
study.

The Commission, in sum, is required to undertake a comprehensive
study of information policies and practices that affect the eollection,
use, and dissemination of recorded information about individuals: to
document accurately and in detail what those policies and practices
are; to take account of debate, research, statutes, regulations, judicial
interpretations, and policy determinations at all levels of government
and in the private sector; and to be prepared to comment from time
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to time, and in a balanced manner, on a broad range of controversial
information policy issues.

The Privacy Act authorizes the sum of $1,500,000 for the work of
the Commission. It also places a limit of $750,000 upon the amount
the Commission may expend in any one fiscal year. With respect to
the fiscal year expenditure limitation, the Office of Management and
Budget has ruled that Fiscal Year 1976 and the Transition Quarter
(July 1, 1976-September 30, 1976) constitute a single fiscal year, thus
limiting expenditures by the Commission under the existing law to
$750,000 for this 15-month period. o )

At its February 13, 1976, meeting, the Commission unanimously
voted to submit a fiscal year 1976 supplemental budget request in the
amount of $380,781, and to seek a total authorization for fiscal year
1975, 1976, and 1977 of $2 million, or $500,000 more than originally
authorized.

Subsequently, on March 23, a formal request for a supplemental
appropriation for fiscal year 1976 in the amount of $250,000 for the
Commission was submitted by the President. The appropriation was
enacted on June 1, 1976, as part of H.R. 13172, Second Supplemental
Appropriations Act, 1976, making supplemental appropriations for
the fiscal year ending June 80, 1976, and the period ending Septem-
ber 80, 1976, with a proviso which states that the appropriation shall
be available only upon the enactment of authorizing legislation.

S. 3435, as passed by the Senate, removes the fiscal year expenditure
limitation. It also increases the Commission’s authorization by $500,-
000 to $2,000,000, of which $250,000 represents the sum appropriated
in the Second Supplemental Appropriation Act, 1976 and $250,000 is
available for future appropriation.

Your committee has carefully considered the testimony and written
evidence submitted on behalf of the Commission’s request. The com-
mittee commends the Commission for the outstanding work it has done
thus far, and recommends that the fiscal year expenditure limitation
be removed and that the authorization for the Commission be in-
creased by $500,000 to $2,000,000. In establishing the Commission, the
Congress intended that it make the most efficient use possible of its
limited funds and life, and that, to this end, it take care not to dupli-
cate the work of congressional committees or of other study commis-
sions, In recommending passage of this legislation, the committee
emphatically reiterates that intent. ‘

Hrarine

The Government Information and Individual Rights Subcommittee
held a hearing on 8. 3435 on June 9, 1976, at which testimony was
heard from David F. Linowes, Chairman of the Commission, and
other Commission representatives.

Comurrree Vorr
At a meeting of the full Committee on Government Qperations on

August 8, 1976, 2 quorum being present, 8. 3435, as amended, was
approved and ordered reported by voice vote.

LR, 1417



4.
StareMENT PUrsuanT To Crausk 7(a) oF Rure XIII

The committee estimates that the cost of carrying out this legisla-
tion in Fiscal Year 1976 will be zero, in the Transition Quarter (July
1, 1976-September 30, 1976) zero, and in Fiscal Year 1977 $500,000.
Since the life of the Commission cannot extend beyond Fiscal Year
1977, no costs will be incurred in subsequent fiscal years.

Other than the request of the Commission for a $500,000 increase in
its authorization, no Government agency has submitted any estimate
of such costs to the committee.

StaTEMENT PUrsvaNT 10 CLausE 2(1) (3) (A) or Rure XI

No oversight findings or recommendations have been made with
regard to this measure.

StareMENT PUursuant 1o Crausk 2(1) (3) (C) or Ruie XI

The estimate and comparison prepared by the Director of the Con-
gressional Budget Office under section 403 of the Congressional Budget
Act follows:

Coxeress or THE UNITED STATES,
ConcresstoNAL Bupeer OFFICE,
Washington, D.C., June 24,1976.
Hon. Jack Brooxs,
Chairman, Commattce on Government Operations, U.S. House of
gegresentatives, Rayburn House Office Building, Washington,

Drar Mr. CaarMAN : Pursuant to Section 403 of the Congressional
Budget Act of 1974, the Congressional Budget Office has prepared
the attached cost estimate for S. 3435, Amendment to the Privacy
Act of 1974,

Should the Committee so desire, we would be pleased to provide fur-
ther details on the attached cost estimate.

Sincerely,
Avice M. Rrvuin,
Director.

ConeresstoNAL Bupeer OrricE, June 24, 1976.

COST ESTIMATE

1. Bill Number: S. 3435.
2. Bill Title: Amendment to the Privacy Act of 1974.
3. Purpose of Bill:

This proposed legislation increases the authorization to the
Privacy Protection Study Commission from $1.5 million to $2.0
million. In addition, it removes the Commission’s present yearly
expenditure limitation of $750,000, thus allowing the Commission
toncur obligations as required.

IL.R. 1417
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4. Cost Estimate:
[In thousands of dollars}
Fiscal year—
Transition
1976 quarter 1977 1978 1979 1980
Authorization level. . ____._.______ 500 L e
0SS e e e e 500 e

5. Basis for Estimate: _
Although the bill authorizes appropriations of $2 million for

the Commission, only $500 thousand represents additional author-
ization ($1.5 million was authorized in Section 9 of Public Law
93-579). Given the present rate of spending, most of the existing
authorization will be exhausted prior to fiscal year 1977. Conse-
quently, the $500 thousand additional authorization in this bill is
assumed to spent totally in fiscal year 1977.

6. Estimate Comparison : None.

7. Previous CBO Estimate : None.

8. Estimated Prepared By: Arleen Fain Gilliam (225-9676).

9. Estimate Approved By:

C. G. NucgrEeLs

(For James L. Blum,
Assistant Director for Budget Analysis).

StaremuNT PUrsuant To Crause 2(1) (4) or Rune XI

The enactment of this bill into law is not expected to have any in-
flationary impact on prices or costs in the operation of the national
economy.

Cuanges 1N Existing Law Mape BY TaE BIoL, as REPORTED

In compliance with clause 3 of rule XIII of the Rules of the House
of Representatives, changes in existing law made by the bill, as re-
ported, are shown as follows (existing law proposed to be omitted is
enclosed in black brackets, new matter is printed in italic, existing law
in which no change is proposed in shown in roman) :

SecrioNn 9 or Pusric Law 93-579

To amend title 5, United States Code, by adding a section 552a to safeguard
individual privacy from the misuse of Federal records, to provide that indi-
viduals be granted access to records concerning them which are maintained
by Federal agencies, to establish a I’rivacy Protection Study Commission, and
for other purposes

* * % * % * *

Sec. 9. There is authorized to be appropriated [to carry out the pro-
visions of section 5 of this Act for fiscal years 1975, 1976, and 1977 the
sum of $1,500,000, except that not more than $750,000 may be expended
during any such fiscal year], without fiscal year limitation only to
such extent or in such amounts as are provided in appropriation Acts,
the sum of $2,000,000 to carry out the provisions of section 5 of this
Act for the period beginming July 1, 1975, and ending on Septem-
ber 30,1977.

O
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AUTHORIZATION OF APPROPRIATIONS FOR THE
PRIVACY PROTECTION STUDY COMMISSION

WEDNESDAY, JUNE 9, 1976

House oF REPRESENTATIVES,
GOVERNMENT INFORMATION
AND INpivipuar RieaTs SUBCOMMITTEE
ofF THE CoMMITTEE ON GOVERNMENT (QPERATIONS,
Washington, D.C.

The subcommittee met, pursuant to notice, at 9:15 a.m., in room
2247, Rayburn House Office Building, Hon. Bella S. Abzug (chair-
woman of the subcommittee) presiding.

Present: Representatives Bella S. ibzug and Clarence J. Brown.

Also present: Eric L. Hirschhorn, counsel; Anita W. Wiesman,
clerk; and Thomas H. Sullivan, minority professional staff, Committee
on Government Operations.

Ms. Apzug. The Government Information and Individual Rights
Subcommittee will be in order.

We meet this morning to hear testimony on three bills—H.R.
13681, H.R. 13682, and S. 3435—relating to the authorization of
appropriations for the Privacy Protection Study Commission created
under the Privacy Act of 1974. v

Without objection, the text of these measures will be included in the
record at the conclusion of my opening remarks, along with the text
of the Privacy Act.

The Privacy Act of 1974 was born in this subcommittee. Its sub-
stantive provisions sought to accomplish three basic reforms with
respect to records maintained by Federal agencies: first, to require
that all systems of records be publicly announced ; second, to permit
every American to have access to records about him maintained by
Federal agencies and to secure correction or expungement of any
inaccuracies in such records; and third, to limit the disclosure of such
records without the consent of the subject.

The Privacy Act was signed into law on December 31, 1974, and
took effect on September 27, 1975. Since its enactment this subcom-
mittee has been very active in overseeing the promulgation of imple-
menting regulations and the general administration of the act.
Problems have begun to appear here and there, and we hope in the
not too distant future to deal with some of them legislatively if they
cannot be cleared up administratively.

The Privacy Act also establishe({ the Privacy Protection Study
Commission and gave it two basic responsibilities: first, to study
public and private information systems in order to determine the
standards and procedures in force for the protection of personal

1)
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information; and second, to recommend to Congress and the Presi-
dent the extent to which the substantive aspects of the Privacy Act
should be applied to the private sector.

The Commission was also specifically directed to study such mat-
ters as exclusion from mailing lists, limitation of the dissemination of
tax information by the Internal Revenue Service, whether damages
should be available when the Federal Government violates the Privacy
Act, and what security standards should be n(,fplied when & personal
record is disclosed to a person or entity not directly covered by the
act. The legislation also enumerated various other areas of study
open to the Commission. !

The Commission has thus far held a number of hearings in pursuit
of its studies, at one of which I had the pleasure of testifying on the
recordkeeping practices of credit card issuers. It has also begun a
number of projects not involving hearings.

Section 9 of the Privacy Act authorizes the sum of $1,500,000 for
the work of the Commission. It also places a limit of $750,000 upon
the amount the Commission may expend in any 1 fiscal year.

The Commission has asked that the authorization be increased by
$500,000 to $2 million, and that the fiscal year expenditure limitation
be repealed. S. 3435 and H.R. 13682 would accomplish both of these,
while H.R. 13681 would only remove the fiscal year expenditure
limitation.

[The bills and Public Law 93-579 follow:]

b Ho R, 13681

IN THE IMMOUSE OF REPRESENTATIVES

Mayx 11,1976

Ms. Aszue (by request) introduced the following bill; which was referred
to the Committee on Government Operations

A BILL

To amend the Privacy Act of 1974
Be it enacted by the Senate and House of Representa-
tives of the United States of Admerica in Caﬁgress assembled,

That section 9 of the Privaey Aet of 1974 (88 Stat. 1910)

B B B0 =

is amended by striking out “, exeept that net more than
o $750,000 may be expended durimg any such fircal year”.
1
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IN THE HOUSE OF' REPRESENTATIVES

Mar 11,1976

Aszue (by request) introduced the following bill; which was referred
to the Committee on Government Operations

A BILL

To amend the Privady Act of 1974,

Be it enacted by the Senate and House of Representa-
tives of the United States of dmerica in Congress assembled,
That section 9 of the Ptivaey Act of 1974 is amended to
read as follows:

“Bec. 9. There is anthorized to be appropriated, without
fiscal year limitation only to such extent or in such amounts
as are provided in appropriation Acts, the sum of $2,000,000
to carry out the provisions of section 5 of this Act for the

period beginning July 1, 1975, and ending on September 30,
197",
I
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IN THE HOUSE OF REPRESENTATIVES

May 20,1976
Referred to the Committee on Government Operations

AN ACT

increase an authorization of appropriations for the Privacy.
Protection Study Commission, and to remove the fiscal year

expenditure limitation.

" Be it cnacted by the Senate and H'oz.zse of Representa-
tives of the United States of America in Congress assembled,
That the provision of law referred to in the note immedi-
ately preceding section 553 of title 5, United States Code,
is amended to read as follows:

“Spe. 9. There is authorized to be appropriated, with-
out fiscal year limitation only to such extent or in such
amounts as are provided in appropriation Acts, the sum of
$2,000,000 to carry out the provisions of section 5 of this
Act for the period beginning July 1, 1975, and ending on
September 30, 1977.”.

Passed the Senate May 19, 1976.

Attest: FRANCIS R. VALEO,
Becretary.

73-314 O - 76 - 2



Public Law 93-579
93rd Congress, S, 3418
December 31, 1974

An Act

To amend title 5, United States Code, by addin 552
) ame 5, § g u section 552a to safegu
individual privacy from the misuse nof Federal records, to Drﬂ"ldeg '-g;‘t‘
:I:L‘l}\"il:"nl.; be grainlod access to records coneerning them which are maintained
¥ Federal ageneies, to extablish a Privacy I* tHion § y
okt ey P'rotection Study Commission, and

Be it cnactéd by the Senate und House of Re %

B ; Nex se epresentatives of the
United States of Awmerica in Congress assembled, That this Actfmny
be cited as the “Privacy Act of 1974”,

Skec. 2. (a) The Congress finds that—
col(k]w?t‘the pr{v?cy of an indi\(riidunl is_directly affected by the
1on, maintenance. use, and dissemination . infor
mation by Federal ajroncios; lissemination of personal infor-

(2) the increasing use of computers und sophisticated infor-
mation technology. while cssential to tie efficient operations of
the Government, has greatly magnified the harm to indivi«.hml
privacy that can occur from any collection, maintenance, nse. or
dissemination of personal information : 3
(3 the opportunifies for an individual to secure employment.
msurance, and credit, and his vight to due process, and other legal
protections are endangered by the misuse of certain information
systems; :

(4) the vight to privacy is a personal and fundamental right
protected by the Constitution of the 1nited States; and
. {8) in opder to protect the privacy of individuals identified in
information systems maintained by Federal agencies, it is neces-
sary and proper for the Congress to regulate the collection, main-
fenance, use, and disseminatioti of information by such aéencios

. (b) The purpose of this Act is to provide certain safeguards for an
individyal agamst an invasien of personal privagy by requiring
Federal agencices, except as otherwise provided by law. to—

(1) permit an individual to determine what records pertaining
to hm_l are collected, maintained. used, or disseminated by such
agencies ; : -

(2) permit an individual to prevent records pertaining to him
obtained by such agencies for a particular purpose from being
used or made available for another purpose without his consent ;
. (3) permit an individual to gain access to information pertain.
ing to him in Federal agency records. to have a copy made of all
or any portion thereof, and fo correct or amend such records:

. {4) collect, maintain, use, or disseminate any record of identi-
fiable personal information in a manner that assures that such
action is for a necessary and lawful purpose, that the infor-
n:iﬂnont is (‘l‘l‘l'l'l‘llt (;lnd accurate for its intended use. and that
adequate safeguards are provi ; i :
inf(:lr)mntion: o S are provided to prevent misuse of such

(5) permit exemptions from the 1 uirements with respee
records provided in this Act only in tl‘:})se cases \vlwreht;n(esrle“i(s' atl?
important ﬁubhc policy need for such exemption as has been
determined y specific statutory authority : and

(6) be subject to civil snit for any damages which oceur as a
result of willful or intentional action which violates any indi-
vidual’s rights wnd is Aot -

Skc. 3. Title 5, Unit
section 552 the following new section :

8i X
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5 'ISC 552a.

5 UsC 552,

Privacy Act
of 1974,

5 USC 552a
note.
Congressional
findings.

5 USC 552a
note.

13 Usc 8e

Statement of
purpose,

- . 88 STAT. 1896
States Code, is amended by adding after B8 STAT, 1837

*“§ 552a. Records maintained on individuals -
“(a) Drerisvtions.—For purposes of this section— : .

(1) the term ‘ageney’ means ageney as defined in seetion
A2 (e) of this title: - L, ;

*(2) the term ‘individnal’ means a vitizen of the United States
oran alien lawfully admitted for permanent residence ; .

*(3) the term ‘maintain’ includes maintain. collect, use, or dis-
seminate ; I )

*(4) the term *record” means any item, collection, or grouping
of information about an individual that is maintained by an
agency. including. but not limited to. his education, financial
transactions. medieal history, and eriminal or employment histor,
and that containg his name, or the identifying number, symbol,
or otlier identifying purticular assigned to the individual, such
as a finger or voice print or a photograph;

#(5) the term ‘system of records’ means a group of any records
under the coutrol of any agency from which information is
retrieved by the name of the individual or by some identifying
number, symbol, or other identifying pnrhcuh'r assigned to the
individual: ,

“(6) the term ‘statistical record” means a record in a system
of records maintained for statistical research or reporting pur-
poses only and not nsed in whole or in part in making any deter-
mination about an identifiable individunl. except as provided by
section 8 of title 13: and i .

“(7) the term ‘routine use’ means, with respeet to the dis-
closure of a record, the use of such record for a purpose whiek:
is compatible with the purpose for which it was col'ected.

*(b) Coxprrions oF DiscLosure.—No ageney shall disclose any
record which is contained in a system of records by any means of com-
munication to any person, or to another agency. exeept pursuant to '}
written request by, or with the prior written consent of. the individua
to whom the-vecord pertains, unless disclosure of the record would

b “(1).to those officers and employees of the agency which main-
tains the record who have a need for the record in the performance
of their duties; . .

“(2) vequived under section 552 of this title: .
“(3) for a routine use as defined in subsection (a)(7) of this
section and described under subgection (e) (4) (D) of this section:

*(4) to the Burean of the Census for purposes of planning or
carvying out a census or survey or related activity pursuant to
the provisions of title 13; y ]

*(5) to a recipient who bas provided the agency with advance
adequate written assurance that the record will be used solely as
a statistical research or reporting record. and the record is to be
transferred in a form that is not imh\'ldnml_ly ldo;nt-lhablc;

“(8) to the National Archives of the United States as a record
which has sufficient historical or other value to warrant its con-
tinued preservation by the United States Government, or for
evaluation by the Administrator of General Services or his
designee to determine whether the record has such value;

“(7) to another agency or to an instrumentality of any govern-
mental jurisdiction witl‘\in or under the control of the United
States for a civil or criminal law enforcement activity if the
activity is authorized lR’e law, and if the head of the agency or
instrumentality has made a written request to the agency which
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maintains the record specifying the particular portion desi
. . g m
t,hﬁ l:&w enforcement activity for which the reclord is smngllnt ;‘ vogi
" (8) tofa person pursuant to a showing of compelling circum-
3 i:;x]c::.uai ect :p;ig.t he health or safety of an individual if uimn such
Aincions drn vxl:';,mlx l;anon is transmitted to the last known address of
“(9) to either House of (ongress, or. to the extent
: 3 extent of matte
m;hle‘\).i rl‘t: ]"nsdlt‘::»l:n,fnzy committee or subcommittee thereof‘:
) committee of Con sube 1 ¢
e s v ongress or subcommittee of any such
“(10) to the Comptroller General. or an is
; ; . y of his authorized rep-
resentatives, in the course of th s les
th?‘ Genernl'Accounting Office: ox'e SKESRSRe ookl e of
tion(. 11) pursuant to the order of a coux.t of competent jurisdic-
#(c) AccousTing oF Cerraiy DiscLosvres—Eac i
respect:‘?i ;m:’l: sy:t(;m o]f_ re'cords under its control, sh’l:"igency, g
scept for disclosures made under subsecti
(b) (2)“0f t[us section, keep an accurate acmnnt%::)gn f)f(k) b
Lo ‘Sét)dt};e date, nature, and purpose of each disclosure of
.2 record to any person or to anothe 1 s
snlks(eﬁtjlo& (b) of this section: and UGN AUt
e name and address of tl y
“(v;)hom tl_led;lsclosure is made; PHESAE AR WSS 10
2) retain the accounting made under paragraph (1) of thi
s\{bsexjtmn for at least five years or the lifepof t‘lgm Leco(rd). ?vhir]!lf
fn‘:(riel? longer, after the disclosure for which the accounting is
“(33 except for disclosures made under i
;i ] subsect 7
:g:z :ctlon.. make t_llmbalmcoun:ing made under par;(;:‘a(ll,\) ‘(1)) g;
1bsection available to indivi
at‘fx(is)request; s e to the .mdlwdual named 1n the record
4) inform any person or other agency about ar ot
or bg:cta_tlon of dispute made by the é.gen{:y in scc(:g’drr)x;?‘\:llgi:
z‘i‘osedt:grlth(d) of this section of any record that has been dis-
. :iras iy e person or agency if an accounting of the disclosure
A : 4 ;e > o
of rfa cg‘x"dsmshall _1_'0 Recorps.—Each agency that maintains a system
(1) upon request by any individual to gai i
e " n access to h
:eos or to any information pertaining wg}gm which isocorl:
fn}n1 ed in the system, permit him and upon his request, a person
g is own choosing to accompany him, to review the record and
have_ g copy made of all or any portion thereof in a form compre-
%151 lle to him, except that the agency may require the indi-
V}ll ual to _furmgh a written statement authorizing discussion of
t zt& i;ld;:;l‘;{:l tshre_cogd 13 the accompanying person’s presence;
) it the individual to i
pertalr‘l‘l?ﬁ)to s e request amendment of a record
not later than 10 days (excluding Saturda; -
g‘:cy:, r:‘rlxge::gslkpubl:zd holidays) after thegdate of rgcse:i[iugf
s st. acknowledge in writing such receipt;
« (BZ‘ (p;'omplt;ly, either— J ¢ty
(1) make any correction of any portion thereof
which the individual believes is not p Fcal
tn‘r‘::!_y; o cfomplete; she is not accurate, relevant,
i) inform the individual of its refusal t
the record in accordance with his request, thz ‘l‘::l‘;gg
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+ 1898 g STAT. 189

Review,
Notation of °
dispute.

Personal

review,

Amendment

request.
Publication
in Federal
Register.,

for the refusal, the procedures established by the agency

for the individual to request a review of that refusal by

the head of the agency or an officer designated by the
head of the agency, and the name and business address
of that official ;

«(8) permit the individual who disagrees with the refusal of the
agency to amend his record to tequest a review of such refusal,
and not later than 30 days (excluding Saturdays, Sundays, and
legal public holidays) from the date on which the individual
requests such review, complete such review and make a final
determination unless, foroﬁood cause shown, the head of the agency
extends such 30-day period ; and if, after his review, the reviewing
official also refuses to amend the record in accordance with the
request, permit the individual to file with the agency a concise
statement setting forth the reasons for his disagreement with the
refusal of the agency, and notify the individual of the provisions
for judicial review of the reviewing official’s determination under
subsection (g) (1) (A) of this section; .

“(4) in any disclosure, containing information about which
the individual has filed a statement of disagreement, occurring
after the filing of the statement under paragraph (3) of this sub-
section, clearly note any portion of the record which is disputed
and provide copies of the statement und, if the agency deems it
appropriate, copies of a concise statement of the reasons of the
agency for not making the amendments re(Hlested. to persons or
ot}(xier agencies to whom the disputed record has been disclosed :
an :

“(5) nothing in this section <hall allow an individnal access to
any information compiled in reasonable anticipation of a civil
action or proceeding.

“(e) Acexcy R UmemENTs—Each agency that maintains a
system of records shafl— 4

(1) maintain in its records only such information about an
individual as is relevant and necessary to accomplish a purpose of
the agency required to be accomplished by statute or by executive
order of the President ;

“(2) collect information to the greatest extent practicable
directly from the subject individual when the information may
result in adverse determinations about an individual’s rights, bene-
fits, and privileges under Federal programs;

«(3) inform each individual whom it asks to supply informa-
tion, on the form which it uses to collect the information or on a
separate form that can be retained by the individual—

“(A) the authority (whether granted by statute, or by
executive order of the President) which authorizes the solici-
tation of the information and whether disclosure of such
information is mandatory or voluntary;

“(B) the principal purpose or purposes
information is intended to be used ;

“(C) the routine uses which may be made of the informa-
tion, as published pursuant to paragraph (4) (@) of this
subsection : and

«(D), the effects on him, if any, of not providing all or

" any part of the requested information;

“(4) subject to the provisions of paragraph (11) of thi sub-
section, publish in the Federal Register at least annually a'iotice
of the existence and character of the system of records. which
notice shall include—

“(A) the name and location of the system;

for which the
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88 STAT. 1900

“(B) the categories of individuals on whom records are
mt‘t‘mt‘amed in the system;
“((J) the categories of records maintained in the system ;

(D) each routine use of the records contained in the sys-
uu::., including the categories of users and the purpose of such

1
st“(E) the policies and practices of the agency resarding
i fo:}?eger,ecr:tneyablllty, access controls, retention, and disposal

“(F) the title and business address of the agency official
wl‘n‘o is responsible for the system of records; oLy

(G) the agency procedures whereby an individual can be
notified at his request if the system of records contains a rec-
org(;ﬁl;tatl}?mgto im;

{ e agency procedures whereby an individual can be
notified at his request how he can gain access to any record
Eertazmng to him contained in the system of records, and how

e can contest its content ; and
4 (I) the categories of sources of records in the system;
. “(5) maintain all records which are used by the agency in mak-
ing any determination about any individual with such accuracy,
relevance, timzeliness, and completeness as is reasonably necessary
to“assure fairness to the individual in the determination;

(6) prior to disseminating any record about an individual to
any person other than an agency, unless the dissemination is
made pursuant to subsection (b) (2) of this section, make reason-
able efforts to assure that such records are accurate, complete
tu‘r‘u(al ), and relevant for agency purposes; A

: } maintain no record describing how any individual exer-
cises rights guaranteed by the First Amendmex{t unless expmglfy
;!;u:ll:o_r'::et_! l:‘\ir statut«l‘. or by the individual about whom the record

aintained or unless pertinent to and withi
su‘t‘}(lg;lzedlluw enforcement activity ; s Ee toEnal an
make reasonable efforts to serve notice on an individual
;}Illeg a(.iny record {)n suc]h inldividual is made available to an‘; p::
nder compulsory legal process when such g
m:}‘t(t‘e,; of pul;]ic record ; : PSR Somen. o

establish rules of conduct for persons involved i

! ¢ / et for ved in the
design, de\plopm_ent,'operanon. or maintenance of any system of
recorc!s, or in maintaining any record, and instruct each such per-
son with respect to such rules and the requirements of this section,
including any other rules and procedures adopted pursuant to this
section and the penalties for noncompliance; o

g (10) establish appropriate administrative, technical, and
physical safeguards to insure the security and confidentiality of
records and to protect against any anticipated threats or hazards
tl:lo their security or integrity which could result in substantial

arm, embaniassment. Inconvenience, or unfairness to any individ-
ua‘]‘ ?]nl;vh(t)l]n mfgsr:\lnuon is maintained : and

at least 30 days prior to publication of informatior

]i){urs:graph (4) (D) of this subsection, publish in the lli‘("l('l‘(ﬂplrl
] eg;:ster notice of any new use or intended nse of the information
m}t) e system, and provide an opportunity for interested persons to

. Sfu mit written data, views, or arguments to the agency.

t( ) Acexcy Rurs—In order to carry out the provisions of this
saclxon, each agency that maintains a system of records shall pro-
mulgate rules, in accordance with the requirements ( including general
not:ce)“of section 553 of this title, which shall— '

(1) establish procedures whereby an individual can be notified

Rules of
conduct.

Confidentiality
of records,

Publication
in Federal
Register,

5 UsC 553,

88 STAT. 1901
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Fees,

Publication
in Federal
Register,

Jurisdiction.

Amendment
of record,

Injunctione

3n tesponseto. his request if any system of records named by the

individual contains a record pertaining to him;

*(2) define reasonable times, places, and requirements for iden-
tifying an individual who requests his record or information
pertaining to him before the agency shall make the record or
Jiormation available to the individual ;

“(3) establish procedures for the disclosure to an individual
upon his request of his record or information pertamning to_him,
including special procedure, if deemed necessary, for the disclo-
sure to an individual of medical records, including psychological
records, pertaining to him; ]

%(4) establish procedures for reviewing a request from an
individual concerning the amendment of any record or informa-
tion pertaining to the individual, for making a determination on
the request, for an appeal within the agency of an initial adverse
agency determination. and for whatever additional means may be
necessary for each individual to be able to exercise fully his rights
under this soction ; and

“(5) establish fees to be charged, if any, to any individual for
-making copies of his record, excluding the cost of any search for
and review of the record. ]

The Oflice of the Federal Register shall annually compile and publish
the rules promulgated under this subsection and agency notices pub-
lished under subsection (e)(4) of this section in a form available to
the public a(t} low (igst kel

“(g) (1) CiviL Remepres.—Whenever any NC;

g.“( A) makes a determination under s:x%:;ectyion (d) (3) of this
section not to amend an individual’s record in accordance with
his request, or fails to make such review in conformity with that
subsection ;

“(1B) refuses to comply with an individual request under sub-
section (d) (1) of this section;

“(C) “fails to maintain any record concerning any individual
with such accuracy, relevance, timeliness, and completeness as is
necessary to assure fairness in any determination relating to the

ualifications, character, rights, or opportunities of, or benefits to

the individual that may be made on(t':: basis of such record, and
consequently a determination is made which is adverse to the
individual; or ;

“(D) fails to comply with any other provision of this section,
or any rule promulgated thereunder, in such a way as to have
an adverse effect on an individual,

the individual may bring a civil action against the agency, and the
district courts of the United States shall have jurisdiction in the
matters under the provisions of this subsection.

“(2) (A) In any suit brought under the provisions of subsection
(g) (1) (A) of this section, the court may order the agency to amend
the individual's record in accordance with his request or in such other
way as the court may direct. In such a case the court shall determine
the matter de novo.

“(B) The court may assess against the United States reasonable
attorney fees and other litigation costs reasonably incurred in any case
undur‘]ﬂ:‘i paragraph in which the complainant has substantially

revailed.

“(3) (A) In any suit brought under the provisions of subsection
(g) (1) (B) of this section, the court may enjoin the agency from with-
holding the records and order the production to the complainant of any
agency records improperly withheld from him. In such a case the court
shall determine the matter de novo, and may examine the contents of
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S8 STAT. 1902

88 STAT. 19Q3
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any agency records in camera to determine whether the records or an

g ) J v
_pomi;;' t 'tl_('l‘(‘ﬂ (fkn)myf bch\'vn hheld under any of the exemptions set forth
1 subsection of this section, and the burden is on t} rency
sustain its action. . " e o

i . .

‘(B) The court may assess against the United States reasonable
attorney fees and other litigation costs reasonably incurred in any case
under this paragraph in which the complainant has substantially
prevailed.

“(4) In any suit brought under the provisions of subsection
(2)(1)(C) or (1)) of this section in which the court determines that
the agency acted in a manner which was intentional or willful, the
United States shall be liable to the individual in an amount equal to
the sum of—

H ; e —

(A) actual damages sustained by the individual as a result of
the refusal or failure, but in no case shall a person entitled to
recovery receive less than the sum of $1,000; and

(B) the costs of the action together with reasonable attorney

‘(fe)(-s\as determined by the court.

“(5) An action to enforce any liability created under this sectio

. . . 2 S 1
may be brought in the district court of the United States in the dist x'i('tl
in which the complainant resides, or has his principal place of business
or in which the agrency records are situated, or in the District of Colum.
bia, without regard to the amount in controversy, within two years
from the date on which the cause of action arises, except that where
an agency has materially and willfully misrepresented any informa-
t;:!n required under this section to be ‘disclosed to an individual and
Lh ;_nf_qr_nmhon S0 misrepresented is material to cstablishment of
t e, iability of the pgeney to the individual under this sectian, the
action may be brought at any time within two years after discovery by
.{he individual of the misrepresentation. Nothing in this sectian shall
tfi;t:list ntu;-,d to mlutth(fwm;'_ a,llly civil action by reason of any injury sus-

 as the result of a disclosure of a record pri retive dat
of“t.(hﬁ s]%mo"' 1 prior to the effective date
LGHTS OF LEGAL Guakoia xs.—For the purposes i i

Ly N, b poses of this pection
ithg ;.)arent of any minor, or the legal guardian of any individnal who
]:::fit:w" dwhi;;ed to be mf('unuwu-nt due to physical or mental inea-

CIEy or age by a court of competent jurisdieti ; ac i
Of“t;l.(' i iy i Jurisdiction, may act on behalf

1)(1) CriMiNaL Pexavties—An icer

(1) NAL PeNALTIES. y officer or emplovee of
agency, who by virtuye of his employment or official posiltio'n has p«?&n
§¢;§.€1qn_ of, or access to, agency records which eontain individually
i« entifiable information the disclosure of which is prohibited by this
T{N-twgn or by rules or regulations established thereunder, and who
fn](lu'vn!g that. disclosure of the specific material is so prohibited, will-
ellllti_\tldl‘s:]nsos t!m l{l:ttell'lnill ll: any manner to any person or ngzonr"v not

ed to reapive it, shall be gnilt isdeme : inec ,
o . &ty of a misdemeanor and fined not

*(2) Any uﬂicwt(u'«-uullq\‘w of any agency w i intai
e ! ; an, ey who willfully maintains
.; :.:i.s(::n(; (;f(' ;)wc}n]ls. withowt mecting the natice requirements nfl ::lln';:
S0C e ot this section shall be guilty i and f
PN o &uilty of a misdemeanor and fined
*(3) Any person who knowingly and willfull i
_ \ ! XnoWingly awlly requests or
ANy re ord concerning an individual from an ngém-\(;qumlor fa I‘:‘M:\:l'w
tmiw..s sha‘xll b(- gullsy of a misdemennor and fined not more than 5,000
oi ( J) l(xl\'.l\}.k.—\l, Exearions.—The head of any agency may pro;nul:
Tut(_, ru e?._m _arco_nj}mw with the requirements (ine udinfg general
tm .‘m\:) o .\ecr;mns 353 (b) (1), (2), and (3), (c). and (e) of this title
t}0_ ¢ :&t !l.i.pl any system of records within the agency from any part. of
1s seetion except subsections (b)), (¢) (1) and (), (e) (4) (A) through

Damages.

LRI

5 USC 553.

5 NSC 852,

18 USC 3056.

(F), (e)(6), (T), (9), (10),and (11),and (i) if the system of records
is—

“(1) maintained by the Central Intelligence Agency; or

“(2) maintained by an agency or component thereof which
performs as its principal function any activity pertaining to the

. enforcement of criminal laws, including police efforts to prevent,
control, or reduce crime or to apprehend criminals, and the activ-
ities of prosecutors, courts, correctional, probation, pardon, or
parole authorities, and which consists of (A) information com-
piled for the purpose of identifying individual eriminal offenders
and alleged offenders and consisting only of identifying data °
and notations of arrests, the natuic and disposition of criminal
charges, sentencing, confinement, selease, and parole and proba-
tion status; (I3) information compiled for the purpose of a
criminal® investigation, including reports of informants and
investigators, and associated with an identifiable individual; or
(C) reports 1dentifiable to an individual compiled at any stage
of the process of enforcement of the criminal laws from arrest
or indictment through release from supervision.

At the time rules are adopted under this subsection, the a%‘ency shall
include in the statement required under section 553(c) of this title,
the reasons why the system of records is to be exempted from a pro-
vision of this section.

“(k) Sreciric Exemprions.—The head of any agency may pro-
mulgate rules, in accordance with the requirements (including general
notice) of sections 553(b) (1), (2), and (3), (c), and (e) of this title,
to exempt any system of records within the agency from subsections
(c) (3), (d), (e) (1), (e) (4) (G), (H), and (I) and (f) of this sec-
tion if the system of records is—

“(1) subject to the provisions of section 552(b) (1) of this title;

“(2) investigatory material compiled for law enforcement pur-
poses, other than material within the scope of subsection (j) (2)
of this section: Provided, however. 'That if any individual is
denied any right, privilege, or benefit that he would otherwise
be entitled by Federal law, or for which he would otherwise be
cligible, as a result of the maintenance of such material, such
material shall be provided to such individual, except to the extent
that the disclosure of such material wonld reveal the identity of
a source who furnished information to the Government under an
express promise that the identity of the source would be held in
confidence, or, prior to the effective dawe of this section, under
an implied promise that the identity of the source would be held
in confidence;

“(3) maintained in connection with providing protective serv-
ices to the President of the United States or other individuals
pursuant to section 3056 of title 18;

“(4) required by statute to be maintained and used solely as
statistical records;

“(5) investigatory material compiled solely for the purpose of
determining suitability, eligibility, or qualifications for Federal
civilian employment, military service, Federal contracts, or
access to classified information, but only to the extent that the
disclosure of such material would reveal the identity of a source
who furnished information to the Government under an express

romise that the identity of the source would be held in confi-

ence, or, prior to the effective date of this section, under an
implied promise that the identity of the source would be held in
confidence ;

“(6) testing or examination material used solely to determine
individual qualifications for appointment or promotion in the

73-314 O - 76 -3




14

Decembe;- 31, 1974 -9 - Pub. Law 93-579

15

Pub. Law 93-579 ~J]loge December 31, 1974

Federal service the disclosure of which would co; i
obz)‘ec_t.x\'lty or fairness of the testing or examinati;::p;ggcls;ss: -tg:
(7) evaluation material used to detemnine potential for ;;ro-
motion in the armed services, but only to the extent that the
disclosure of such material would reveal the identity of a source
who furnished information to the Government under an express
promise that the identity of the source would be held in confi-
idr:ni:p,dor, prior to the effective date of this section. under an
. ]co r?ﬁ(lii 4 g‘omlse that the identity of the source would be held in
At the time rules ave adopted under this snubsecti g
H:ghllgfs;lxs”“; st:tl]t(-nwnt requirved under socti:ltlt;l'::)';:;. ;]clf 2%%?;2 ﬂlt'llg
. why the syste f records is PX g ¢
vif‘i?ln) (()f)thli&s pei s ystem of records is to be exempted from a pro-
ARCIuvan Recorns.—Each ageney recor ich i
by the Administrator of General Scrvi(ﬁ‘s for s(;((‘:l)'::s.ln:v I;)llc;:';::;?'e!;tﬁg
servicing In accordance with section 3103 of title 44 shall for th:,pur-
poses of this section, be considered to be maintained b)" the agenc
which d.eposrlt‘ed the record and shall be subject to the provisions oji,’
this section. The Administrator of General Services shall not disclose
:‘h?e;e:g;;{)ﬁ:ﬁzﬁt bto :;:etagonc.v \\'hliqh maintains the record, or under
S es at agency which are i i i g
pr‘(‘)\(-'i;)ioinjs o}f s sg:'tion. genc) h are not inconsistent with the

‘ vach agency record pertaining to an identi indivi
which was transferred to the NationalgArchives of tl?‘: ll)}ziltl;glgt(ilgsl
as a record which has sufficient historical or other value to warrant
its continued breservation by the United States Government prior to
the effective date of this section, shall, for the purposes of this section
be considered to be maintained by the National Archives and shall
not be subject to the provisions of this section, except that a statement
generally describing such records (modeled after the requirements
relating to records subject to subsections (e) (4) (1) through (G) of
thz‘s(s3e)ctign )} shall be publisl&ed in the Federal Register. i

\9) luach agency record pertaining to an identi indivi
which is transferred to the N gtionul A%chives of tﬁgfli? &l&éﬂéig:;isu:;
a record which has sufficient historical or other value to warrant i‘ts
continued preservation by the United States Government, on or after
the effective date of this section, shall, for the purposes of 'this section
be considered to be maintained by the National Archives and shall be
exempt from tl)g requirements of this section except subsections (e) (4)
(i}‘)( tl;l‘(gl,‘,'ll (G) ando(:) (9) of this section.

) GovErNMENT CoNTRACTORS.—When an agen i
contract for the operation by or on behalf of thegawsgcgrgz la;.i Zsysl?e'n:
of records to accomplish an agency function, the ggency shall, con-
sistent with its authority, cause the requirements of this section to be
applied to such system. For purposes of subsection (i) of this section
any such contractor and any employee of such contractor. if such
contrant is a(igreed to on or after the effective date of this section, shall
be‘f?11§1(7l&l-e to b? an empl]{)yee of anagency. A

n) MAILING LisTs.—An individual’s name and a [
be sold or rent‘efi by an agency unless such action is speéii(fiii'isl?yn;?tlhﬁ:f
\l\fﬁ(lihb)l,d.law. ;Ihls provision shall not- be construed to require the
pu‘b;ic(.) g of names and addresses otherwise permitted to be made

‘(o) Reporr o New Systems.—Each agency shall provi
) \ EMS. agenc; rovide ade :
advance notice to Congress and the Oftice of Munugm!wnt (11:1(;“1';:11:1!;:\:
of any proposal to establish or alter any system of records in order
to permit an evaluation of the probable or potential effect of such

88 STAT. 1904 88 STAT, 1905
Report to
Speaker of
the House
and Presi-
dent of the
Senate,
§ USC 553,
5 USC 552,
44 UsC 3103, 5 USC preoc.
500.
Privacy Pro-
tection Study
Commission,
Establishment.
5 USC 552a
notes
Membership.
Publication
in Federal
Register,
Vacancies,
Notice to
Congress and
OMB,

proposal on the privacy and other personal or property rights of
individuals or the disclosure of information relating to such indi-
viduals, and its effect on the preservation of the constitutionhal
principles of federalism and separation of powers.

“(p) AxNvaL Rerort.—The President shall submit to the Speaker
of the House and the President of the Senate, by June 30 of each
calendar year, a consolidated report, separately listing for each Fed-
eral agency the number of records contained in any system of records
which were exempted from the application of this section under the
provisions of subsections (j) and (k) of this section during the pre-
ceding calendar year, and the reasons for the exemptions, and such
other information as indicates efforts to administer fully this section.

(q) Errecr oF Orier Laws.—No agency shall rely on any exemp-
tion contained in section 532 of this title to withhold from an indi-

- vidual any record which is otherwise accessible to such individual

under the provisions of this section.”.

Skc. 4. The chapter analysis of chapter 5 of title 5, United States
Code, is amended by inserting:
“552a. Records about individuals.”

immediately below :
“552. Public information ; agency rules, opinions, orders, and proceedings.”.

Sec. 5. (a) (1) There is established a Privacy Protection Stud
Commission (hereinafter referred to as the “Commission”) which
shall be composed of seven members as follows:

(A) three appointed by the President of the United States,

(B) two appointed by the President of the Senate, and

(C) two appointed by the Speaker of the House of Representa-

tives.

Members of the Commission shall be chosen from among persons who,
by reason of their knowledge and expertise in any of the following
areas—civil rights and liberties, law, social sciences, computer tech-
nology, business, records management, and State and local govern-
ment—are well qualified for service on the Commission. )

(2) The menﬁ)ers of the Commission shall elect a Chairman from
among themselves.
_ (3) Any vacancy in the membership of the Commission, as long as
there are four members in office, shall not impair the power of the
Commission but shall be filled in the same manner in which the original
appointment was made.

(4) A quorum of the Commission shall consist of a majority of
the members, except that the Commission may establish a lower num-
ber as a quorum for the purpose of taking testimony. The Com-
mission is authorized to establish such committees and delegate such
authority to them as may be necessary to carry out its functions.
Each member of the Commission, including the Chairman, shall have
equal responsibility and anthority in all decisiong and actions of the
Commission, shall have full access to all information necessary to the

performance of their functions. and shall have one vote. Action of
the Commission shall be determined by a majority vote of the mem-
bers present. The Chairman (or a member designated by the Chair-
man to be acting Chairman) shall be the official spokesman of the
Commission in its relations with the Congress. Government agencies,
other persons, and the public, and, on behalf of the Commission, shall
see to the faithful execution of the administrative policies and deci-

sions of the Conmnission, and shall report thereon to the Commission

from time to time or as the Commission may direct.
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(5) (A) Whenever the Commission submits any budget estimate
or request to the President or the Office of Management and Budget,
it shail concurrently transmit a copy of that request to Congress.

(B) Whenever the Commission submits any legislative recommen-
dations, or testimony, or comments on legislation to the President or
Oftice of Management and Budget, it shall concurrent| Yy transmit a copy
thereof to the Congress. No officer or agency of the United States
shall have any aut ority to require the Commission to submit its
legislative recommendations, or testimony, or comments on legisla-
tion. to any officer or agency of the United States for approval, com-
ments, or review, prior to the submission of such recommendations,
testimony, or comments to the Congress.

(b) The Commission shall—

(1) make a study of the data banks, automated data process-
ing programs, and information systems of governmental,
regional, and private organizations, in order to determine the
standards and procedures in force for the protection of personal
information ; and .

(2) recommend to the President and the Congress the extent,
if any, to which the requirements and principles of section 552a
of title 5, United States Code, should be‘applied to the informa-
tion practices of those organizations by legislation, administrative
action, or voluntary adoption of such requirements and principles,
and report on such other legislative recommendations as it may
determine to be necessary to protect the privacy of individuals
while meeting the legitimate needs of government and society for
information.

(c) (1) In the course of conducting the study required under sub-
section (b) (1) of this section, and in its reports thereon, the Com-
‘mission may research, examine, and analyze—

(A) interstate transfer of information about individuals that
is undertaken through manual files or by computer or other elec-
tronic or telecommunications means;

(B) data banks and information programs and systems the
operation of which significantly or substantially affect the enjoy-
ment of the privacy and other personal and property rights of
individuals; i

(€) the use of social security numbers, license plate numbers, .
universal identifiers, and other symbols to identify individuals
in data banks and to gain access to, integrate, ‘or centralize
information systems and files; and

(D) the matching and analysis of statistical data, such as
Federal census data, with other sources of personal data, such as
automobile registries and telephone directories, in order to
reconstruct individual responses to statistical questionnaires for

commercial or other purposes, in a way which results in a

violation of the implied or explicitly recognized confidentiality

of such information

. (2)(A) The Commission may include in its examination personal
information activitics in the following areas: medical; insurance;
education; emplovment and personnel; credit, banking and financial
institutions; credit. bureaus; the commercial reporting industry ; cable
television and other telecommunications media; travel, hotel and
entertainment reservations; and clectronic check processing.
(B) The Commission shall include in its examination a study of—
(i) whether a person engaged in interstate commerce who
maintains a mailing list should be required to remove an

indiv_idu.a]‘-‘s name and address from such list upon request of
that individual; ;

Budget
requests,

Legislative
recommen=
dations,

Study.

Ante, p. 1897,

88 STAT. 1907
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Ante, p. 1897.

Religious or-
ganizations,
exception,

Guidelines
for study.

il - the Internal Revenue Service should be pro-
hllgllgdv;?:xtr? etlmnsfering ifngividually 1ndexrll:;hable data to oth‘er
ies and to agencies of State governments; ;
a‘g?li‘icil)es\\?het.her %he Federal Government should be1 lmf.ble fﬁ!:
general damages incurred by an individual as the result of ;xaw( ;
‘ful or intentional violation of the provisions of scchons H52a (g
(1) (€) or (D) of title 5, United States Code; an oA e hong
(iv) whether and how the standards for se(:qm._v (10). o
fidentiality of records required under section 55 3' (cl) g
such title should be applied when a record is disclose
her than an agency. : o
((?)er'ﬁ\: o(‘;,-ommission mi_v study such other porsolr_xal' mfgz(l;;:.(t]ui)x
activities necessary to carry out the congressional policy (}mf R
this Act, except that the Commission shall not investigate infor
systems maintained by religious organizations. .
(3) In conducting such study, the Commission shall— i
(A) determine what !:\}vs, Executive or.dgr.s, re%u e "
directives, and judicial decisions govern the activities }:m F!‘}St‘l }é
and the extent to which they are consistent with the righ st}(:e
privacy, due process of law, and other guarantees in
ion; .
Co(nlit)m(]ltetem’nine to what cxtent governmental .a.nd priv gﬁe
information systems afﬂ’ect. Federal-State relations or the
'inci separation of powers; ) h _
p“(r(l}f;p:;:xﬁling the standfrds.and criteria governing pr;).gytz}ms,
policies, and practices relating to the collection, solici m.g:
processing, use, ac?ess, m_tegmtlgn, dissemination, and transmis
51 rsonal information ; an s
blo(nls))f pbgls&:e maximum extent practicable, collect and ut.nlcllze
findings, reports, studies, _hem:ing tmnsqupts. nn_d rgco;:}tmt:p a-
tions of governmental, legislative and private bodies. }:ns 1 ubllz&sg
organizations, and (jndl\'}dl}als which pertain to the pro
er study by the Commission, g
(dl;“Idn additi‘:)nyto its othér funetions the Commission ré\ay-—r—t o
(1) request assistance of the heads of appropriate depa Il‘llt s
agencies, and instrumentalities of the KFederal (.IO\PIP]m.(SI vl
State and local goverm;‘)ents, and other persons in carrying
i ctions under this Act; 5 | .
1ts(f2u)n;tr:g]11 lgquest, assist Federal agencies in complying \lilt}! the
requirements of section 552a of title 5, United States Coc ﬁ, y
(3) determine what specific categories of n:fox:ma_tlon, t‘_e. cc?.
lection of which would violate an individual’s right of ‘p]n\ acy,
should be prohibited by statute from collection by Federal agen-
c1e(s4,)ax‘1::)on request, prepare model legislation for use by .ﬁgate
and local governments in establishing procedures for hamgmi_r.
maintaining, and disseminating personal information at the Sta 3
and local level and provide such technical assistance to State anl
local governments as they may require in the preparation anc
implementation of such legislation. 1 ., ST
(e) (1) The Commission may, in carrying out its functions unc Ml'
this section, conduct such inspections, sit and act at such tlmets) n‘m
places, hold such hearings, take such testimony, require by su‘ pe lx(m
the attendance of such witnesses and the production of such boo 7
records, papers, correspondence, and documents, udx{umste_{ su; h
oaths, have such printing and binding done, and make such expend ]i
tures as the Commission deems advisable. A subpena shall be Issuec
only upon an affirmative vote of a majority of all members of the Com-
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mission. Subpenas shall be issued under the signature of the Chair:
man or any member of the Commission designated by the Chairman
and shall be served by any person designated by the Chairman or any
such member. Any member of the Commission may administer oaths
or :lﬂn'nmh(}ns to witnesses appearing before the Commission.

_(2) (\\) Each department, agency. and instrumentality of the execu-
tive branch of the Government is authorized to furnish to the Com-
mission, upon request made by the Chairman, such information, data,
reports and such other assistance as the Commission deems necessary
to carry out its functions under this section. Whenever the head of
any such department, agency, or instrnmentality submits a report
bursuant to section 5i2a (o) of title 5, United States Code, a copy
of such report shall be transmit ted to the Commission.

(B) In carrying out its functions and exercising its powers under
this section, the Commission may accept from any such department,
agency. independent instrumentality, or other person any individu
ally indentifiable data if such data is necessary to carry out such powers
and functions. In any case in which the Commission accepts any
such information. it shall assure that the information is used only
for the purpose for which it is provided, and upon completion of that
purpose such information shall be destroyed or returned to such de-
partient, agency. independent instrumentality, or person from which
1t is obtained. as appropriate,

(3) The Commission shall have the power to——

(A) appoint and fix the compensation of an executive director,
and such additional staff personnel as may be necessary, without
regard to the provisions of title 5, United States Code, govern-
Ing appointments in the competitive service, and without regard
to chapter 51 and subchapter 11T of chapter 53 of such title re-
lating to classification and General Schedule pay rates, but at rates
not in excess of the maximum rate for 3S-18 of the General
Schedule under section 5332 of such title; and :

(B) procure temporary and intermittent services to the same
%xtsnt as is anthorized by section 3109 of title 5, United States

ode.
The Commission may delegate any of its functions to such personnel
of the Commission as the Commission may designate and may

authorize such successive redelegations of such functions as it may
deem desirable.

(4) The Conmission is authorized—

. (A) to adopt, amend, and repeal rules and regulations govern-
ing the manner of its operations, organization, and personnel;

. (B) to enter into contracts or other arrangements or modifica-
tions thereof, with any government, any department, agency, or
independent instrumentality of the United States, or with any
person, firm, association, or corporation, and such contracts or
other arrangements, or modifications thereof, may be entered into
w1(tihou.t£ degtl consngerutlon, without performance or other bonds,
and without regard to section 3709 of the Revised Stat
amended (41 U.S.C.5) ; T

(C) to make advance, progress, and other payments which the
Slommlsglqn det;ms n_ecesssg;y l;m}iler this Act without regard to

-ne provisions of section 3648 of the Revised Statutes,

(3% II)I).S.C. 329) ;and G
' to take such other action as may be necessary to
its functions under this section. 4 niton s

Reports,
transmittal
to Commission,
Ante, p. 1897,

5 USC 5101,
5331,

5 USC 5332
note.

Rules and
regulations,

88 STAT. 1909
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Compensation.

Per diem.

5 USC 5332

note,

Travel ex=
pensess

Report to
President
and Congress,

Penalties,

5 USC 552a
note,

Ante, pe 1897.

5 USC 552a
note.

(£) (1) Each [the] member of the Commission who is an officer’ or
employee of the United States shall serve without additional compen-
sation, but shall continue to receive the salary of his regular position
when engaged in the performance of the dities vested in the Com-
mission.

(2) A member of the Commission other than one to whom paragm})h
(1) applies shall receive per diem at the maximum daily rate for
(GS-18 of the General Schedule when engaged in the actual per-
formance of the duties vested in the Commission.

(3) All members of the Commission sllglll be reimbursed _for travel,
subsistence, and other necessary expenses incurred by them in the per-
formance of the duties vested in the Commission. ’

(g) The Commission shall, from time to time, and in an gpnnpl
report, report to the President and the Congress on its activities in
carrying out the provisions of this section. The Commission shall make
a final report to the President and to the Congress on its findings
pursuant to the study required to be made under subsection (b) (1)
of this section not later than two years from the date on which all of
the members of the Commission are appointed. The Commission shall
cease to exist thirty days after the date on which its final report is
submitted to the President and the Congress. -y

(h)(1) Any member, officer, or employee of the Commission, who
by virtue of his employment or official position, has possession of, or
access to, agency records which contain individually identifiable infor-
mation the disclosure of which is prohibited by this section, and who
knowing that disclosure of the specific material is so prohibited, will-
fully discloses the material in any manner to any person or agency
not entitled to receive it, shall be guilty of a misdemeanor and fined

not more than $5,000. .
(2) Any person who knowingly and willfully requests or obtains
any record concerning an individual from the Commission under false
gretenses shall be guilty of a misdemeanor and fined not more than
000
9

5,000. -

Skc. 6. The Office of Management and Budget shall—

(1) develop guidelines and regulations for the use of agencies
in implementing the provisions of section 552a of title 5, United
States Clode, as added by section 3 of this Act; and

(2) provide continuing assistance to and oversight of the im-
plementation of the provisions of such section by agencies.

Sec. 7. (a) (1) Tt shall be unlawful for any Federal, State or local
government agency to deny to any individual any right, benefit, or
privilege provided by law because of such individual’s refusal to dis-
close his social security account number.

(2) the provisions of paragraph (1) of this subsection shall not
apply with respect to— ik

(A) any disclosure which is required by Federal statute, or

(B) the disclosure of a social security number to any Federal,
State, or local agency maintaining a system of records in existence
and operating before January 1, 1975, if such disclosure was
required under statute or regulation adopted prior to such date to
verify the identity of an individual.

(b) Any Federal, State, or local government agency which requests
an individual to disclose his social security account number shall
inform that individual whether that disclosure is mandatory or volun-
tary, by what statutory or other authority such number is solicited,
and what uses will be made of it.
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Se:c. 8. The provisions of this Act shall be effective

88 STAT. 1910

date of cnactment, except that th i
P ks » eXcept that the amendments made by sections 8 and
o me effective 270 days following the day on which this Act

S 2C. 9. T]lele is ﬂ.llth()l i/;(‘«d to b(,‘ app P t d Yy pro-

F ropriated to carry out the ro

visions of s ection 5 Of t]lls Act fOl ﬁSCE] years 1925, 19: 8, ﬂ.“d 19: i the
sum Of $175007000$ except’ tha’t n

i o ot more than $750,000 may be expended
Approve_ed December 31, 1974,
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Ms. ABzue. Our witness today will be David F. Linowes, Chairman
of the Privacy Protection Study Commission. Mr. Linowes will be
accompanied by Vice Chairman Willis Ware; Carole Parsons, Execu-
tive Director of the Commission; Ronald Plesser, General Counsel of
the Commission; and Louis Higgs, Deputy Executive Director of the
Commission.

It is a pleasure to have you with us.

If you wish, you may summarize your statement orally and we will
include the entire statement in the record.

STATEMENT OF DAVID F. LINOWES, CHAIRMAN OF THE PRIVACY
PROTECTION STUDY COMMISSION; ACCOMPANIED BY WILLIS
WARE, COMMISSIONER; CAROLE PARSONS, EXECUTIVE DIREC-
TOR; LOUIS HIGGS, DEPUTY EXECUTIVE DIRECTOR ; AND RONALD
PLESSER, GENERAL COUNSEL

Mr. Linowes. We submitted a complete statement of some 19 or 20
paﬁs which we would like to have inserted in the record.

s. ABzue. Without objection, the statement will be inserted.

Mr. Linowes. I have abbreviated that to some nine and a half pages
which, with your permission, I think perhaps I would like to read.

Ms. ABzua. Please proceed.

Mr. Linowss. I am David F. Linowes, as you indicated, Chairman
of the Privacy Protection Study Commission. °

My purpose in being here today is to testify on behalf of the Com-
mission’s request for amendment of section 9 of the Privacy Act of 1974
to remove the current $750,000 fiscal year limitation on Commission
expenditures and to increase the Commission’s total authorization
from $1,500,000 to $2 million, as you earlier indicated.

I hope that as a result of my appearance today you will agree with
us that the adoption of these measures is necessary if the Commission
is to fulfill the formidable mandate the Congress gave it in section 5
of the Privacy Act.

I would like to speak first to the matter of the fiscal year expenditure
limitation. Section 9 of the Privacy Act prohibits the Commission from
expending more than $750,000 in any one fiscal year. Since the current
fiscal year does not end until September 30, 1976, that means that we
are prohibited from spending more than $750,000 over a 15-month
period, even though the Congress has now appropriated a total of $1
million for the Commission 1n fiscal year 1976. Moreover, the fiscal
year expenditure limitation has deprived us of any discretion to allo-
cate funds from one fiscal year to another, even though our Commis-
sion’s life is but 2 years.

I understand that it is not unusual for a limited-duration commis-
sion such as ours to be free to allocate the total amount of its authorized
funds during the course of its life, and we also have found no legislative
history, formal or informal, which indicates that the Congress wanted
to deprive the Commission of the ability to do so. We, therefore, hope
that you will agree that the fiscal year limitation in section 9 should be
eliminated.

Section 9 of the Privacy Act also places a total authorization limit
of $1.5 million on the Commission. This simply is not enough to ac-
complish the work that Congress has set out for the Commission.

73-314 O - 76 - ¢4
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. Accordingly, in addition to a deletion of the fiscal year expenditure
limitation, we are seeking an increase in our authorization from the
current $1.5 million to $2 million for the entire 2-year period. This
would allow us to receive the $250,000 fiscal year 1976 supplemental
recently appropriated for us by H.R. 13172, Second Supplemental
Appropriations Act of 1976, without prejudice to our $750,000 appro-
priation request for fiscal year 1977.

In addition, it would allow us to request a fiscal year 1977 supple-
mental of approximately $100,000 which we know we need to comp{)ete
our study program, and also would provide us with funding to cover
two likely items:

(1) the need to publish an edited version of the transcripts of parti-
cular Commission hearings should Congress or others request it; and

(2) the need to provide for additional meetings of the Commission -

and selected experts in March and A ril 1977, should that be required
for the Commission to complete its é)eliberations.

At this point I would like to say a few words about the Com-
mission’s mandate and the program it has undertaken to fulfill that
mandate. The principal charge to the Commission is to make a
thoroughgoing study of the ‘““data banks, automated data processing
programs, and information systems of governmental, regional, and
private organizations,” and as a result of such study to recommend
to the President and the Congress the extent, if any, to which the
principles and requirements of the Privacy Act of 1974 should be
applied to organizations to which they do not now apply.

In addition, section 5 of the Privacy Act requires tﬁe Commission
to report on five specifically enumerated information policy issues and
suggests further that the Commission include in its inquiry inter-
state transfers of information about individuals; information systems
that affect individual rights other than the right to personal privacy;
uses made of the social security number and other standard universal
identifiers; the matching and analysis of statistical data with personal
information gleaned from other, nonstatistical sources; and the per-
sonal data recordkeeping practices of organizations in the fields of
medicine, insurance, education, employment, travel, hotel, and en-
tertainment reservations, credit banking, consumer reporting, cable
television, and electronic funds transfer.

The Commission early in its life identified a number of priority
inquiries. These were organized into three programs: a recordkeeping
practices assessment program; a crosscuttin policy issues program;
and a trend assessments program. A detailed description of these
three programs is included in the written testimony that I have sub-
mitte(F to this subcommittee. Hence, I will only briefly describe them
now.

The recordkeeping practices assessment program consists of 14
priority inquiries, which are the factfinding foundations of the Com-
mission’s entire program. These projects respond to specific sugges-
f&ions the Congress made to our Commission in section 5 of the Privacy

ct.

As you may know, the Commission has so far held public hearings in
5 of the 14 practices assessment areas. The Commission was pleased
to have the distinguished chairwoman of this subcommittee as a

witness at our February 1976 hearings on the recordkeeping practices
of credit card issuers.

“
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in a sixth round of hearings—on primary health care pro-
vi(}’gli ls)z?lgld third-party payers—in Los Angeles bomorrowhat 10 a.m.
These will be foﬁ)owed by at least 1 additional day of 1 ea,rmgst.on
medical records in Washington and by hearings on credit repor ﬁm%
and consumer investigative agencies, also in Washington, the firs
Weg)l:ig{i%allxll;rglgghad scheduled hearings on education records, public
assistance and social services records, and records used by rﬁ?ea,rch and
statistical agencies and organizations for this summer as weh S
Now, however, because of the money shortage, we have ha 1o s &IW
down our preparations for these hearings to the point where unless the
$250,000 fiscal year 1976 supplemental is made available yt}alry soon, we
will have to put them all off until after October 1, whic nllgans, 1111;
effect, that some of them may have to be canceled. We would regre
thl‘%’e have currently allocated approximately $159,000—_—$91,000t 'i(ég
staff and $68,000 for support costs—to the recordkeeplllllg prac lted
assessment program during fiscal year 1976; $129,000 of the r(:g_ues -
$250,000 supplemental appropriation is needed this year for this pro
gram—§99,000 for staff and $30,000 for support costs. . Pl
Given the $250,000 supplement, the Commission wi dspen e
fiscal year 1976 approximatt;lyf?%f{,OOO t(itgi%f(;*esgf;gi;gt s:g - sgrll)(li) ot
these 14 projects. In fiscal year 1
;(()lfitiiiggal $126,00% gn them for staffing and $51,000 for, earings
support costs. Thus, the total allocation for the C_omml.sEl%n s mqugi}:
into recordkeeping practices over the 2-year period will be appro
465,000. -1, i
mtzﬁa}lg (gsommission has identified & number of crosscutting éngﬁrrtnf,n
tion policy issues that will arise repeatedly in its inquiry anh 15(11 -
the name of both economy and consistency of treatmglrllti) s ou1 fiph
isolated for special examination. It is these issues that wi 1? exp oues
in the context of our second program, the crosscutting policy iss
e issi t its January
am plan approved by the Commission a g
me:,lc;}tli(:)gpgggnizeg 12 of lzir;ese crosscutting issues into three (fa”c’egol?izsﬁ
The first category is “Common Practices and Standards, t}v;r e
will include, for example, an examination of the need for a strﬁng 'g}alr .
policy on the use of standard universal identifiers, andht 2 Gcri7 e
and procedures that should be applied in determinin v(ci. e.x(li i) -
ment agencies should be given access to records about individuals
by third parties.

The second category is entitled “Compliance Mechanisms.” It in- .

i ir information
comparative analysis of Federal and State fair in

dr‘;(ézisc:s stattI:tes and their respective implementation p_roblem(sl. (f)lsig
included in this category is an examination of the incentives an e
associated with efforts by private organizations, including som? rmit
corporations, to bring their recordkeeping practices into i:oq (1) tiony
with the requirements of recent fair information practices legis aa]le(i

The third category of our cro§scqttm% issues program ]1sdgs -
“Impact on Other Social Policy Objectives.” This catego n&c ul—Sts,te
required study of the impact of information systems on Af el:acluded
relations and on the principle of separation of powers.1 Psq in -
here is an examination of conflicts between the Federal Privacy
Freedom of Information Acts.
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These 12 projects will be managed by current members of our re-
search and legal staffs, but the bulk of the work will be done by teams
of outside experts and several part-time professionals who will be
retained on a consulting basis.

Because of the priority placed on the practices assessment projects
and the Fartial dependence of the crosscutting analytical projects on
the results they produce, we have only allocated $23,000 from our
current fiscal year 1976 budget for the planning of these projects.

In order to initiate each of these projects in fiscal year 1976, we
need $97,000 more than the $23,000 currently allocated to the pro-
gram. With the $250,000 supplemental, in other words, the Commis-
sion wc9>1711d spend approximately $120,000 for these 12 projects in fiscal
year 1976.

In our fiscal year 1977 budget request, we allocated $90,000 for
comdpletion of these projects. Out of the $100,000 we project we will
need as a fiscal year 1977 supplemental, we would allocate an addi-
tional $16,000. Thus, the total investment for the analysis of these
major policy issues over the 2-year period will be approximately
$226,000.

Finally, the Commission recognized early that its recommendations
must take into account future trends in recordkeeping practices, and
particularly trends in the application of new technologies to personal
data recordkeeping. This was a point the distinguished chairwoman
made when she was good enough to testify before our Commission.

Thus, our third program is a trend assessment program. The Com-
mission has already initiated a preliminary study aimed at projecting
the.st(izte of the art in computer technology applications to the 1985-90
period.

In addition to this trend assessment project, the Commission would
also like to undertake a small number of exploratory studies aimed at
informing it of significant problem areas not currently on our list of
priority Inquiries.

The trend assessment program is currently allocated $6,000 for
initiation of the technological trend assessment study; $24,000 of the
$250,000 supplement is needed to continue work on the technological
trel(li(} assessment study and to initiate four of the small exploratory
studies.

In fiscal year 1977 we have allocated $20,000 to complete the tech-
nological trend assessment study, and out of the anticipated fiscal
year 1977 supplemental request of $100,000, we would allocate an
additional $23,000 for the initiation of a study of the attitudes and
experiences of people who have attempted to avail themselves of the

. rights guaranteed them by extant fair information practices statutes.

Thus, the Commission’s total effort for this program is budgeted
at $73,000.

The Commission’s total program is clearly an ambitious one. In
our view, however, it is the minimum necessary to fulfill our statutory
mandate. And we are anxious to be permitted to so proceed without
being forced to consider cutting back these plans.

To briefly recapitulate, in fiscal year 1976, given the $250,000 sup-
lemental appropriation, the Commission will initiate and conduct 14
actfinding projects, 12 policy-issue inquiries, and 5 background

studies. We propose expending some $438,000 that is directly attrib-

P
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’ gt s ; ‘
table to these projects. Our administrative costs for the operation o
1tlhe Commissiox}) and support of these programs add up to i$;'3.74,0.()(:i
In addition, the startup and program planning costs for the %%ré(l_

June-December 1975—that is, prior to the first of January 1
188,000. o
Welrg $ﬁssc§i year 1977, assuming approval of the Commission’s %u:—
rently outstanding appropriation request of $750,000, we Wll)ll c];)mp e 3
the factfinding projects, issues analysis projects, s,nc%1 ac gll'ozl_x;n
studies just described. We plan to expand $287,000 for 3 fe comp (: l’n-
of these activities. An additional $463,000 18 earmarked for m.amt alto
ing the core staff capability necessary to complete these projects, 2
synthesize the results and to assist the Commission mhmab ing 1 .
decisions, and to prepare and reproduce its final report to the Congres
sident. oy
an’%ﬁ?;iﬁiﬁ&d $100,000 fiscal year 1977 supplemental apprgpna_téog
request would provide $39,000 for the three programs, as descri '?i .
above, and an additiona}i%ll ,000 f'?r production of reports on speci
ics i dition to the final report. 4
tOII)g:Ssl\iln?,dwe clearly project the need for an additional 1$350,00109 ;(7)
conduct our program as described. However, our ﬁscal yeaz i
budget, even inc%udin the anticipated $100,000 supp emen_at rof
quest, contains no funds }flo_r editing and publishing the transcripts
ission’s public hearings. ‘
th?l‘gg;u;l:‘b:ﬁ?ea y much in (%em:md, and the cost of reproducing
them on request must be borne by the Commission on what amounts
eimbursable basis. . 5.
toNaolz'ogf)es our fiscal year 1977 budget include funds for addltX)n:i{
meetings of the Commission and experts during the February— pto
1977 period. These could well be required for the Commnssngp .
complete its deliberations. It is for these items that we are requets mgto
margin of $150,000 which brings our total authorization request up
$2 million, or $500,000 more than section 9 currently pro.v1des.th- ol
Madam Chairwoman and members of the subcommittee, - lrsn i
cludes my presentation o{ tl;etflacftis thlat s:lP igft;ltlforlx)lg;ag;mrc;x .
ion’ est for removal of the fiscal ye ati nissi
2?%?15?&3‘98 and for an increase in the Commission’s i}uthﬁnz%thlrz
ceiling to $2 million. I am confident that the Commission has 1:'19 :
the capacity to do its job well, and on time, if the necessary resources
vailable to us. ’ 3
M%I::(ﬁ:sz to say, 1 and the Commission sthaﬁ members present will
sed to answer any questions you may have.
bel\PiIl:.aABZUG. Thank y())ruqvery much for your testimony. 4
Have other study commissions_pubhsl}ed their hem'mgs(.1 AL
Mr. LinowEs. We have transcripts which have been made available,
yes. Have other commissions? I misunderstood your question. .
To my knowledge, I have been aware of other study commlssll((i)x‘:) :
I cannot name which ones. Perhaps our Executive Director wou
informed on that. ; ;
be{\tflleils.smlf’irRSONs. It is done from time to time but not alvyaﬁrs, .ceﬁ';
tainly. The only reason that we foresee this as something whic m_lt:ge
well {e something we would want to do is that there has l;elaen gux a
bit of interest expressed in having copies of our transcripts already.
Ms. Aszue. From whom? From what sources?
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Miss Parsons.
fi6mi M bors sf 8;%?) requests we have had, about half have come

beés i th;a gelrferal publicflgress and their staffs and the rest are mem-
ounsel t i issi
3 hearings.e s me that the Wiretap Commission recently published
. Ms. Arzve. Would you please su
sions have published their hearings,
Mr. Presser. Within 2 years?

Ms. ABzue. Supply that for th
[The informatioxrl) fs':)llows :(]) e

pply for the record what commis-
if you have that.
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PRIVACY PROTECTION £TUDY COMMISSION
2120 L Streer NW.
Washington, D.L.. 20506

David F. Linowes, Chairman
Willis H. Ware, Vice Chairman

Wiiliam 0. Bailey

Wiiliam B. Dickinson

Hon. Barry M. Goldwater, Jr.
Hen, Edward 1. Koch
Robert J. Tennessen

June 21, 1976

Carcle W, Parsons
Executive Director

Ronald L. Plesser
General Counsel

The Honorable Bella S. Abzug

Subcommittee on Government Information
and Individual Rights

Room B-349C Rayburn Building

Washington, D. C. 20515

Dear Congresswoman Abzug:

During the June 9, 1976 Subcommittee hearing on the
Privacy Commission's request for amendment of its authorizing
legislation, you asked me to supply for the record the names
of other independent commissions whose hearing transcripts
have been published.

Upon consultation with the Library of Congress, the
Privacy Commission staff was told that in the last ten years
it has been unusual for independent Commissions to publish the
transcripts of their hearings, largely because the material
that would thereby have been available was not deemed of suffi-
cient Congressional or public interest. Notable exceptions
have been the National Commission for the Review of Federal
and State Laws Relating to Wiretapping and Electronic Surveil-
lance and the U.S. Commission on Population Growth and the
American Future. The former recently published two volumes of
hearing testimony totalling 1664 pages; the latter published a
portion of its hearing record in 1972.

The rationale for publishing the hearing transcripts of
the Privacy Protection Study Commission lies in their uniqueness
--the insurance and medical records hearings being but two
examples, in the wide interest the hearings have generated, and
in the expressed hope of the Congressional sponsors of the
Privacy Act of 1974 that the Commission will be able to "assist
the Executive Branch and the Congress. .as well as represen-
tatives of State and local government and the private sector
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who are attempting to deal with

(Cong. Rec., Decemb
gt Do ember 17, 1974,

this important problem,"
P. S21816; December 18,1974

i trust that you w
to your inquiry and tha
Commission's work.

Ll consider this information responsive
nk you again for your attention to the

Si rel

G

Carolle W. Parsons
Executive Director

¢c: Mr. Eric L. Hirschhorn
Mr. David F. Linowes
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Mr. Linowgs. The hearings which we are conducting now probing
the private sector to my knowledge is the first time such an investi-
gation has been undertaken. We feel the record we are developing can -
be extremely valuable, not just for this Commission but to Congress
as well. That is one of the reasons we would like to urge they be
published.

Ms. ABzue. How much will that cost?

Mr. LinowEs. We have alloted some $61,000 for that, I believe.

Miss Parsons. Our estimate of the cost of editing and printing the
hearing transcripts for six of the Commission’s hearings is approxi-
mately $116,000.

Ms. ABzua. What are the five background studies you say you have
made? What are the background studies which your Commission is
planning to engage in?

Mr. Linowrs. The five to which you refer are in the trend assess-
ments program—where will technology be in the next 10 years, and
what will the society’s privacy expectations be? They are in those
general areas, and constitute the smallest portion of our budget.

Ms. ABzug. In which of the studies do you contemplate covering
the question of the general collection of data? One of our major
problems in the privacy area is that we do not deal with the problem
until after data has been collected.

What if anything, is your Commission doing in that particular area?

Mr. LINOWES. Nfadam Chairwoman, that gets to the very substance
of the overall investigations which cut across most of our subject
areas. We probe it with each industry group and in each hearing.

We know we must be consistent in any findings we come up with.
Limiting the collection of data is one of the most important safe-
guards we can recommend. We are aware of that. If you do not have
it, we have no problem. Destruction of data after it has served
its purpose is a very, very important and simple safeguard.

Therefore, we are digging 1in depth into these precise points with
each of our investigations which will culminate in our final report
andblrecommendations hopefully covering the entire scope of the
problem. -

Ms. ABzue. Have there been any requests by Federal agencies for
assistance in complying with the substantive requirements of the
Privacy Act? Have you been asked to render any kind of assistance
and, if so, by what agencies?

Mr. Linowgs. Madam Chairwoman, as you know, OMB is charged
with interpreting the Privacy Act. We have a peripheral sort of charge
built into the act, never too clearly identified.

I know there have been informal discussions and overtures made
to us. i

Perhaps our Executive Director can answer more specifically if
that is the nature of response you prefer.

Miss Parsons. We have had some informal inquiries. You asked
who in particular. Early, when we were first getting started, we had
a request from HEW for advice on certain provisions of the act. I
will say quite frankly that we have not felt ourselves in a position to
render any advice on the interpretation of the act, in part because
we are not yet far enough along in our assessment of agency imple-
mentation of the act.

73-314 O - 76 - 5
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Mr. Livowzs. Perhaps I should add there, Madam Chsirwoman,
that we have staff assigned to look into the implementation of the
act. We view that as part of our mandate. Our mandate is so tre-
mendously broad, and that is one of the facets, and it has been singled
out for study. However, we have nothing of significance to report at
this time.

Mr. Puesser. Throughout the course of our activity we have met
with Federal agencies to try to understand how they are implementing
the act. Whenever you get into that kind of discussion, they always
ask questions back as to what the Privacy Act means and our in-
terpretation of it.

_What Miss Parsons was saying is that we have had many informal
discussions with Government agencies, discussing some of the
problems of interpretation of the Privacy Act.

We have not issued any formal opinions of the Commission in
relation to those discussions, however. {

Ms. Aszva. Have you issued any reports as yet?

. Mr. Linowss. This is an opportune time for the question. We are
issuing our first report on the Internal Revenue Service. That will
be issued later today.

We have some embargoed copies available presently.

Our annual report, which is also required by the act, will be sub-

mitted within the next day or two to the Congress and the President.
That is the extent thus far of formal reports.

We ha:ve made available at different times, and to your staff as well,
summaries of our credit card hearings and the types of things that are
presently in-house.

As you know, this type of function is a research function and is the
type of thing where the product comes out at the end. As we complete
these units, such as on Internal Revenue Service, we come forward
with them.

Ms. Aszue. How much did that réport cost to get out?

Mr. Hiaes. Printing costs or cost of research that went into it? Are
you talking about just printing the report or total cost?

Ms. ABzua. The total cost.

Mr. Hiaas. The average is about $33,000 per project. That is what
they average. That includes staff, hearing cost, support cost, prepara-
tion of the report, printing of the final report, and so on.

Ms. Aszue. How many of those do you plan to get out?

. Mr. Linowes. The act specifically asks us to render recommenda-
tions on certain items, one of which is the Internal Revenue Service;
further, we have the mailing list industry.

Frankly, the funding problem is one of our major concerns and it is
the reason I am afraid I cannot be much more specific. If we knew just
what our funding would be, we could be more direct in identifying
other specific areas for particular coverage.

We are fully aware of the need to transmit the results of our deliber-
ations to Congress and the President as early as possible. We feel this
function in which we are engaged is one which requires and deserves
prompt attention.

Ms. Apzue. What are you doing with respect to analyzing the
rAelz,gmnshlp between the Privacy Aet and the Freedom of Information

ct?
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Mr. Linowss. The first commission subeommittee appointed by the
Chair was a subcommittee to address itself to that question. State
Senator Tennessen is chairman of the subcommittee and Mr. Dickin-
son, recently retired managing editor of the Philadelphia Bulletin, is
also a member of it.

There has been extensive staff work done. Perhaps our General
Counsel ¢an address himself to that in further detail.

Mr. PruessErR. We have had some initial discussions. We had some
press ]feo le come into talk to the Commission to give their point of
view. In g anuary, we had representatives of the press organizations.
We like to view it not as a conflict but as a reading together. We think
they can coexist very easily.

We are in the process of working out an analysis of the two statutes
together. Rose v. Department of the Air Force, the recent Supreme Court
case, makes it a little bit easier to read the two statutes together.
The issue is of great concern to us, not only in terms of the Kederal
sector but in looking at the State and local sectors to be sure that
whatever is done from a privacy point of view does not infringe on
freedom of information questions. \

Our staff is working with Senator Tennessen’s subcommittee to
formalize the position which will guide our work in all activities.

Ms. ABzug. I have a problem with all of this. I think that the
directions in the statute as to the functions of your Commission are
too vast. What I am concerned about, frankly, is the ability of this
Commission to concentrate in areas where others are not concentrating
and to fulfill the responsibility which was intended by the Congress.

It is not quite my ViOW*{ want you to be aware of this—that
money should be spent by your Commission in the area you just
discussed.

I may be wrong, but I am trymg to figure out the major area of
concentration which I think your Commission should be involved in
and what the money should be spent for, what it was intended this
money be spent for.

As a general proposition—this is my view and my interpretation of
how this originally evolved, and I grant that the language in the
statute is quite broad, so that you could be going into many different
things—I think your major concentration, your major contribution
has to be in the entire area of the private sector. ll'here are grave
questions as to what is really happening there and how we can deal
with the question of the data bank and related issues which affect
and impinge so deeply upon the privacy of individuals.

In my judgment, that is the area that the Privacy Act does not
cover. That was the real reason, in my opinion, the Privacy Commis-
sion was set up, to deal with the substantive questions which involve
the entire vast area which the Privacy Act itself did not cover.

That is what I want to see you concentrate on. I think that the
Co&gress has the responsibility to see that you hew to that line.

r. PLeEssER. I would like to assure you——-

Ms. ABzuc. Talk to me about that.

Mr. PressEr. No. 1, I agree with you. If I had to give you an
estimate of how my time is spent over the past 9 months, I would say
99 percent of my time has been spent running our hearings, which have
been primarily on the private sector with the exception of the one
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hearing we have had on Federal tax return confidentiality, which
was mandated by the statute.

Ms. Aszug. If 1 may interrupt, we have in the Congress a lot of
committees, not only my own here, which are dealing with some of
the problems concerning governmental invasions of privacy and
technology development. V%g are not requiring this Commission to
duplicate that area. I just want to make that very clear to you.

1 was a little surprised that you have gone into a couple of areas
which might be duplicative, even though you might well make a
more significant contribution. I am not commenting on that, however.
I am sure your work has been fine. However, you should try hard to
make your contribution in the area that governmental or congressional
committees are not now going into, namely, in the private sector.

I interrupted you. Please proceed.

Mr. Linowes. I just want to stress that we completely endorse
the statement you have just made in terms of the private sector.
The evidence of that is the hearings we have been having—on the
banking industry, credit cards, employment policies, mailing lists.

Yet, we cannot put our heads in the sand. We see peripherally
these different elements pulling at us.

As Mr. Plesser indicated, there is no question that the issue of
freedom of information versus privacy has taken an insignificant
share, if you can even identify a share, of the budget. It has been
something which has been carried by Mr. Plesser as General Counsel
and hearings officer almost on an offtime basis as a labor of love
more than anything else.

We share the view that the important contribution we can make
to this very intensive 2-year effort is mainly, because no one else is
there, frankly, in the private sector and peripherally in the public
sector.

Ms. Aszua., One of the problems you have in dealing with this
statute, as I said before, is that it contains a lot of direction as to
the scope of the Commission. Some of it was thrown in there because
we in the Congress did not agree as to how some of these things
should be resolved. This is, however, the statute we finally adopted.

The language of the statute is permissive in a number of areas,
and I would not get into those areas if I were you, at least not as a
major field of concentration.

If you are going to get this additional funding, I would like your
Commission to come up with some concrete proposals. There are
many different things that the Commission has had suggested for its
studies and you can get too diverse.

In my opinion, many of these things are permissive and I would
try not to get into those areas.

Mr. LinowEs. One observation in reference to that to show you
how these things interrelate. There is considerable concern, both in
Congress and on the part of the public, with regard to the use of the
social security number as a universal identifier. You can say that is
a public sector issue.

owever, we have to probe each private-sector group to see what
use they are making of tgat social security number.
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That is one of these crosscutting areas which we feel for efficiency
purposes we are best advised to handle as an entity unto itself, using
as input data and material we have accumulated as a result of expert
testimony from private-sector witnesses.

Frankly, I also believe the social security number or any other
universal identifier is a very important issue, but we find these over-
lapping constantly.

Another area of overlap is that we are being bombarded, I use that
term advisedly, with urgings by the private sector to inject ourselves
on a priority basis into the problems of privacy legislation now being
considered gy the many States. Over 36 States are considering it.
The private sector is concerned about the problem of trying to comply
with 50 different statutes dealing with privac{.

Here again it is & public sector issue, but the private sector is very
anxious to participate and even suggest ways in which we can recom-
mend legislation in order to preempt that area.

Therefore, we are very much attuned to the emphasis which you
suggest, and we are certainly addressing ourselves to that.

ecessarily, however, on the periphery there are these other ele-
ments to which we have to pay attention.

Ms. ABzua. This subject comes up because I feel you could prob-
ably, if you followed each of the areas of inquiry which the statute
suggests, use a lot more money than you are requesting.

t is true that the use of the social security number is an issue of
grave concern, and a lot is going on in that area. I suppose you can
say that the reason you have to go into it, too, is because the social
security number is a vehicle through which information is frequently
transmitted in the private sector.

Mr. Linowes. That is right.

Ms. ABzuc. However, I think there are areas there—again, this is
in the permissive area—where you should carefully consider what you
should go into in terms of analysis and study. ]

Even if you get the increase in appropriations, you still have a
rather limited life as well as a limited budget, and you should bring
in many important recommendations and conduct important hearings
and studies.

Mr. Linowes. Madam Chairwoman, we value your opinion and
advice in this regard. We shall certainly give it the kind of important
emphasis which I personally feel it deserves.

I suspect if we had more time for dialog, you would be equally
convinced that we are giving our entire project the kind of emphasis
that you are describing, that which you would like to see us give.

Ms. ABzua. Have you done any work with respect to the standards
for security and confidentiality of records when a record is disclosed
to a person other than an agency to determine what extent Govern-
ment and private information can affect Federal-State relations and
the principle of separation of powers?

Mr. Linowss. 1 do not believe we have gotten to that. Perhaps our
Executive Director can be more helpful in indicating what that status
is.

Miss Parsons. These are two subjects on which the Commission is
required to report to the President and Congress.
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We are just beginning work on the standards which should apply
when a record covered by the Privacy Act is disclosed in the manner
you describe.

The reason we have delayed—I hate to keep coming back to this—is
that we have had to postpone hiring the person we knew was capable
of doing that for us, because we knew we couldn’t afford to have him
on board last winter. He has come on board within the past 3 weeks,
and we will be working on that.

As to the Federal-State relations and the separation of powers
question, again the money for doing that project is in the $250,000
sulpplements,l. To follow up again on the discussion regarding the
relationship in our program between public sector and private sector
issues, the Federal-State issue and separation of powers issue are
directly related to the recordkeeping practices hearing we have
scheduled on public assistance and social service agencies; for example,
where the question of the ability of States to manage programs with a
reasonable degree of autonomy when the Federal Government is
paying the money and writing the ground rules as to their information
systems is a central question.

Mr. Pressir. I would like to add that we have been doing a lot of
preparatory work in terms of getting information, for example, in our
msurance hearing, where a great deal of emphasis was placed on the
role of the State insurance commissioner in controlling the use and
ISnaintenance of information by insurance companies operating in the

tates.

That kind of factual analysis is very important for us to get into.
We have done this in the banking area and all other areas; that is, to
try to analyze the nature of Federal control as well as the nature of
State control in order to come to some resolution of this question
which then will be treated as a crosscutting project.

Ms. ABzua. There has been some indication that there have been
questionable transfers of records between Federal and State agencies.
I think a number of committees have gone into this peripherally, but
the question of Federal-State transfer of records has come up in many
centers of the country. Again I was trying to analyze the areas you
have been going into and whether that should be an area of concentra-
tion. I imagine it depends upon your staff. How many do you have on
your staff?

Mr. Linowes. We have some 23 now. Some come and go. The
general range is about 25.

Have you a more precise figure?

Miss Parsons. We have 21 full-time people and 3 temporary and
part-time people. OQur ceiling is 25 permanent employees; that is,
permanent for the duration of the Commission.

Mr. Linowss. If I may bring to your attention—we have addressed
ourselves precisely to the question of sharing of information with the
States insofar as imformation in the files of the Internal Revenue Serv-
ice is concerned, and have recommended limitations on some of that
transmission of information. That is in this report.

Ms. ABzua. You do not get too many administrative requests, then?
I want to be sure, should the committee agree you should have
additional funding, that we maximize what the Commission is doing.
You do not get that many requests for involvement in administrative
discussions and other forms of assistance requests?
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Miss Parsons. No; but we also do not encourage them.

Ms. Apzue. I think you are quite wise. That can take a great deal
of time. In the last analysis, some of the applications of the problems
in the Privacy Act as well as the Freedom of Information Act are
subjects with which committees of Congress, such as ours and our
counterpart in the Senate, have been dealing, and we have had quite
a few problems. We have attempted to resolve them administratively.

We have had many meetings, and there may be considerable du-
plication in that area. We have to resolve them, because they have been
affecting the functioning of both Congress and the development of
legislation specifically on privacy and other areas which we ma{ be
interested in. We have also had a considerable number of problems
with agencies seeking to utilize their various authorization com-
mittees to provide them with ways around the Privacy Act and
Freedom of Information Act. ‘ Y

Mr. HirscaHORN. Getting back to a discussion of your examination
of the Privacy Act, on page 9 of your statement, you say that you
require $27,000 more than the $12,000 now allocated for the Privacy
Act assessment project.

Can you explain what the project covers now and what you expect
to add with the additional $27,000? .

Mr. Linowgs. Perhaps our Executive Director, Miss Parsons, can
cover the specifications as to what is included in that $27,000.

Miss Parsons. The $12,000 is for compensation for the project manager.
The $27,000 is to provide the project with assistance in analyzing the
8,000 system notices that have been published, the several hundred
sets of regulations that have been promulgated, the reports agencies
are required to file with us as well as with the OMB and Congress,
and to permit us to do case studies of the actual implementation of
the act and implementation problems. ‘

We feel it is important for us to understand what the implementa-
tion problems have been and where implementation has been easy
even though it was originally anticipated to have been very difficult,

- as a check on the testimony and commentaries provided to us by

organizations which are not now subject to the Privacy Act, as to how
they may or may not be able to comply with the act’s requirements.

Mr. HirscaHORN. I realize that you are going into it because 1t
helps to educate you as to what the problems might be in the private
sector. Given your tight budget, I wonder how deeply you should
go into this. " .

Mr. Hicas. How are you going to say anything about the applica-
bilit,)(fl in another world unless you know how it has worked in this
world?

Mr. HirscHBORN. I am not quarreling with that. It is just that it is
easy to find yourself wandering off base. o4l

Mr. PLessEr. We are conscious of the dangers of duplication. We
are not looking at it as an oversight task; that is, to see whether
the agencies are doing their jobs, which I understand congressional
committees are doing. Our job is to determine whether the require-
ments of the Privacy Act should be applied to the private sector and
State and local governments.

In order to dgo that, we have to understand firsthand how the
Privacy Act is working and what some of the difficulties in regard
to definitions and general and specific approaches are, so we can try
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not to make the same mistakes in whatever recommendations
we make.

Even though it may sound similar, our approaches are somewhat
different and we are cognizant that other activities are going on
which we do not want to duplicate.

Mr. HirscHHORN. You mentioned that there was congressional
demand for copies of your hearings. Has there been significant demand
outside Congress?

Mr. Presser. There has been significant demand. It is hard for us
to know the complete degree of demand because many of those
requests go directly to the reporting companies.

We have a lot and we can get you documentation on that.

We have had two letters from a Senator and a Congressman
requesting easier access for the Federal depository libraries. They
have said they were not getting a neat published transcript at a
reasonable cost and that the duplication cost is too high. We have
been getting those kinds of requests.

Mr. Linowss. I personally have been approached on many occa-
sions, largely from the private sector, by executives of companies,
anxious for copies of our reports. I am aware there is a very strong
demand for these. My personal experience is that there is demand for
material coming out of our hearings.

Miss Parsons. Although we are permitted by law to charge for the
copies of the transcript, that money, were we to charge for it, would
not be returnable to us. It goes back into the General Fund of the
Treasury. In effect, it is a cost out of our budget which we cannot
recover.

Mr. HirscarornN. In the case of the private sector, have you been
charging for the copies? Have they been referred to the reporting
companies?

r. Linowes. Referred to the reporting companies. They have
been coming out of different directions. That has been one of the
problems.

Mr. Presser. It depends. If a company has participated as a
witness in our hearings, we would tend not to charge. If they have not
apfeared as a witness, we tend to charge.

might say at this point as a matter of administrative convenience
we send a copy of the transcript of the witness’s particular testimony
for them to edit, so we have in our files at this point, not from the
Commissioners but from the witnesses, edited versions of their testi-
mony. This is a common practice of congressional committees as well.

Mr. HirscHHORN. Assuming there is a substantial demand from
the private sector for the transcripts of hearings, and also assuming
that as your reports come out and publicity is given to these reports,
that demand will increase, has any thought been given to the possi-
bﬂli\? of private publication?

iss PArsoNs. You mean some private organization wanting to
publish them at no cost to us?

Mr. HirscHHORN. Yes.

Miss Parsons. We have not looked into that. One reason I have

not done so is that even were we to do that, I expect there would be

an editorial cost which would have to be borne by us. I cannot pick
that cost up right now.

-

37

Mr. PressER. I think there would also be at least a quasi-legal
problem in copyright. A private corporation might then get a copy-
right and make redistribution difficult. That would discourage us
from having that done, although that is just an off-the-cuff response.
We have not thought about it. f A

Mr. HirscHHORN. Certainly there have been private publications
of a lot of reports of study commissions. I would not imagine that
they are copyrighted.

Mr. PressERr. I will check it. : ¢

Mr. Hiees. Those would not be a public record. Hearings are a
public record. I think there would be some problem of copyrighting
those.

Mr. Presser. We can look into that. Dl

Mr. Hirscuuorn. The Second Supplemental Appropriation Act
gives you $250,000, is that correct?

Mr. LinowEs. Yes.

Mr. HirscarorN. You were already cut to some degree by the
Appropriations Committee, although it is your hope to get that back?

Mr. Linowes. From the $381,000 to the $250,000; that is correct.

Mr. Hirscunorn. If you should receive less than the amount you
are seeking, do you plan to cut across the board or to drop particular
areas entirely? A

Mr. Linowes. We have developed schedules. We have in place
highly effective planning and program administration at the staff level.
Therefore, we have identified where we would have to drop out and
where we would continue. That is more or less clearly defined. |

If you would like something more specific, our Deputy Executive
Director and Executive Director can address themselves to the

uestion.
3 Miss Parsons. You are talking now about the consequences of no
increase whatsoever in the authorization. Is that correct?

Mr. HirscuHoRN. Not really, but what if it is less than the full
$500,000? ) .

Miss Parsons. If we were to have nothing more than is currently
authorized for us, we would have to dispense with all of our public
sector projects; delay any reporting on the private sector projects
until January, simply because we would not have the money for the
followup work which needs to be done in order to get out a report in
that area; and eliminate all the crosscutting projects except the
three mandated studies which we are just now beginning. When I
speak of mandated studies, I refer to the IRS, general damages ques-
tion, disclosure to organizations not covered by the Privacy Act, and
the Federal-State relations and separation of powers issues.

We have worked on two of those. We have a report in one area.
Three are left. We would be reduced to doing only those and none
of the other crosscutting projects. .

In the trend assessments area, the only project we would be able
to do is the technology projection study this year.

In addition, next year, while we could do a few truncated cross-
cutting issue projects, we would have to cut them down in scale
considerably, which, given the fact the Commission goes out of
existence in July and its report is due in June, is dangerous if one is
concerned about the quality of the work.
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We would have no trend assessment projects next year at all and
we would be limited to one final report with only enough money to
have a printing of 2,000 copies. That is, if we had no increase
whatsoever.

Mr. HirscHHORN. If there is an increase of some amount, but less
than $500,000, are there specific projects you would drop, or would
you cut across the board?

Miss Parsons. It is difficult to talk about that without, knowing the
figure. Once we knew the figure, we could then begin to prune and
redistribute.

I feel very strongly, and I would like to say this for the record, that
while I appreciate the concern about the scope of the mandate of the
Commission and the dangers which lie in trying to do all the things
that are suggested in the act, I would point out, first of all, that we
are not doing all the things suggested in the act.

Next, I really feel we can accomplish the program we have laid
out if the money is available to us. I do not think we are biting off
more than we can chew.

Mr. HirscanorN. Do you see any time problem which might
lead to a request for an extension of the life of the Commission?

Miss Parsons. I do not see it at the moment. I would, however,
like to say for the record that the amount of time we have had to
wait for a determination as to the cash flow situation, if you will,
which particularly concerns the fiscal year expenditure limitation,
is putting us in a position where there will come a point before ver
long where if the money is not available we will either have to kill
pﬁojects or think about having a longer time in which to complete
them.

I think that would be sad. Were we to have an extension of time,
we would incur additional overhead costs for that additional period.
The whole project then would wind up costing more than if the money
were available at the beginning.

Mr. Livowes. The Commission itself realizes how urgently Congress
needs and is awaiting some of our findings and recommendations.
That was one of the reasons we put tremendous pressure on to get
the Internal Revenue Service report out.

Therefore, we are making every effort and we expect to be able to
abide by the 2-year tenure limitation. We feel it is appropriate for a
commission of this type to call a halt within a reasonable time and
submit its findings.

It would be tremendously regrettable if the period runs and we
find ourselves with, say, 30 percent of our input in the pipeline and
sitting there without any product because we did not have adequate
budgeting in order to get that out into a usable form.

This is the reason we are devoting so much time to urging that this
subcommittee and others recognize the urgency of making it possible
for us to proceed in an expeditious way.

Mr. HirscaHORN. There was some testimony earlier, I think from
Mr. Linowes, about the 36 or so different State laws in this area and
your involvement with those. Are you making a full study of those
laws or are you just considering them as they may come up in your
recordkeeping practices hearings?

39

Mr. Linowes. It is interesting how we decided to give this priority.
It came as a result of an address I gave to some senior policymaking
executives on consumer credit. During the question period, almost
every one in the room was concerned and alarmed about what was
happening at the State level, because we shared Congresswoman
Abzug’s feeling we should give strong priority to the private sector.
We viewed this aspect as part of the public sector.

We found there were at least 36 States and more being added.
Therefore, we have moved our analysis forward. The problem is
under rather intensive study by stafl today. If you want something
more specific on where we stand on that cmently, I would like to
suggest that Miss Parsons address herself vo it.

Mr. HirscuHorN. Would you please do so, Miss Parsons?

Miss Parsons. When you speak of the 36 States, you are speaking
about a number of States in which there is so-called privacy and fair
information practice legislation pending. That raises the question of
the need, alleged, by many, for preemptive Federal legislation if
there were to be a fair information practice law applying to the
private sector.

I will ask Mr. Plesser to speak to the work of our Office of the
General Counsel with regard to identifying these statutes and other
recordkeeping statutes in the States which affect the handling of
personal information in the private and public sectors. ’

I will also point out that we view at the moment the question of
the need for preemptive legislation as a question on which we wish
to gather information and informed comment and judgment. .

’%wo areas in particular that we would like to look at are credit
reporting and education, because in the credit area there is not only
one Federal statute, the Fair Credit Reporting Act, but also a number
of State credit-reportin%a,cts. :

It appears that the Federal and State laws are working together
reasonagly well, but we wish to explore that and find out the facts.

Also in the education area, where we have the Buckley amendment,
there are a number of State laws governing the recordkeeping prac-
tices of educational institutions. ) ;

Knowing that those are the facts of the situation, one has to
approach the preemptive legislation question on its merits, even
though it seems reasonable in the abstract to suggest that a law ought
to be preemptive. | i BISEN

Mr. PressEr. In addition to looking at the pending legislation,
and analyzing the situation in five or six States where such legislation
is of an omnibus nature, we are just at the point of completing a
50-State analysis of statutes, laws, regulations, and attorneys general
opinions affecting the control of private sector information by State
government. All this has taken us about 2 months to complete. We
have had three or four law students from area schools assisting us
under the guidance of my office. ] J

We feel that upon completion of this analysis, not only will we
know about omnibus statutes, but also about many other statutes,
such as freedom of information statutes in particular States. We need
a comprehensive view of statutes and laws which affect privacy and
access to records but which may not be labeled privacy legislation.
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Ten or twenty years ago a lot of things were passed which were
not called privacy legislation, so it is a necessary task which will be
useful to us in analyzing all of our projects.

Mr. Linowes. With your permission, I would appreciate it if we
can excuse our General Counsel, Mr. Plesser. He has to make a

ight to Los Angeles.
e have hearings starting tomorrow morning at 10 o’clock and it
is important for him to get there this evening.

With your permission, we would like to excuse him to get right to
the airport.

Mr. HirscHHORN. I am sure the chairwoman does not object.

In the area of banking, have your found yourselves getting into the
question of electronic funds transfer?

Mr. Linowes. Very much so. As a matter of fact, even though
there is an electronic funds transfer commission, we find there is
considerable overlap. Again, we found important industry spokesmen
in the banking industry concerned that there not be an electronic
transfer vehicle owned and controlled by the Government.

We are concerned as a commission because the centralization of
information through electronic fund transfer technology places a
tremendous amount of individually identifiable information under
the control of very few people and very few organizations.

Thus far it appears that there is a threat of real concern. The
technology is not yet in place, of course. There are many dimensions
to it ancf we do not want to overlap what other specific committees
are doing in this area.

During our hearings on banking we probed the question extensively.
The banking project itself is now being digested and synthesized by
staff. I do not know that we are quite set yet as to where the voids
are. However, we are aware that it is a critical matter.

We are further aware, at least I have become aware not only in
banking but in other areas, that some of the outstanding experts in
the private sector are themselves not fully cognizant of the implica-
tions of what electronic fund transfer will create in terms of making it
vulnerable to abuse.

I think I would like to have Miss Parsons add to that. She has been

working closely with some of these elements as well.

Miss Parsons. I would like to point out that the Electronic Funds
Transfer Commission, which is also a 2-year commission, with a
total authorization of $2 million for that one study, has nine tasks
mandated in its statute, one of which is the privacy and security safe-

uards which should be applied in an electronic funds environment.

he Executive Director oF the Commission said publicly about 3
weeks ago that they have ceded to the Privacy Commission for the
time being the work which his Commission would otherwise have done
had we not existed on the privacy aspects of their mandate because
they do not want to overlap with us.

We did not ask them to do that. They themselves, looking at their
own task and the amount of money they had, figured it was a good ides
to have us carry the ball.

We are delighted, of course, because it is an issue that grows out of
what we are doing in the consumer-credit area, but it is an additional
charge on our budget.

‘.
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Mr. HirscaaorN. Well, my next question was going to be whether
you are avoiding duplicating each other’s work, but you have already
answered 1it.

Mr. Linowgs. Not only with that Commission. We have been work-
ing extremely closely, and the staff is very knowledgeable on this, with
every effort being conducted, and the term ‘“‘every’ is appropriate, in
both the private and public sectors in these various areas. A major
effort is being made by staff not to overlap and to build upon what
does exist.

As you may know, -there is something less than an overwhelming
supply of literature and background here.

s. ABzua. I have given some consideration to your testimony. I
have only one further question.

Did you supply for the record the number of persons on your staff
and salaries and categories for each? I do not believe it is in any of the
testimony.

Miss gARSONS. We would be happy to do so. In our testimony on
our appropriations there are figures there on the average. The average
staff grade is 10.6 with an average salary of $19,000.

Ms. ABzue. Very well. "

I shall leave the record open to propound additional questions in
writing to the chairman, on my behalf as well as on behalf of other
members of the committee who could not be here today. This would
be prior to our marking up these bills. The record will remain open for
that purpose.

[The information follows:]
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PRIVACY PROTECTION STUDY COMMISSION
2120 L Street, NW.
Washington, D.C. 20506

David F. Linowes, Chairman
Willis M. Ware, Vice Chairman

William 0. Bailey
William B, Dickinson

Hon. Barry M. Goldwater, ir.
Hon. Edward 1. Koch June 11, 1976

Robert 1. Tennessen

Carale W. Parsons
Executive Ditector

Ronaid L. Plesser
General Counsel

The Honorable Bella 5. Abzug

Chairperson

Subcommittee on Government
Information and Individual Rights

B~349C Rayburn House Office Bldg.

Washington, D. C. 20515

Dear Congresswoman Abzug:

During the appearance of the Chairman of the Privacy
Protection Study Commission before your Subcommittee on June 9,
you requested that information regarding the number and compen-
sation of Commission staff be submitted for the record of the
hearing. I am enclosing the requested information.

You also asked us to submit for the record a list of
temporary Federal commissions that have published transcripts
of hearings. We are currently compiling such a list, and will
transmit it to you as soon as it is completed.

Thank you for your consideration.

Sincerely,
o S35
Camte Ww. Fevers
Carole W. Parsons
Executive Director
Enclosure
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. Ms. ABzuc. We confront two questions. One is the question of
Increasing the funding under this authorization. The other is to permit
expenditures of more than $750,000 during any fiscal year.

Which is more important?

Mr. Linowes. They are both critically important. Taking first
things first, we are already into June. There is a little bit of awkward-
ness in the very creation of this act because the Government was then
on & fiscal year ending in June. When we came into being the fiscal
year ended at the end of September. We suddenly found ourselves with
a 12-month budget to be spread over 15 months. It could almost be
interpreted as a situation which developed because of something over
which we had no control.

Funding, on the other hand, the increase in the authorization, we
consider especially critical. We went into some detail with your com-
petent counsel earlier explaining what we would have to drop if we did
not have this funding.

Ms. ABzua. Yes.

Mr. Linowes. I pointed out it would be regrettable if we did have to
drop some of these things because we already have in-house a lot of the
data which we could build on to produce an end product. Our work
will be for naught if it winds up in the files.

From the point of view of effectiveness and efficiency, it would be
helpful if we could have the authorization increase.

am trying not to %ive you a priority but to indicate both.

Miss Parsons. While simple removal of the fiscal year expenditure
limitation would permit us to have the $250,000 supplemental right
away, that would really just postpone the day of reckoning.

Indeed, the day of reckoning might come soon because our 1977 ap-
propriation request in the amount of $750,000 is likely to be taken up
on the floor before the end of the month, I am told.

If we were to get the fiscal year limitation removed, that is, be able
to have the $250,000, our appropriation for next year would have to be
cut down to $500,000 before the end of this month.

As I say, it just postpones the Froblem. It does not really resolve it.

Ms. Aszue. All right. We shall make this record available to mem-
bers of the subcommittee prior to markup. If any of the other members
have questions, they will get them to you promptly.

Thank you very much for coming this morning. Tt has been a pleas-
ure listening to you and we wish you success.

‘Mr. Linowss. Thank you very much, Madam Chairwoman.

Ms. ABzue. The subcommittee is now adjourned.

[Mr. Linowes’ prepared statement follows:]
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PREPARED STATEMENT OF DaviD F. LINOWES, CHAIRMAN OF THE
PRIVACY PROTECTION STUDY COMMISSION

Madame Chairwoman and Members of the Subcommittee:

I am David F. Linowes, Chairman of the Privacy Protection
Study Commission. My purpose in being here today is to testify
on behalf of the Commission's request for amendment of Section
9 of the Privacy Act of 1974 to remove the current $750,000
fiscal-year limitation on Commission expenditures, and to in-
crease the Commission's total authorization from $1,500,000 to
$2,000,000. I hope that as a result of my appearance today
you will agree with us that the adoption of these measures is
necessary if the Commission is to fulfill the formidable man-
date the Congress gave it in Section 5 of the Privacy Act of
1974,

Removal of Fiscal-Year Expenditure Limitation

I would like to speak first to the matter of the fiscal-
year expenditure limitation. Section 9 of the Privacy Act pro-
hibits the Commission from expending more than $750,000 in any
one fiscal year. Since the current fiscal year does not end
until September 30, 1976, that means that we are prohibited
from spending more than $750,000 over a 15-month period, even
though the Congress has now appropriated a total of $1,000,000
for the Commission in FY '76. Moreover, the fiscal-year expen-
diture limitation has deprived us of any discretion to allocate
funds from one fiscal year to anotﬁer, even:though our

Commission's life is but a mere two years. I understand that
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it is not unusual for a limited duration commission such as
ours to be free to allocate the total amount of its authorized
funds during the course of its life and we also have found 1o
legislative history--formal or informal--which indicates that
the Congress wanted to deprive the Commission of the ability
to do so. We, therefore, hope that you will agree that the

fiscal-year limitation in Section 9 should be eliminated.

Increase in Total Authorization

Section 9 of the Privacy Act places a total authorization
limit of $1.5 million on the Commission. This simply is not
enough to accomplish the work that Congress has set out for
the Commission. Accordingly, we are seeking an increase in
our authorization from the current $1.5 million to $2 million
for the entire two-year period. This would allow us to receive
the $250,000 FY '76 supplemental recently aporopriated for us
without prejudice to our $750,000 appropriation request for
FY '77. 1In addition, it would allow us to request an FY '77
supplemental of approximately $100,000 which we know we need
to complete our study program, and also provide us with a small
margin of funding to cover two contingencies: (1) the need to
publish an edited version of the transcripts of particular
Commission hearings should Congress or others request it; and
(2) the need to provide for additional meetings of the Commis-
sion and selected experts in March and April, 1977 should that
be required for the Commission to complete its deliberations.

Before giving details on how we plan té spend the additional

monies we are seeking, allow me to explain briefly our appropriation
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status.

At its February 13, 1976 meeting the Commission unanimously
voted to request an FY '76 supplemental appropriation in the
amount of $380,781, to seek an FY '77 supplemental appropria-
tion in the amount of $94,191, and to seek the authorization
change that is the subject of this hearing. These requests
were formally submitted to the Office of Management and Budget
and the Congress on March 10, 1976. Thereafter, on March
23, 1976, the President submitted to the President of the
Senate his second FY '76 supplemental budget request, which
included $250,000 for the Commission. This additional sum

~was approved on May 21, 1976, as part of H.R. 13172, Second
Supplemental Appropriations Act, 1976, with the proviso that
it shall only be available to the Commission upon the enactment
of authorizing legislation.

The $250,000 approved supplemental was $131,000 less than
the Commission had originally requested. We believe that we
can operate with that sum for the remainder of FY '76. How-
ever, the Commission will need supplemental funds of approxi-
mately $100,000 for FY '77 in oxder to complete its study
program. The FY '76 supplemental and the needed FY '77
supplemental will together place the Commission budget at
$350,000 over the curvent authorization ceiling. This was
contemplated by OMB as recognized in their support of our
requested authorization increase to $2 million. We hope to

convince you that these additional funds are crucial.
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The Commission's Mandate

The principal charge to the Commission is to make a
thoroughgoing study of the ''data banks, automated data pro-
cessing programs, and information systems of governmental,
regional, and private organizations," and as a result of such
study to recommend to the President and the Congress the ex-
tent, if any, to which the principles and requirements of the
Privacy Act of 1974 should be applied to organizations to
which they do not now apply.

In addition, Section 5 of the Privacy Act requires the
Commission to inquire into and report on

¢ Whether an individual should have a right in
law to have his name removed from a mailing
list he (or she) does not want to be on;

¢ Whether the Internal Revenue Service should be
prohibited from disclosing individually iden-
tifiable data to other Federal agencies and
agencies of State government;

¢ Whether Federal agencies should be liable for
general damages if they willfully or intention-
ally violate the Privacy Act of 1974,

o Whether and how the security and confidentiality
requirements of the Privacy Act should be ap~
plied when a record is disclosed to an individual
or organization that is not subject to the Act;

and
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e Whether and to what extent, if any, information
systems affect Federal-State relations and the
separation of powers.

The Congress also expressly authorized the Commission to include
in its inquiry interstate transfers of information about in-
dividuals; information systems that affect individual ‘rights
other than the right to personal privacy; uses made of the
Social Security number and other standard universal identifiers;
the matching and analysis of statistical data with personal
information gleaned from other, non-statistical sources; and the
personal-data record-keeping practices of organizations in the
fields of medicine, insurance, education, employment, travel,
hotel, and entertainment reservations, credit, banking, consumer
reporting, cable television, and electronic funds transfer.
Furthermore, in carrying out studies in any of these
areas, the Commission is required not only to document the stand-
ards and procedures now in force for the protection of personal

information but also

@ Lo determine what laws, Executive Orders,
regulations, directives, and judieial
decisions govern the activities under study;

@ to assess the extent to which those legal
foundations are consistent with ''the rights
of privacy, due process of law, and other
guarantees in the Constitution;" and

® 0 collect and utilize, to the maximum extent
possible, the findings, reports, studies,
hearing transcripts and recommendations of
executive, legislative and private bodies,
institutions, organizations, snd individuals
which pertain to the problems under study.
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The Commission's Program

The Commission very early in its life identified a number
of priority inquiries. These were organized into three pro-
grams: (i) a Record-Keeping Practices Assessment Program, which
is comprised of 14 projects designed to document and assess
the record-keeping practices of specific types of organizations;
(i1) a Cross-Cutting Policy Issues Program which is comprised
of 12 projects that isolate for special attention and analysis
issues which arise repeatedly in the practices assessment pro-
jects; and (iii) a Trend Assessments Program which attempts to
assess new record-keeping developments that may affect recom-

mendations the Commission makes.

Record-Keeping Practices Program

This program examines the personal-data record-keeping
policies and practices of the following types of organizations:
Py Mailing List Compilers and Direct Mail Marketers¥;

Credit-Card Issuers;

[ ]

e Depository and Lending Institutions;

P Reéervation Services;

@ Insurance Underwriters;

¢ Primary Health-Care Providers and Third-Party Payers;
e Consumer-Reporting Agencies;

@ Internal Revenue Service and Related State and Local

Taxing Authorities¥;

* Inquiry specifically required by Section 5(c¢)(2)(B) of
P.L. 93-579.



52

Educational Institutions;
Public Assistance and Soclal Services Agencies;
@ Housing Assistance Institrutions (mortgage guarantee
and rent subsidy);
Statistical Agencies and Research Organizations;
Employers, Labor Unions, and Employment and Personnel
Services;
@ Tederal Agencies Subject to the Privacy Act of 1974.
These 14 priority inquiries are the fact-finding founda-
tions of the Commission's entire program as currently planned,
and are the areas in which the Commission plans to hold the
majority of its publiec hearings. Most of these projects respond
to suggestions the Congress made to the Commission in Section
5 of the Privacy Act, and particularly Sectiom 5(c¢)(2). The
exceptions are public assistance, social services, housing,
and Federal agencies subject to the Privacy Act of 1974. How-
ever, public assistance, social services, and housing programs
comprise a substantial slice of the world of Federal-State
information systems on which Section 5(e)(3)(B) requires the
Commission to report. And, as to the Privacy Act assessment
project, it almost goes without saying that the Commission
could not recommend extension of the Act's principles and
requirements without first understanding how the Act and its
implementation éould be improved where it already applies.
As you know, the Commission has so far held public hearings

in five of the 14 practices assessment areas and will begin a
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sixth round--on primary health-care providers and third-party
payers--in Los Angeles tomorrow. These will be followed by
at least one additional day of hearings on medical records in
Washington and by hearings on credit-reporting and consumer-
investigative agencies, alsc in Washington, the first week in
August. Originally, we had scheduled hearings on education
records, public assistance and social services records, and
records used by research and statistical agencies and organi-
zations for this summer as well. Now, however, because of the
money shortage, we have had to slow down ocur preparations for
these hearings to the point where unless the $250,000 FY '76
supplemental is made available very soon, we will have to put
them all off until after October 1, which means, in effect,
that some of them will have to be cancelled altogether.

I should note in this regard that the legislaﬁive history
of Sections 5 and 9 of the Privacy Act demonstrate the Congress'
interest in having the Commission’'s inquiry be as much as pos-
sible a matter of public record. Hence, we decided at the
outset that our hearings must be a research tool as well as a
forum for exchanging views on issues. This means, however,
that each hearing requires a minimum of three to four months
full-time staff preparation followed‘by at least that many
months of effort in follow-up research and analysis of
findings.

The Subcommittee should know that these 14 practices

assessment projects are being carried out by a research staff



composed of the Deputy Director and five full-time project
managers who work in conjunction with the General Counsel and
two lawyers to implement our research-hearings strategy. They
are supported by four part-time research assistants.

We have currently allocated approximately $91,000 to the
staffing of this program during FY '76. §$99,000 of the requested
$250,000 supplemental appropriation is needed this year for
additional staffing of this program. We need:

e 530,000 for consulting services and research

assistance necessary to prepare the hearings
we want to hold this summer and fall on public
assistance, social services, public housing,
education and research and statistics;

e §$32,000 for follow-up research on the banking,
insurance, medical records and consumer reporting
hearings; .

e 510,000 for the extensive field work mneeded to
prepare the employment and personnel records
hearings scheduled to be held in October;

e $27,000 additional for the Privacy Act Assessment
Project, which is currently funded at only $12,000.

In addition, we have allocated as support costs directly
attributable to hearings preparation and the actual conduct of
hearings, including Commissioners' compensation and travel,

staff travel, some witness travel, and court-reporting and
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transcription costs approximately $68,000. We need to supple-
ment this budget by $30,000 to conduct the public~sector
hearings and prepare for the employment and personnel and
Privacy Act Assessment hearings to be held in FY '77.

Given the $250,000 supplement, the Commission will spend
in FY '76 approximately $288,000 total for staffing and support
costs for these 14 projects. In FY '77 we expect to spend an
additional $126,000 on them for staffing and $51,000 on directly
attributable hearings support costs. Thus, the total alloca-
tion for the Commission's inquiry into record-keeping practices

over the two-year period will be approximately $465,000.

Cross-Cutting Policy Issues Program

The Commission has identified a number of cross-cutting
information policy issues that will arise fepeatedly in its
inquiry and that in the name of both economy and consistency
of treatment should be isolated for special examination.

The Program Plan approved by the Commission at its January
meeting organized these cross-cutting issues intec three cate=-

gories;

(1) Common Practices and Standards: This category in-

‘cludes the two required reports on:

-~ how Federal agency records should be treated
wben they are disclosed to persons not subject
to the Privacy Act of 1974; and

-~ whether an individual éhould be able to sue a

Federal agency for general damages if he is
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harmed by a Privacy Act violation.

Also included are reports on, respectively:

~-- the need for a strengthened policy on the use
of standard universal identifiers, such as the
Social Security number; and

-- the criteria and procedures that should be
applied in determining when government
agencies should be given access to records
about individuals held by third parties.

Compliance Mechanisms: This category includes:

-- a comparative analysis of Federal and State
fair information practices statutes and their
respective implementation problems;

-- a comparative analysis of the mechanisms used
in other Federal and State statutes that seek
objectives analogous to those of an omnibus
Fair Information Practices Act modeled on the
Privacy Act but applicable at all levels
of government and in the private sector;

-- an analysis of the potential impact on State
and local public-record statutes and policies
of an all encompassing Federal fair informa-
tion practices law;

-~ an analysis of First Amendment problems that

may be posed by the application of certain
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fair information practice principles and re-
quirements in the private sector; and

an examination of the incentives and costs
associated with efforts by private organiza-

tions, including some major corporations, to

bring their record-keeping practices into
conformity with the principles and require-
ments of recently proposed or enacted fair
information practices legislation,

(3) Impact on Other Social Policy Objectives: This cate-

gory includes:

-~ the required study of the impact of informa-
tion systems on Federal-State relations and
on the principle of separation of powers; and

-- an examination of real and alleged conflicts
between the Federal Privacy and Freedom of
Information Acts with a view to resolving
sources of conflict in both.

The strategy for these analytical projects is to enlist
the help of policy makers and other legal, academic, and
practitioner experts through papers and seminars that will
assure that the Commission clearly understands the issues in-
volved in each, thereby contributing significantly to the
Commission's final recommendations.

These 12 projects will be managed by current members of

our research and legal staffs, but the bulk of the work will
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be done by teams of outside experts and several part-time
professionals who will‘be retained on a consulting basis.
Because of the priority placed on the fact-finding projects
and the partial dependence of the cross-cutting analytical
projects on the results they produce, we have only allocated
$22,700 from our current FY '76 budget for these projects.

Some planning work on the cross-cutting projects has been
completed, which will allow us to proceed ahead expeditiously
if the FY '76 supplemental is made available soon. In order
to initiate each of these projects in FY '76, we need $97,000
more than the $23,000 currently allocated to the program.

This additional sum will be used for commissioned papers and
workshops (with an average per project expenditure of $8,000).
With the $250,000 supplemental, in other words, the Commission
would spend approximately $120,000 for these 12 projects in

FY '76.

In our FY '77 budget request, we allocated $90,000 for
completion of these projects. Out of the $100,000 we project
we will need as an FY '77 supplemental, we would allocate an
additional $16,000. Thus, the total investment for the analy-
sis of these major policy issues over the two-year period will

be approximately $226,000.

Trend Assessment Program

The Commission recognized early that its recommendations

must take into account future trends in record-keeping practices,

59

and particularly trendg in the application of new techﬁologies
to personal-data record-keeping. With the assistance of the
National Science Foundation, the Commission has initiated a
preliminary study aimed at projecting the state of the art in
computer technology applications to the 1985-90 period. If
fully funded, this study will comsist of two parts. One will
involve a review and evaluation of the basic technological
capabilities likely to be available commercially by 1990; the
other an examination of the possible applications of these
capabilities to record-keeping in view of the anticfpated
social, economic, and political forces that will affect the
demand for them, and an assessment of the degree to which these
potential applications will or can affect the protection of
personal privacy. As part of this program, the Commission
also has a small agenda of exploratory studies aimed at inform-
ing it of significant problem areas not currently on our list
of priority inquiries.

The Trend Assessment Program is currently allocated $6,000
for initiation of the technological trend assessment studies.
$24,000 of the $250,000 supplement is needed to complete the
first part of the technological trend assessment study and to
initiate four of the small exploratory studies.

In FY '77 we have allocated $20,000 to initiate the second
part of the technological trend assessment study and out of
the anticipated FY '77 supplemental request of $100,000 would

allocate $23,000 for the initiation of a study of the attitudes
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and experiences of people who have attempted to avail themselves

of the rights guaranteed them by extant fair information prac=-
tices statutes.

Thus, the Commission's total effort for this program will
be $73,000.

The Commission'§ total program is clearly an ambitious
one. In our view, however, it is the minimum necessary to
fulfill our statutory mandate and, as I indicated earlier, we
are anxious to proceed.

If I may briefly recapitulate for you, then. In FY '76,
given the $250,000 supplemental appropriation, the Commission
will initiate and conduct 14 faet-finding projects, 12 poliey-
issue ingquiries, and five background studies. We propose
expending some $438,000 that is directly attributable to these
projects. Our administrative costs® for the operation of the
Commission and support of these programs add up to $374,000.

In addition, the start-up and program planning costs for the

period June-December, 1975, i.e., prior to the first of January,

1976, were $188,000 (see Table I, attached).
In FY '77, assuming approval of the Commission's currently

outstanding appropriation request of $750,000, we will complete

* These include professional staff--the Executive Director,
Deputy Director, General Counsel, Administrative Officer,
and Public Information Officer; clerical staff; space;
communications; materials; supplies; and administrative
services, etc. -
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the fact-finding projects, issues analysis projects, and back-
ground studies just deécribed. This will entail the conduct

of six additional public hearings and a dozen seminars. We
plan to expend $287,000 for the completion of these activities.
An additional $463,000 is earmarked for: (1) the administrative
support needed to complete these projects; (2) maintaining the
core staff capability necessary to synthesize the results and
assist the Commission in making its deliberations and decisions;
and (3) preparing and producing the Commission's final report
to the Congress and the President.

The projected $100,000 FY '77 supplemental appropriation
xequeét would provide $39,000 for the three programs, as des-
cribed aone; and an additional $61,000 to increase our reports
preparation and reproduction allotment so that we caﬂ submit
reports on specific topics in addition to the final report (see
Table II).

In sum, we clearly project the need for an additional
$350,000 to conduct our entire program as described above.
However, as I mentioned at the beginning, our FY '77 budget,
even including the anticipated $100,000 supplemental request,
contains no funds for editing and publishing the transcripts
of the Commission's public hearings, even though they are
already much in demand and the cost of reproducing.them on
request must be-borne by the Commission on what amounts to a

non-reimbursable basis. Nor does our FY '77 budget include
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funds for additional meetings of the Commission and experts
during the February-April, 1977 period which would well be
required for the Commission to complete its deliberations.
Therefore, we are requesting a margin of $150,000 which brings
our total authorization request up to $2 million, or $500,000
more than Section 9 currently provides.

Madame Chairwoman and members of the Subcommittee, this
concludes my presentation of the facts that support the Privacy
Commission's request for removal of the fiscal year limitation
on Commission expenditures and for an increase in the Commis-
sion's authorization ceiling to $2 million. I am confident
that the Commission has built the capacity te do its job well,
and on time, if the necessary resources are made available to
us.

Needless to say, I and the Commission staff members

present will be pleased to answer any questions you may have.
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{Whereupon, at 10:45 a.m., the gubcommitbee adjourned, to recon-
vene subject to the call of the Chair.]

@)



S. 3435

Rinetp-fourth Congress of the Wnited States of America

AT THE SECOND SESSION

Begun and held at the City of Washington on Monday, the nineteenth day of January;
one thousand nine hundred and seventy-six

An Act

To increase an authorization of appropriations for the Privacy Protection Study
Commission, and to remove the fizscal year expenditure limitation.

Be it enacted by the Senate and House of Representatives of the
United States of Admerica in Congress assembled, That the provision
of law referred to in the note immediately preceding section 553 of
title 5, United States Code, is amended to read as follows;

“Skc. 9. There is authorized to be appropriated, without fiscal year
limitation only to such extent or in such amounts as are provided in
appropriation Acts, the sum of $2,000,000 to carry out the provisions
of section 5 of this Act for the period beginning July 1, 1975, and
ending on September 30, 1977.”.

Speaker of the House of Representatives.

Vice President of the United States and
President of the Senate.





