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POP~SECRET/
WHEN CLASSIFIED DOCUMENTS ARE ATTACHED

THE WHITE HOUSE

UNCLASSIFIED UPON REMOVAL

WASHINGTON
OF CLASSIFIED ATTACHMENTS

July 21, 1976

MEMORANDUM FOR THE PRESIDENT

FROM: PHILIP W. BUCHEN/f?

SUBJECT: Assertion of Executive Privilege by You
and Authorization to Bring Action to
Stop Enforcement of Subpoena Issued to
the American Telephone and Telegraph
(AT&T) Company

BACKGROUND

Attached at TAB A is a copy of a subpoena issued on
June 22 to the AT&T Company for documents described
in the subpoena which are in the possession of that
Company and its various subsidiaries. The subpoena
is issued by Chairman Staggers of the House Inter-
state and Foreign Commerce Committee in behalf of
the Subcommittee on Oversight and Investigations of
which John E. Moss is Chairman.

Attached at TAB B is a draft "Memorandum of Under-
standing" prepared as a result of extended negotia-
tions by representatives of the Department of
Justice and representatives of the Subcommittee.
These negotiations were conducted with the knowledge
and concurrence of the intelligence community in an
effort to avoid enforcement of the above subpoena.
The purpose was to avoid disclosure by AT&T to the
Subcommittee of sensitive national security informa-
tion consisting of addresses, line numbers or
telephone numbers related to the subjects of warrant-
less electronic surveillance by the F.B.I. Except
for paragraphs 5-7, the draft "Memorandum of Under-
standing” has that effect, and those paragraphs,
while reducing the risk, would still allow access by
the Subcommittee to sensitive sources and methods

and as a result of paragraphs 12 and 13, would expose
this information to all Members of the House of
Representatives.




“TOP—SECRET

You have also raised the point that it seems
inappropriate for a formal written agreement to
be entered between an Executive branch department
and a Subcommittee of the Congress, pointing out
that in the past, the Executive branch has merely
stated in a letter the conditions under which it
would furnish information to a Committee or
Subcommittee of the Congress.

CURRENT STATUS OF MATTER

At the meeting of the National Security Council
this morning, it was recommended that unless the
effect of paragraphs 5-7 of the draft "Memorandum
of Understanding” was altered in a satisfactory
manner and undertakings by the Executive branch
could be evidenced in some other manner, consis-
tent with prior practices, you should take actions
and give directions for protecting the subpoenaed
documents from disclosure by AT&T to the Congress
insofar as they relate to foreign intelligence
sources and methods.

You are also planning to meet this afternoon with
the Attorney General, the Chairman and some other
Members of the President's Foreign Intelligence
Advisory Board to seek their advice and counsel.
At that time, George Bush will have met with
Chairman Moss to see if a basis still exists for
arriving at satisfactory arrangements which would
make it unnecessary for AT&T to comply with the
subpoena.

RECOMMENDATION

If after your meeting this afternoon, and your report
from George Bush you decide to take alternative steps
concerning the subpoenaed documents, the actions
discussed below are recommended:

As a condition to bringing a court action to
prevent compliance with the subpoena to AT&T,
it will be necessary for you to follow the
procedure set forth in the Attorney General's
memorandum to you at TAB C. (For the purpose of

POP—SECRET/WITH ATTACHMENTS



assisting you in determining whether you should
assert Executive privilege as recommended by the
Attorney General, there are attached at TAB D
affidavits of George Bush as Director of Central
Intelligence, Lew Allen, Jr. as Director of
National Security Agency, Robert L. Keuch as
Deputy Assistant to the Attorney General and
James B. Adams as Special Agent of the Federal
Bureau of Investigation. These affidavits are
prepared in a form that permits them to be used
in connection with such law suits as may be
necessary to protect the documents in question.)

To carry out the Attorney General's recommendation,
you should sign the letter at TAB E which is
addressed to Chairman Staggers of the Committee

on Interstate and Foreign Commerce, the letter

at TAB F addressed to W. L.Lindholm as President

of AT&T and the attached Memorandum to the
Attorney General at TAB G.

Attachments

POP—SECRET/WITH ATTACHMENTS
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MOSS MATTER

Description

Copy of subpoena to Robert D. Lilley, Present,
AT&T, requiring him to appear on Monday, June 28
in Room 2323 at 10:00 a.m. or produce documents
by noon on June 25.
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Amerxcan, Telephone a.nd Teleg;. aph Company’
'.[’he Bell Telbphone Comc.a.ny of Pemsylvama.

The Dxamond S\‘a..e Telephone Company : 4' , P
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3l
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ATTACHMENT TO SUBPOENA NO. 94-2-3

1. Full and complete copies of Federal Bureau of Investi-
gation (FBI) national security request letters, in the
possession or control of American Telephone and Tele-
graph (AT§T) and its 24 operating companies listed be-
low*, for access to phone lines handling either verbal
-OY non-~ verbal communications.

2, Copies’ of any and all records in the possession or con-
trol of ATET or its operating companies prior to 1969
when written FBI requests were not routinely requested
by ATET and its operating companies.:

3. Copies of any and all applicable Bell System Practices
(BSP's) describing company policy regarding national
security "“taps' or “provision of facilities'" to law
enforcement or-intelligence agencies. This should in- -
clude both current BSP's ‘and any BSP's on the subject
which have since been revised or discontinued.

4. Copies of internal memorandum, correspondente, board
"~ minutes, or other records relative to ATET, .and/or
any AT&T operating company, practice or policy with
respect to natiomal security "taps'"™ or "provision of
facilities" to law enforcement or intelligence agenc1eq,
covering the last 10 years.

*Bell System Companies (see attached llst)

!
|
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'MEMORANDUM OF UNDERSTANDING

The purpose of this memorandum is to set forth the pro-
cedures and understandings reached between the Subcommittee
on Oversight and- Investigations of the House Committee on
Interstate and Foreign Commerce and the Executive Branch
actingvthrough the Department of Justice for the furniéhiﬁg
of information and documents to the Subcommittee in connection
~with its current investigation of electronic surveillance
without warrant or court order in or affecting interstate
commerce. These un&erstandings relate to the outstanding
subpoena of the Subcommittee dated June 22, 1976, issued to
AT&T for documents concerning electronic surveillances re-
quested by the FBI and the renresentations of the Department
of Justice that these surveillances may involve fpreign as
well as domestic security.

(1) AT&T has been requested to prevare and provide to
the Subcommittee an inﬁentory of the documents whiéh emanated
from the FBI requests for interception cf the communicaticns,
listing only the dates. The Department of Justice will be
furnished a copy of the inventory by the Subcommittee. The
FBI will divide the inventoried items into two groups--domestic
surveillances and foreign intelligence surveillances—;using

the following definition for the purpcse of this agreement only:

o



Foreign intelligence surveillances are surveillances

of the communications of foreign zovernments, cstablished
or. generally recognized political parties or significant
factions, military forces presumad to pose a threat to
the security of the United States, agencies or enter-
prises controlled by such entities or organizations com-
posed of such entities whether or not recognized by the
United States, or foreign-based terrorist groups or
persons knowingly collaborating n any of the fore-
going; domestic surveillances include all other surveil-
lances. '

er
wit
1

'(2) The Subcommittee, at the request of the Department of
Justice, has selected two years, 1972 and 1975; to be examined
for initial research and the gathering of information. The
Subcommittee reserves the right to examine documents from the
remaining years covered by ‘the subpoena in the same manner as
will be accomplished for the years 1972 and 197S.

(3) As to any surveillances which are designated by the
FBI as domestic as distinguished from foreign, the Subcommittee
will be furnished with the memoranda uvon which the Attorney
General based authorization for the surveillance, including
any renewal thereof, which were prepared by the FBI or other
federalvagencies explaining the basis upon which the surveil-
1ance$ were sought. The Subcommittee may require, in selected
instances, the initiation and termination dates of designated
surveillances. These memoranda will bte furnished to the Sub-
committee without any changes, deletions or additions other

. . i 1
. than certain mutually agreed upon minor deletions. The

1., . . . .

It is understood by the parties that "minor Zdeletions" refers only to
those deletions made necessary because of an ongoing investigation of
particular sensitivity.

#



Subcommi;tee agrees to maintain security arrangements over the

materiai so furnished and handle it in accordance with Rule

XI of the House of Representatives. The documents will be

returned to the FBI upon completion of the Subcommittee's in-

vestigation and issuance of a report by the Subcommittee. This

procedure, however, will in no way restrict the privileges of

the House of Reﬁresentativés or the Members thereof under Rule XI.
(4) The Subcommittee will select sample items from those

identified by the FBI as relating to foreign inteliigence

surveillances. Representatives of the Subcommittee will be

given access at the FBI to copies 0of the memoranda upon which

the Attorney General based authorization for the surveillance,

including any renewal thereof, which were prepared by the FBI

or other federal agencies and which explain the basis upon v.

which the fofeign'surveillance was sought. This material will

be edited only by deleting names, addresses, and telephone

numbers of individuals who were targets and sources of information

or deleting information which would disclose such targets or

sources. Where such editing occurs, generic identification with

a reasonable degree of specificity will be provided, including

indication of whether the individual was a United States citizen.

The Subcommittee may require, in selected instances, the

“initiation and termination dates of designated surveillances.

. o -



(5) From this sanple group of memoranda reiating to
féreigﬁ inte11igence surveillances, the Subcommittee wiil
select a reasonable numBer as a sub-sample for verfication
purposes.

(6) The Subcommittee designates Stephen Sims, J. Thomas
Greene, and Benjamin Smethurst to conduct the verification
-procedure-refer}ed to in paragraph (5). They will examine
a reasonable number of unexpurgated memoranda to determine
the authenticity of the sampie and approprizate classification
as foreign or domestic. Théy will report their findings to
the Subcommittee Chairman. Subcommittee staff so designated
agree‘not to disclose the names of targets or sources of
foreign intelligence surveillance falling within the definition
specified in paragraph (1) of this mermorandum to any person |
other than the Subcommittee Chairman.

(7) Subcommittee staff participating in the verfication
procedure specified in paragraph (6) and in the sample pro-
cedure specified in paragraphs (4) and (5) may take and retain
notes during such procedures. The FBI may confer with Sub-
committee staff on those notes and may give appropriate advice
to the Subcommittee Chairman concerning the sensitivity of

information contained in those notes.



(8) The Subcommittee will give the Department of Justice
advance notice as to the name of the person or persons who are
to be given access to thé documents at the FBI described in
paragraphs (4) and (5), and appropriate access authorization
will be issued by the Department of Justice, based on the
designation of the Subcommittee Chairmanr/ It is the contem-
plation of the ﬁarties that any background checks on the
person or persons named will not delay the Subcommittee's
-investigation and will not in any case lengthen the tihe
periods Specified. The complete background investigation will
be made available to the Subcommittee Chairman.

(9) The search, gathering,and preparation for access’to
“the necessary materials will commence immediately, based upon
FBI records and supplemented by the AT4T inventory. The Sub-
committee will be furnished the memoranda pertainiﬁg to the .
domestic surveillances, and given access to the foreign
memoranda on a month—by-month basis as they are collected,
but commencing no later than July 22; 1976, and concluding on
or before August 3, 1976.

(1Q) During the process of furnishing information to the
Subcommittee, the return date on the outstanding subpoena
will be extended to August 4, 1976, with respect to'thc FBI
. Tequest letters and the subpoena remains in full force and

effect.

_/ With regard to the verification procedures under paragraph 5,
the only personsidesignated to conduct those procedures are the
three individuals specified in paragraph 6.



(11) Notwithstanding any of the foregoing, the Department
of Jusfice agrees to immediately furnish to the Subcommittee,
regardiess of any desigﬂation as foreign or domestic surveillance,
all memoranda, without deletion, pertaining to any individual with
respect to whom a surveillance was authorized--
(a) within the time period covered by the subpoena,

(b) for which no warrant or other court order was
issued, and '

(c) who was, at the time the surveillance was
authorized, either a candidate or nomince for
elective office, or an elected official, of the
United States or a political subdivision thereof,

except that if the memoranda submitted to the Attorney General
upon ﬁﬂich fhe authorization was based contain no indication that
the individual was seeking or held elected office and suﬁh infor-
mation is not known by persons at the FBI having custody of the
documents or ascertainble by reasonable inquiry, such surveillance
is not subject»to this paragraph.

(12) The Subcommittee Chairman and the Ranking Minority Member
of the Subcommittee shall have access to all informatioﬁ made avail-
able to the Subéoﬁmittee at the FBI premises. Information in the
possession of the Subcommittee will be subject to Rule XI of the
Rules of the House of Representatives.

(13) All information acquired by the Subcommittee pursuant
" to this memorandum will be received in Executive Session and
subject to Rule XI of the Rules of the House of Representatives.
All interpretations-of this agreement shall be consistent with
such Rule and with the statutes and Constitution of thebUnited

States.



This Agreement is without prejudice to the rights of the
Subcommittee to enforce ‘the subpoena through appropriate means
or of the Executive Branch to protect its interests in connection

with the outstanding subpoena.

ADEPARTMENT OF JUSTICE : CHATRMAN,
SUBCOMMITTEE ON OVERSIGHT
AND INVESTIGATIONS

DATE: July 20, 1976

-y
’






®ffice of the Attornep General
Washington, B. €. 20530

MEMORANDUM

Re: Assertion of Executive Privilege With Respect
to a House Committee Subpoena to American
Telephone and Telegraph Company.

Attached are a draft letter to the House Committee on
Interstate and Foreign Commerce asserting a claim of Executive
Privilege with respect to information subpoenaed from the
American Telephone and Telegraph Company (AT&T), a draft
letter to that Company reaffirming its obligation not to
disclose the information subpoenaed, and a memorandum to the
Attorney General instructing him to take such action as is
necessary to prevent unauthorized disclosure of the information.
I am submitting these to you pursuant to the procedures
established in former President Nixon's Memorandum Establishing
a Procedure to Govern Compliance with Congressional Demands for
Information, dated March 24, 1969.

Beginning in World War II the United States arranged
with AT&T to provide facilities and services necessary to
conduct electronic surveillances in national security cases.
Due to the unique position of that Company with respect
to telephone and other communications lines in the United
States, it is necessary to rely on its services to identify
precisely the lines servicing the targets of surveillance.
Accordingly, the Government has been obliged to secure the
assistance of AT&T in conducting these surveillances and to
supply that Company with extremely sensitive national security
information in order to obtain these services. Arrangements
were made orally until 1969. Since then, the Federal Bureau
of Investigation has provided AT&T with written requests for
services, including special lease lines. These requests
obligate the government to pay AT&T the going commercial rate
for the lease lines. The letters provide information which
would identify the target of the surveillance and the location



of the facility in which monitoring will be done. The letter
specifically advises AT&T: ''You are not to disclose the
existence of this request. Any such disclosure could obstruct
and impede the investigation."

On June 22, 1976 the Committee on Interstate and Foreign
Commerce of the House of Representatives subpoenaed records
of AT&T relating to its assistance to the government in
national security electronic surveillances, specifically
requesting copies of all lease line letters. As detailed in the
attached materials, compliance with this subpoena by AT&T
would compromise existing national security electronic
surveillances, disclose sensitive intelligence sources and
methods, disclose the government's foreign intelligence capa-
bilities, and jeopardize the foreign relations of the United
States. It is clear that such a disclosure would be contrary
to the public interest.

I recommend that the President assert Executive Privilege
as to these records and instruct AT&T, as a contract agent
of the Executive Branch of the Federal Government, to decline
to comply with the subpoena.

)ZV;%&ML‘;Z o

Attorney General
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: 004700527
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UNITED STATES DISTRICT COURT
FOR THE DISTRICT O COLUMBIA

ey 194 o N e Wl N IUT Lo T BRI YR AR b PR

.UNITED STATES OF AMERICA,

P e ahatt

Plaintiff,
V. Civil Action No. - :

AMERICAN TELEPHONE AND
TELEGRAPH CORP., et al.,

Defendants.

AFPFIDAVIT OF ROBERT L. KEUCH

City of Washingtén )
SS.
District of Columbia )
ROBERT L. KEUCH, being duly sworn, deposes and says:
1. I am Deputy Assistant Attorney General for the Criminal
Division of the Department of Justice. As part of my official
duties, I am responsible for reviewing all applications for

~authorizations to conduct electronic surveillances involving

the national security, and, following such review, to submit

my views as to whether such applications should be approved.

e——

2. As a result of these responsibilities, I am familiar

with the procedure follcocwed for the authorization by the

[,

Attorney General, acting for the President, of electronic
surveillance for foreign intelligence purposes and the in-

formation produced pursuant to such procedures.

I

An intelligences agency recommending to the Attorney General

the use of electronic surveillance to protect the national

i

security against actual or potential attack or other hostile

acts of a foreign power, to obtain foreign intelligence information




deemed essential to the security Qﬁ the United Séates;'or

to protect national sepurity informatioﬁ aéainst foreién in-
telligence activities must submit a memorandum to the Director
of the Federal Bureau of Investigation (¥FBI) explaining the
nead for, and scope of, the proposed surveiliande. It thé
Director of the FBI approves the request, it 1s then forwarded
to the Attorney General. As noted above, all applications
must be approved personally by the Director of the FBI,
regardless of wihether that agency is the initiator of the
application.

3. Upon receipt, the Attorney General refe%s all applica-
tions to me for review. I advise the Attorney General .whether
in my view the application satisfies the current criteria of
the President and the Department of Justice for approval. The
application and my views are returned to the Attorney General,
who is personally responsible for acting for the President
and either approving or rejecting the application. Upon occa-
sioﬁ the Attorney General also refers the applications to a Com-
mittee comprised of 4 Assistant Attornéys General for their views.
I also sit as an ex officio member of that group.

4. If the application is approved by the Attorney General,
the FBI institutes the requested surveillance. Since information
intercepted is noved from the point of interception to the point
of monitoring via leased télephone lines, a "leased line" or

"national security reguest" letter (a sample of which is appended

-

as Attachment I) is provided to the local American Telephone and

Telegraph (AT&T) affiliiate, identifying by phone number, address,
‘or other numeric indication the location from which the leased
line runs to the location at which the intercept is collected --
usually the local FBI field office. The aid of the AT&T affiliate
is enlisted for the limited purpose of identifying the exact loca-

tion of the line to be surveilled, in order to permit interception

at a secure point.



These leased line letters have been used for all requests
directed to AT&T for leased intercept lines since 1969;
prior to that time, regquests were routinely handlcd verbally
batween established contacts within the governmént-and the
B211l System.

5. Any dissemination of the information relaﬁing to thé
national defense following the word "from" in the second
paragraph of the national security request letter would
immediately reveal the location of the target line and, in vir-
tually all cases, the identity of the object of the surveillance.
Such disclosure would terminate various iptelligence ahd'
counter-intelligence programs, would identify and endanger in-
formants and double-agents currently supplying information,
and would reveal the technical capabilities of the United
States in capturing such information. Such disclosure would
close off valuable sources of information important to our
national defense and national security. It would also severely
" hamper the conduct of our relations and affairs with foreign
powers. In short, disclosure of the targets and nature of
all foreign intelligence national security electronic sur-
veillances over the past eight years would do irreparable
and inestimable damage to the foreign relations and foreign
intelligence systems of the United States. Similarly, dis-
closure of earlier records or internal Bell memoranda con-
taining such identifving information would cause irreparable
;nd grave damage to the national security.

) 6. Specifically, disclosure of the demanded documents
would reveal the identity of every foreign power, agent of a

foreign power or foreign entity, which is, or has been,
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the subject of our intelligence interests. While many people !

may suspect that such surveillances are conducted as part of our

1 s ot A

intelligence and counter-intelligence activities, a public

confirmation of this fact would seriously impact upon our

[———

foreign relations and would provide those governments whose
interests are inimical to ours with propaganda and negotiating
resources that would be very harimful to our national security.

Disclosure of these documents would also identify those

individuals who are, or have been, the subject of such sur-

veillances. Under the Executive Branch'é‘clearly announced {
policy, we conduct such surveillances only when we have
reason to believe that an individual is an agent of a foreign
power. Therefore, identification of those individuals who
have been surveilled would point out not only the agents
about whom we know, but also those agents whom we have not
identified. Thus, such disclosure would pfovide counter—
intelligence information to foreign powers whose policies or
actions are inimical to our national interest. It should
also be noted that the individual being surveilled as a f
foreign agent is often a deep-cover agent whose identity
could only come from a very small or select group of sources;
disclosure of cur knowledge of the ageﬁt's existence or
identity would sericuslv jeopardize extremely important
agents or sources. At the same time, it might disclose our
knowledge of locations being utilized by foreign powers to =
conduct business. And conversely, disclosure of some

locations would identity those of which we are not aware.




7. In view of the considerations set forth above, and

(2

based on my knowledge of our procedures and.my participation
in conferences with senior representatives of the éentral
Intelligence Agency, the National Security Agency, the Federal
Bureau of Investigation, the Naticnal Security Council, and-
with the Attorney General, it is my considered judgment
that any disclosure of the subjects of our foreign intelli-
gency electronic surveillance efforts would cause ifreparable
damage to the conduct of our foreign affairs and to our national
security. |

8. I am informed by H.W. William Caming, Counsel for
AT&T with overall responsibility for security matters relating

to the Bell System and including all national security matters,

that AT&T is of the opinion that it must comply with the
Congressional subpoena served upon it. Thus, absent any legal

action initiated by the United States, AT&T intends to turn over

the demanded documents.

TCobet T L YSuclk

ROBERT L. KEUCH

Deputy Assistant Attorney General
Criminal Division
Department of Justice

Subscribed and sworn to before me this day of .
1976.

NOTARY PUBLIC

My Commission Expires:

[
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UNITED STATES DISTRICT COURT

FOR THE DISTRICT OF COLUMBIA

UNITED STATES OF AMERICA,
| Plaintiff
V. Civil Action No.
AMERICAN TELEPHONE AND TELEGRAPH CORPORATION, et al.

Defendant

AFFIDAVIT

I, James B. Adams, being duly sworn, depose and say as
follows:

(1) I have been a Special Agent of the Federal Bureau
of Investigation (FBI) for 25 years. I am now and for the past
two years have been the Assistant to the Director (Investigation).
In my present position I have supervisory responsibility for all’
FBI investigative matters.

(2) A leased line letter is a request'from the Director
bf the FBI to a telephone company requesting private line service
between two given points for the purpose of implementing an
electronic surveillance. It is addressed to an official of the
local telephone company which controls the necessary facilities -
and is delivered personally to the addressee by a Special Agent
in thé FBI field office in whose territory the telephone company
is located. At present the text of the letter states that the
request is in connection with an investigation being conducted
by the FBI within its lawful jurisdiction. It also states that
the request is made based on the written authorization of the
Attorney General of the United States as a necessary investi-
gative technique under the powers of the President to protect
the national security against actual or potential attack or
other hostile acts of a foreign power, to obtain foreign intel-

ligence information deemed essential to the security of the
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United States, or to protect national security information

against foreign intelligence activities, in connection with an
investigation of organizations or individuals suspected to be
agents of or acting in collaboration with a foreign power.

The letter indicates the specific point of connection such as

the address of the target of the surveillance, or a point such

as a telephone pole or line number associated with the target's
communications system, or some other specific point to facilitate
the transmission of the intercepted communication and a termination
point, usually an FBI‘office where the monitoring is accomplished.
The letter requests the telephone company not to disclose the
existence of the request for service. The current text of the
letter has been agreed upon by Legal Counsel of American Telephone
and Telegraph Corporation, the Department of Justice, and the FBI.
Although the language of leased line letters has been refined
since 1966, they have always stated the request was made upon the
written authorization of the Attorney General and was for national
security purposes.

(3) The damage assessment related to the disclosure‘of
the individual leased line letters is based upon three elements.
The letter identifies or makes possible for identification the
location of a target of interest to the United States intelli-
gence community. It indicates a time frame of interest toward
the target by the intelligence community. It provides informa-
tion concerning the technical capabilities possessed by the
intelligence community for obtaining intelligence information
covertly.

(4) If the foreign intelligence and diplomatic communi-
ties obtain this information, there will be both ccunterintel-
ligence and positive intelligence ramifications. As to the

former, the disclosure would expose the extent of the knowledge
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of the United States intelligence community to foreign intelli-
gence services. Those countries, which are generally thought
to be hostile, would be given an indication as to whether their
intelligence personnel, both legal and illegal, had been
compromised based upon whether a location associable with their
personhel had been the target of an electronic surveillance.

It would allow them to assess specific intelligence operations
carried on by them in this country based upon the time frame

of our efforts directed against locations either overtly or
covertly maintained by them. It would allow the foreign intel-
ligence services, in those instances in which we have conducted
surveillances of their agents, to assess the possible methods
or sources which led to the identification of the specific
agent. Identification of sources could lead to the death of
live sources and impact adversely upon our ability to recruit
new or additional sources of information. -

(5) As to the positive intelligence collection, dis-
closure would greatly diminish the exposed target as a productive
source of information. It would also cause increased security
by all similar targets not identified. Disclosufe of targeted
countries could result in foreign nations, their officials,
employees, and other individuals refusing to furnish information
to the FBI in criminal and intelligence matters.

(6) Furthermore, allowing the foreign intelligence
services to learn which of their agents or operations had been
neutralized, permits them to deduce which agents and operations
have not been compromised and thereby allows increased opera-
tional use by them. Also the disclosure of leased line letters
would give to foreign intelligence services an indication of

the extent of the technical capabilities of the United States

intelligence community for accomplishing electronic surveillances.

s
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This would permit foreign intelligence services to direct more

precisely their efforts toward thwarting these capabilities and

allow them to adopt methods of operation not susceptible to our

capabilities.

(7) A review of FBI records concerning leased line

letters disclosed that from January 1, 1966, to July 1, 1976,

748 leased line letters requesting private line facilities

were prepared for transmittal to telephone companies. A yearly

breakdown is as follows:

1966
1967
1968
1969
1970
1971
1972
1973
1974
1975

1976

26

15

16

39

64

77

76 -
95

141

141

58 (July 1, 1976)

7

\) ot 12,

/JAMES B. ADAMS
Assistant to the Director (Investigation)
Federal Bureau of Investigation
Washington, D. C. 20530

4

Subscribed and sworn to before me this ,fc"iﬁay of July, 1976,

in Washington, D. C.

Nt
c"?';[ A N . -l: “;;'. . ’} \; »

v _Notary Public

)
My commission expires SRS S D .







THE WHITE HOUSE

WASHINGTON

July 21, 1976

Dear Mr. Chairman:

Your Committee's subpoena of June 22, 1976, addressed

to the President of the American Telephone and

Telegraph Company, requests the production of documents
concerning activities which that Company undertook,

under contract with the Executive Branch of the United
States Government, in the interest of the national
security. Acting upon request of the Executive Branch,
under the authority of the President of the United States,
the American Telephone and Telegraph Company, contracted
to provide services essential to securing information
vital to the protection of the national security and
foreign policy of the United States. Due to the unique
position of that Company with respect to telephone and
other communications lines in the United States, it has
been necessary for the Executive Branch to rely on its
services to assist in acquiring certain information neces-
sary to the national defense and foreign policy of the
United States. To secure these services, the Executive
Branch has supplied to the American Telephone and
Telegraph Company sensitive national security information
with the understanding that such information would not be
disclosed except to the extent necessary to provide the
required services.

In receiving, acting upon and retaining this information,
the American Telephone and Telegraph Company was and is

an agent of the United States acting under contract with
the Executive Branch. The Committee's subpoena to the
Company is therefore directed in substance and effect, to
agents acting on my behalf. I have determined that
compliance with the subpoena would involve unacceptable
risks of disclosure of extremely sensitive foreign
intelligence and counterintelligence information and would
be detrimental to the national defense and foreign policy of



the United States. Compliance with the Committee's
subpoena would, therefore, be contrary to the public
interest. Accordingly, I have instructed the American
Telephone and Telegraph Company, as an agent of the
United States, to respectfully decline to comply with
the Committee's subpoena.

Sincerely,

The Honorable Harley O. Staggers
Chairman

Committee on Interstate and Foreign
Commerce

U. S. House of Representatives

Washington, D. C. 20515






Mr. W.L. Lindholm

President, American Telephone and
Telegraph Company

195 Broadway

New York, N.Y. 10007

Dear Mr. Lindholm:

Pursuant to agreement reached with the American Telephone
and Telegraph Company, the Executive Branch of the United
States Government has, from time to time, contracted for
facilities and services necessary to secure information
vital to the national defense and foreign policy of the United
States. Given the unique position of the Company with respect
to telephone and other communications lines in the United
States, it has been necessary to use its services and to pro-
vide extremely sensitive information, in connection with each
request for assistance. This information has been provided by
the Executive Branch on condition that the Company is 'mot to
disclose the existence of this request."

I have been advised that the Committee on Interstate
and Foreign Commerce of the U.S. House of Representatives
has subpoenaed records of the American Telephone and
Telegraph Company containing information furnished to the
Company by the Executive Branch of the Federal Government
to carry out the services for which the Government has
contracted with the Company. I have determined that
compliance with this subpoena would not be in the public
interest because of the sensitivity of this information
to the national defense and foreign policy of the United
States. Accordingly, you are not authorized, under your
agreement with the Executive Branch of the United States
Government, to provide this information to the Committee.

Sincerely,

Gerald R. Ford






MEMORANDUM FOR THE ATTORNEY GENERAL

I have today determined that the public interest requires
that certain information supplied by the Executive Branch to
the American Telephone and Telegraph Company in order to
secure its assistance in the conduct of electronic surveillances
necessary to the national defense and foreign policy of the
United States not be disclosed and have instructed the Company
not to furnish this information to the Committee on Interstate
and Foreign Commerce of the House of Representatives, not-
withstanding that Committee's subpoena of June 22, 1976. I
have also advised the Chairman of the Committee of this decision.

You are hereby authorized and directed, on my behalf,
to undertake such action in the courts or by further discussion
with the Committee and the American Telephone and Telegraph
Company as may be appropriate to prevent the disclosure of
this sensitive information.

Gerald R. Ford



IHE PRESIDERT HAS SEEN

2-Qi048

TALKING POINTS

1) This meeting arises out of the Moss Subcommittee subpoena
of certain sensitive material in the possession of AT&T;
the surrender of which would be detrimental to United
States national security interests.

2) Although you have your own views on the matter, it has
been reviewed by the NSC, but you wanted to obtain the
views and suggestions of PFLA/B as to how they viewed the
request and how you should proceed.

3) - To expedite discussion the following agenda is suggested:
AGENDA
a) Factual summary -- Jack Marsh, Chairman,

Intelligence Coordinating Group (3 min. ).
b) Current legal situation -- Phil Buchen (3 min. ).
c) Executive comments -- (B F-l'c.“‘,)
-

Ed Levi

George Bush

Brent Scowcroft
d) Others called on by the President.

d) Discussion and views from PFIAB -- Leo Cherne,

Chairman.

July 21, 1976
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1. Full and complete copies of Federal Bureau
of Investigation (FBI) national security
request letters, in the possession or control
of American Telephone and Telegraph (AT & T)
and its 24 operating companies listed below,
for access to phone lines handling either
verbal or non-verbal communications.

2. Copies of any and all records in the pos-
session or control of AT & T or its operating
companies prior to 1969 when written FBI
requests were not routinely requested by
AT & T and its operating companies.

3. Copies of any and all applicable Bell System
Practices (BSP's) descrlblng company pollcy
regarding national security ''taps'" or ''pro-
vision of facilities'" to law enforcement or
intelligence agencies. This should include
both ¢urrent BSP's and any BSP's on the sub-
ject which have since been revised or dis-
continued.

4. Copies of internal memorandum correspondence,
‘ board minutes, or other records relative to
i AT & T, and/or any AT & T operating company,
practice or policy with respect to national
security ''taps" "provision of facilities"
to law enforCGment or 1nte111gence agencies,
coverlng the la t 10 years.
The subpoena is directed to AT & T and its chief operating
officer. The materials demanded were originally scheduled to
- be turned over to the Subcommittee on June 28, 1976. Because
of ongoing negotiations, the compliance date was extended to
July 23, 1976. ' On July 22, 1976, this suit was filed with the
plaintiff seeking a temporary restraining order enjoining AT & T's

planned compliance with the subpoena. The parties appeared in

open Court. The Chairman of the Subcommittee, Representative Moss,

filed a motion to intervene as a party-defendant, which was granted.

Counsel were heard including counsel for the intervenor. A tem-
porary restraining order was entered that afternoon by the Court

in order to maintain“the~stétus5quq‘pending hearing on the motion

8 ]
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for preliminary injunction, which was set for'July 28, 1976.
The Court with the consent of counsel further ordered that the
action on the merits be advanced and consolidated with the
hearing on preliminary injunction. The plaintiff has moﬁed
for summary judgﬁent. The intervenor filed a motion to dismiss
6r in the alternative for summary judgment.

On the basis of the entire record before the Court and
for the reasons to be detailed in this Memorandum, the Court con-
cludes that the plaintiff is entitled to summary judgment and
‘that AT & T should be permanently enjoined from complying with
the Subcommittee'sfsubpoena. The following constitute the Court's
findings of fact and conclusions of law. ,

The Executive Braﬁch has in the paSt and continues to ?
conduct electronic surveillance based upon national security with-
out judicial warrant. The legality of such procedures is not |
presentlybbefore this Court; It is necessary, however, to under-
séand the brocedures by which such surveillance is instituted.

The affidavit of Robert L. Keuch, Deputy Assistant Attorney
Geperal‘for the Cfiminal Division of fhe Department of Justice,
details these pfocedures which are designed to limit the use of
such surveillances to appropriate cases. These procedures ére
~as follows: An intelligence agency requesting such electronic
surveillance must submit a memorandum to the Director of the
Federal Bureau of Investigation, explaining the need for ﬁhe
préposed surveillance. 1In order to obtain approval, its intent
must be either 1) to prevent an actual attack or hostile act of

a foreign power; 2) to protect foreign intelligence information -

deemed essential to the sééurity of the United States; or 3) to



prétect the national security information against foreign intel-
ligence activities. The Director, if he approves of the request,
forwards the reQuest to the Attorney General. The Attorney General
then confers with two Assistant Attorneys General and determines
whether the electronic surveillance shouid'be approved.

If approved, the FBI institutes the requested surveil-
lance by hand—deliveripg, in a secure fashion, to the local offic
of the telephone cbmpany, subsidiaries of defendant AT & T, a
"national security request letter' which includes the phone nurber,
the address, or some other indication identifying the object ofl
the electronic surQéillance. Such a requegt is necessary because
the infofmation'intercepted is moved from the point of intercep-
‘tion‘(i.e., the telephone line leading to the object structure)
to the point of monitoring (which may be the local FBI office)
by way of a 1eased‘telephone_1ine, which can be installed only
by AT & T and its subsidiaries. It is such ''mational security
request . letters' which are sought in paragraph 1 of the subpoenz
at issue in this case. |

' Until the 1ate 1960's, records of'réquests to, or
cooperation by, AT & T in national security electronic surveille=nces
were not maintained. However, in the late 1960's, AT & T and the

. Department of Justice entered into negbtiations'reSUlting in a
form letter, callea the national security request letter, which
~served to reduce to writing and refine the existing policy. There-
after, beginning in the late 1960's, each time a national securicy
request for leased lines between the points of interception and

the point of monitoring was requested from AT & T or its subsidiaries,

a national security request letter was forwarded, which included
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(1) a request that a leased line be provided at the usual com-
mercial rate, (2) a statement that the request was made upon a
specific authorization 6f the Attorney General for purposes of
national security, (3) the phone number, location or other
information relafing to the lines to be intercepted, and (4)
the statement that AT & T was not to diséloge themeQistence of
the request because such disclosure could obstruct and impede
the investigation. | |

It is the reléase of these post-1969 lefgérs that the

plaintiff finds most inappropriate, because of the highly sensitive

‘information contained therein. One portion of the letter (called

the "To" portion) refers to the local FBI monitoring station which,
if it were to become public knowledge, would require the reloca-
tion of those stations. However, it is the "From'" portion of the
request letter which is of crucial importance. An analysis of
what is included aftrer the word "From'" could idéntify the subject
of the national security surveillance in one of three ways. First,
the target of the sufveillanée may be identified by the listing

of the specific telephone number to be intercepted; second, the
target of the surveillance may also be identified by the listing

of the specific addresses that are to be covered in the surveil-

lance; and third, the target of the surveillance may be identified

by the use of technical terms referring to AT & T lines or junction

points.

The plaintiff has asserted that the disclosure of these
letters or the information contained in them would have extremely
serious national security and foreign policy repercussions. First,

the information in these letters would disclose the identity of
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every fofeign»power, or agent of a foreign power or entity, which
is, or which has been, a subject of intelligence interest to the
United States. While it may be understood that, as part of its
intelligénce and counterintelligence activities, the United States
conductsfsuch surveillances, public confirmation of this fact\

i L]
seriously detrimental to the foreign relations of the

mbuld be
ﬁnited States and would provide those governments whose interests
are inimical to the inferests of this nation with propagahda
and negotiating resources which would be very harmful to our
national security.
;1 Second, plaintiff has asserted, publicationland dis-
closuré of the telephone numbers included in the request letters
_ would_@isclose the identities of all those individuals who are,
br wholhave been, the subject of national security electronic
surveillance. Under the Executive Branch's announced policy,
such electronic surveillances for national secﬁfity purposes
are conducted only when there is reason to believe that an indi-
vidual is an agent of a foreign power engaged in clandestine activi-
ties, ingluding espionage, sabotage, or terrorism. Identification
of those individuals who have been subject to surveillance will
point out not only the foreign agents that are known, but would
be counterintelligence information useful to unfriendly countries
or poﬁers because it WOuld indicate those agents who haQe not been
identified by United States intelligence agencies.

Moreover, in some instances the individual who is the
subject of surveillance is a deep-cover foreign agent whose identity

could only come from a very small or select group of sources, and

disclosure of the United States' knowledge of the agent's existence
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or identity would seriously jeopardize the well-being of impor-
tant agents or the integrity of intelligence sources. In some
iﬁstances, the lives of source personnel could‘be jeoﬁardized.
Finally, plaintiff asserts, disclosure of locationms
which foreign powers are known to be utiliéiﬁé\fawconduct busi-
ness in a secure manner will serve to notify the foreign agents
of.those unfriendly nations which of their "'safe" houses may or
may not be used, because it will identify both the 'safe' houses

of which the United States is aware and those of which it is not

- aware. .

Considering this sensitive nature of the information

sought, the Executive Branch proposed an alternative means of

providing the Subcommittee with the information it considered
relevant. Under this proposal, following AT & T's ﬁreparation

of an "inventory' of the request letters held by AT & T, the ;
FBI would identify by date those which were ''foreign intelligence
surveillances' and those which were "domestic surveillences,"

In regard to the past domestic surveillences, thé FBI would
fufnish to the Subcormmittee the‘memoranda on which the Attorney
Ceneral based his authorization for such éurveillances, with

only minor deletions necessary to protect ongoing investigations.

1

From the "foreign intelligence surveillances,' the Subcommittee
could select sample items for any two years, and representatives
of the Subcommittee would be given access to the memoranda on

which the Attorney General based his authorization of those sur-

veillances with names, addresses or other information identifying

“targets and sources deleted. - The President also proposed a pro-

cedure whereby verification, and resolution of any questions,

would be accomplished by the direct participation of the Attorney



General and if necessary by the President himself. This proposal
was rejected by Subcommittee Chairman Moss. On July 22, 1976,

the President wrote to Representative Harley O. Staggers, Chairman,
\
Committee on Interstate and Foreign Commerce, stating: 1
\
i I have determined that compliance with the
* subpoena would involve unacceptable risks of
; | disclosure of extremely sensitive foreign
| '~ intelligence and counterintelligence informa-
tion and would be detrimental to the national
defense and foreign policy of the United States
and damaging to the national security. Com-
pliance with the Committee' subpoena would,
therefore, be contrary to the public interest.
Accordingly, I have instructed the American
Telephone and Telegraph Company, as an agent
.. of the United States, to respectfully decline to
i comply with the Committee's subpoena. .

Later éhat day, whenh it became clear that AT & T would not comply

\

with tﬁe President's demand, this action ﬁas instituted.

| The intervenor, Chairman Moss, ostensibly participating
in this action on behalf of the Subcommittee, has taken the posi-
tion that the Speech or Debate Clause of the Constitution is
an absolute bar to judiciél interference with a Congressional
sﬁbpoena issued pursuant to a legitimate legislative investiga-
tion. The Speech or Debate Clause in Art I, Section 6 of the
Constitution provides '"for any Speech or Debate in either House,
[the Senators and Representatives] shall not be questioned in
any other Place."

The plaintiff has taken the position éhat this action
should be considered one seeking solely to restrain a private
entity, AT & T, from releasing documents'in'its possessioﬁ. In
this way, plaintiff argues, the Court need not consider the appli-
cability of the Speech of Debate Clause, since the immunity of

that constitutional provision runs only to members of Congress



and their close aides when defending against a lawsuit, and does

not afford any protection to a private entity such as AT & Ti
|

This argument is advanced so that the Court can avoid dealing

with a constitutional confrontation between two of the three

| '

granches‘of our Government. But to take this avenue would be

éo place form over substance. The effect of any injunction
entered by thié~Court enjoining tﬁe release of materials by

AT & T to the Subcommittee would have the same effect as if this
Court weére to quash the Subcommittee's subpoena. In this sense

the action is one against the power of the Subcommittee and

i
P

|

l -
has authority to 'speak for the Subcommittee.
g

! The Court is thus faced with a conflict between two

should be treated as such, assuming that Representative loss

substantial and fundamental components of our Constitutional
system. On the one hand is the power of the Congress to inves-

tigate in aid of the legislative function. See Barenblett v.

United States, 360 U.S. 109, 111 (1959); Watkins v. United States,
.354 U.S. 178, 187 (1957); McGrain v. Daugherty, 273 U.S. 135, 174-

175 (1927). Moreover, the Supreme Court has written that the
policies expressed in the Speech or Debate Clause are designed
"to forbid invocation of judicial power to challenge the wisdom

of Congress' use of its investigative authority.'" Eastland v.
g g

United States Servicemen's Fund, 421 U.S. 491, 511 (1975);

On the other hand is the authority of the Executive
to invoke the claim of privilege concerning matters of national
security, foreign~affairs or national defense, where the Executive

determines disclosure would be inimical to theose interests. The

courts have accorded great deference to the Executive's judgment

e e AT T



in this area. In United States v. Reynolds, 345 U.S. 1 (1953),

dealing with a private claimant's request for evidence in a
Tort Claims Act case against the federal government, the Supreme
Court stated:

It may be possible to satisfy the' court, from
all the circumstances of the case, that there
is a reasonable danger that compulsion of the

- evidence will expose military matters which,
in the interest of national security, should
not be divulged. When this is the case, the
occasion for the privilege is appropriate, and
the court should not jeopardize the security
which the privilege is meant to protect by
insisting upon an examination of the evidence,
even by the judge alone, in Chambers.

345 U.S. at 10. See also United States v. Nixon, 418 U.S. 683,

7l0-711 (1974); C & S Air Lines, Inc. v. Waterman S.S. Corp., 333
U.S. 103, 111 (1948).

»

The Court accepts the position of the intervenor that
the subpoenaed materials are.sought pursuant to a legitimate
legislative investigation. Conerary to the intervenor's argu-
ment, however, the Court's inquiry cannot conclude at this point.
The legislative authority to investigate is not absolute. In
our. system of government the Constitution is supreme, but no one
portion of the Constitution is sacrosanct. Here, the nature, the
extent and the relatlve importance of the power of one coordinate
‘branch of government must be balanced against that of the other.
Neither can be considered in a vacuum.

This balancing of the powers and needs of the constituent
branches of government has been considered by the courts in somewhat

similar circumstances. See United States v. Reynolds, 345 U.S. 1,

11 (1953); United States v. leon 418 U.s. 683 (1974). Such

balanc1ng is not precluded by the dec1310n in Eastland v. United

-10-
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States Servicemen's Fund, 421 U.S. 491 (1975). 1In Servicemen's

Fund there was no countervailing interest at stake of the magnitude
of that involved here. The absolute language used by the Court

in Servicemen's Fund should be considered in the 1ight of the facts

of that case: a private party challenging'the Congressional inves-
tigatory power. Mr. Justice Marshall in his concurrence in Service-

men's Fund (in which he was joined by two other Justices) elaborated

on the scope of the Servicemen's Fund decision:

I write today only to emphasize that the Speech
or Debate Clause does not entirely immunize a
congressional subpoena from challenge by a party
not in a position to assert his constitutional
rights by refusing to comply with it.

* k Kk Kk %

The Speech or Debate Clause cannot be used to

avoid meaningful review of constitutional objec-

tions to a subpoena simply because the subpoena

is served on a third party. Our prior cases

~arising under the Speech or Debate Tlause indi-

cate only that a Member of Congress or his aide

may not be called upon to defend a subpoena against

constitutional objection, and not that the objec-

tion will not be heard at all.
421 U.S. at 513, 516. 1In the context of this casef the assertion
of Executive privilege is properly before the Court, as this is
the only juncture at which it can be considered. It must there-
fore be weighed against the Legislature's assertion of investiga-
tive power.

In balancing the competing interests of the Legislature
and the Executive, the Court will examine a number of factors.
The Court must consider whether the information requested is

essential to '"the responsible fulfillment of the Committee's

functions.'" Senate Select Committee v. Nixon, 498 F.2d 725, 731

(D.C. Cir. 1974) (concerning a congressional subpoena of Executive

documents not related to national security). The Court must consider

s e gt e’ M o s, s b e 1
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whether there is "an available alternative" which might provide

the required information "without forcing a showdown on the

claim of privilege.'" United States v. Reynolds, 345 U.S. l,{ll
(1953). Finally the Court must consider the circumstances sur-

rounding and the basis for the Presidential assertion of privilege.
, |

Id.; United States v. Nixon, 418 U.S. 683, 710-711 (1974). Thus

i

éhe necessity for compelling production must be balanced against

the circumstances and grounds for the assertion of the privilege.
In the context of this case, and the Court emphasizes

that this decision is limited to the circumstances of this case,

the Court determine§ that there are alternative means available

for obfaining the information required by the Subcommittee, that

" the particular form in which that information is sought is not

ébsolutély essential to the legislative fuﬁction, and that the
Presidént's determination that release of this material would
present an unacceptable risk:-of éisclosure of matters concernihg
the'national defense, foreign policy and national security out-
weighs the.Subcommittee's showing of nécessity.

| The primafy purpose for which the Subcommittee is seek-

ing this information is to investigate the possibility thaﬁ federal
agencies are conducting domestic warrantless wiretaps. The President

has offered to provide to the Subcommittee the background material

used by the'Attorney General in making his determination whether

a warrantless wiretap is necessary 1) to prevent an actual attack
or hostile act of a foreign power; 2) to protect foreign intelli-
gence information deemed essential to the security of the United

States; or 3) to protect the national security information against

foreign intelligence éctivitieé}~ Such material would have deletions

-12-
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for disclosure of this highly sensitive information, if put into
the hands of so many individuals, has been determined by the
President to be an unacceptable risk. Such a determinétion is
entitled to great weight.

| The Court is not implying that the members of the Sub-
committee, or of the House of Representatives, will act negligently
or in bad faith if they have access té these documents. But it
does appear to the Court that if a final determinafion/as to the
need to maintain the secrecy of this material, or as to what
constitutes én acceptable risk of disclosure, must be made, it
should be made by the constituent branch of government to which
the prirmary role in these areas is entrusted. In the areas of

national security and foreign policy, that role is given to the

Executive.

N /L.m.,f, .

Judge

, J e
Date: ./c/ T 3o 19 7&>
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FOR THE DISTRICT OF COLUMBIA 1
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UNITED STATES OF AMERICA,

; | Plaintiff,
| 7 v Civil Action
:. V.

AMERICAN TELEPHONE & TELEGRAPH
COMPANY, ET AL.,

No. 76-1372

Defendants,

JOHN E. MOSS, Member, United
States House of Representatives,
Intervenor-Defendant.

N N ol N ot N N N N N Nt Nad o N

ORDER

; Upon consideration. of the Court's Memorandum entered
this déy, and the entire record herein, it is by the Court this
E%CQZA day‘of July, 1976,

ORDERED that plaintiff's motion for sﬁmmary judgmené
bé, and it hereby is, granted; and it is further

ORDERED that intervenor-defendant's motion to dismiss
or for Zummary judgment be, and it hereby is, denied; and it is
further |

ORDERED that compliance by defendant American Telebhone
& Telegraph Company, its officers, agents, employees, or anyone
acting in active conéert or particibation with them, and defendants
Fox and Sharrett, with the subpoena issued on June 22, 1976 (here-
inafter '"subpoena') by fhe Committee on Interstate and Foreign
Commerce on behalf of its Subcommittee on Oversight and Investiga-
tions, or disclosure of any materials coming within the scope of
that subpoena, is in the facts and circumstances of this case,

unlawful and unauthorized without the prior authorization of the

&



Executive Branch of the United States Government; and it is
- further |

ORDERED that the defendants, their officers, agents,
and employees, and all those in active concert or participation
with them, be and hereby are permanently enﬁéinéH\fIQ: the date
hereof from transmitting or otherwise providing to the Subcom-
mittee on Oversigbt and'Investigatibns of the Commigtae,on Inter-
state and Foreign Commerce, United States House of Representatives,
or any other person, group, oxr entity, any documents or materials
which are or may be determined to come within the sccpe of the
subpoena issued to the defendants on June 22, 1976, without the

prior authorization of the Executive Branch of the United States

Government.

g

Z)ZLM / oaeo f

» “‘ -
Judge
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FOR THE DISTRICT OF COLUMBIA

UNITED STATES OF AMERICA,

Plaintiff,
: Civil Action
Vi ‘
' No. 76-1372
AMFRICAN TELEPHONE & TELEGRAPH
COMPANY ET AL.

Defendants,

JOHN E. MOSS, Member, United -
States House of Representatives,
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Intervenor-Defendant.

MEMORANDUM

|

2 This is an action brought on behalf of the Executive
Branchldf the United States seeking to restrain the American
Telephone & Telegraph Company (hereinafter AT & T) from dis-
closing to the Suggommittee on Oversight and Investigations

of the House Committee on Interstate and Foreign Commerce, pur-

&

suant to a subpoena of that Subcommittee, certain documents, the

delivery of which the President has determined "would involve
unacceptable rlsPs of .disclosure of extremely sensitive foreign
intelligence and counterintelligence information and would be

detrimental to the national defense and foreign policy of the.

" United States."

On June 22, 1976, the Subcommittee on Oversight znd
Investigations (hereinafter'Subcommitteé) voted to issues a sub-
poena to AT & T. This subpoena was issued by the Chairman oI
the Interstate and Foreign Commerce Committee on thé same date.
The subpoena seeks all documents falling within the following

categories:

™





