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MEMORANDUM FOR: 

FROM: 

SUBJECT: 

THE WHITE HOUSE 

WAS H IN GTON 

S eptember 17, 1975 

THE HONORABLE EDWARD H. LEVI 
Attorney General 
Department of Justice 

JAMES M . CANNON 

for Domestic AH 
Domestic Council 

Proposal for a Domestic Council Task Force 
Study on Criminal Justice Information Syst~ms 

As you are no doubt aware, the FBI 1 s intention to implement a message 
switching capacity in the National Criminal Information Center (NCIC) and 
the recently published LEAA regulation ' s which mandate computer 
11 dedication 11 for NCIC members have provoked a great deal of controversy 
and criticism from within the Administration and from State and local 

sources (Summarized in Tab A). 

The National Governor's Conference, the National Association of Counties 
and the National Conference of State Legislatures have sent a joint letter 
requesting a meeting with the Vice President, Jim Lynn and yourself to 
raise their objections to computer dedi cation (Tab B). 

In light of this opposition and possible Presidential involvement in the 
matter, I suggest that we meet to e x amine alternative approaches to this 

issue along with Deputy Atto~ney General Tyler, who has been working 
on it for some time. 

Attachm ents ... 
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~18•10R..I\NDUM FOR: 

FRON: 

SUBJECT: 

THE WHITE HOUSE 

WASHINGTON 

June 27, 1975 

Harold R. Tyler 
Deputy Attorney General 

Richard D. Parsons~ :~l 
Associate Director and Counsel 
Domestic Council 

NCIC Message-Switching 

Pursuant to your request, attached is a m2.1llorandum 'dhich 
sets forth the concerns of the Office of Management and 
Budget, the Office of Teleco~~unications Policy and the 
Domestic Council Co~~ittee on the Right of Privacy regard
ing the Federal Bureau of Investigation's plan to implement 
a national criminal· justice inforr-:tation transfer system in 
the National Cri~e Information Center. 

This memorand~~ follows up the meeting of Tuesday, June 10, 
concerning this subject. 

I believe that the issues raised in the memorandum warrant 
your careful consideration, and I would appreciate hearing 
from you prior to final determination of this D~tter. 

Attachment 
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FBI MES::l ~.GE S'NITCH11.\;G PLAN FOR t;:CIC 

Three main issues have been identified by 0"0,IB, OTP a.Yld the Domes he Cm .. :.nci.l 
Cor:1mittee on the Right of Privacy which should be resolved before any- p la~ for 
a national criminal justice informati~n system ca...1. be considered or even 
proposed. The issues are: 

1. What is the need for a Computerized Criminal History (CCH) 
message switching system measured against its cost? 

2. What should be the configuration and management of any such 
system in terms of Federal-State relations? 

3. Has adequate cor;.cern for privacy and security been considered 
in sys tern design and operation? 

No!!e of these preliminary issues appears to be addressed in the Department 
of Justice plan currently circulating, even though resolution of these ques~ons 
is necessary to define the configuration of such a system. However, tl:e 
Justice regulations effective June 19, 1975, lay the foundation for the Depart
ment to implement its plan if it so chooses. 

l. Need vs. Cost This question can be examined as follows: 

a. Does the FBI really need an automated message switching 
capability? - This is a very basic and very important 
question, which must be answered but is not sufficiently 
addressed in the FBI plan. We believe that the appropriate 
answer to this question can only be provided by the develop
ment of a complete analysis of user requirements and 
workload. 

Such an analysis should answer the following: 

(1) Who would use the system? For what purpose? Since 
single State records are being returned to the States, 
'\Vhich have the ability to communicate among them
selves, what is the conti..r1uir..g role of the FBI in 

·facilitating this communication? Since 70 9;; of crimes 
occur within State boundaries and 95~ zu:e estimatec 
to occur within contiguous S:ate region s why is it 
necessary to have a message switching c2.pability in 
\ '.'ashington, D.C.? 
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(2) What should be the co:-tfigura~ion o£ the sys tern? \Vhat 
is H:e Dessage tra:1smission speed requi::·ed and why 
is it required at that speed? Wh2.t is t:be comT:J.unic:3.tiDo.s network design (how many terr:::inals a.J.d their loc2.tions)? \Vhat is the message volume (hourly, d3.ily and weekly) 
from all net\vorl::. poh"J.ts of o::igin? What aC.ditional equi?ment is required ax1d what are the type. a::1d ::1umbe:i- of commu::1ication lines required? \'lhat impact would it 
have on the iormat of the data ru"ld data banks, codes to ·be used and programming required? \Vnat is the cost 
analysis by major elem-ents of cost? 

The results of the above requirements ar.alysis should then be prepared and evaluated \vith 2lternative systems for 
meeting these requirements (i.e. , ~LETS) . In addition careful consideration must also be given to the impact that such a message switching capability might have on decisio:cs thato must he made on impler::1enting the proposed new National Law Enforcement Telecommunications Nenvork (l'\ALEC0\1), which is being developed by Jet Propulsion Labs. Presumably if NALECOM is implemen.ted the. FBI would not need its own message switching capability. 

Has the need for a national Computerized Criminal History (CCH) record system, been demonstrated? - The major stated purpose for which automated message switching to be used by the FBI is to support the computerized exchange of crim i.:;.al history records among the fifty States on an almost instantaneous basis. 

The experience of the past six ye2.rs in trying to make the CCH concept a viable operational system seems to indicate that th e States do not want to participate in the CCH system as it is now operated by the FBI. Therefore, we should pause for a while, c arefully revie\v all that -has occurred in the development of the CCH, and then re-ev2.luate the concept to determine i£ it is \vorth continuing , or if our scarce Federal, State and local r esources might be better invested in some other 2.spect of law · enfo::cemeat. In view of th,e fact that the number of States participating in the CCH system has sh1·unk from the 
ori~inal six States involved to four, the follO\\·int; questions must be raised: 
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(l) Is the CCH system useful to law enforc:eraent personnel? 

(2) Who uses the CCI-I (police, courts, c orrections , etc.)? 

(3) For what purpose is CCH data used (p:::-e-a:;.·rest or 
post-arrest activities)? A recent GAO review of the 
CCH syste:n raises questions as to whethez: the al:::ost 
insta."1t access to criminal histo-cy records is really 
necessary for the current use of that infor:.:3.tion. • 

(4) Based on a."l.swers to the above questions, fo::::- "\vhat 
purpose is it absolutely essential to have ':instant11 

access to criminal history records? What percent is 
this requirement of the total reqdrement for crimin al 
history information? 

(5) Since, according to the FBI, 70% of all cri~e occurs 
within a single S t ate a.>:.d the1·efore most of the 
cr~minal histories needed by law enforcewent officials 
are available to them within their own States vvhy 
should the Federal Government be spending its resources 
to develop the CCH system at the Federal level (a:1ci 
impose Federal administ-cative p::::-ocedtn·es o:n the St2.tes) 
when it appears that it would ;nake more sense fo::::- each 
State to continue its mvn State system? For those 
occasions when the States do need to get criminal 
history information from other States they can use the 
e>.."isting NLETS message switching system "\vhich is 
State owned and operated. 

(6) In m~ny instances , a heavy financial burden is placed 
on the States as a prerequisite for participating in the 
CCH program. This is cone by requiring each State 
to dedicate a computer for the sole use of CCH, (as 
a means of ensuring security 2.nd the privacy of data-
yet dedi cation of co!Ylputers does not n~cessarily do 
either). }:lany States simply ca...."l.not ai.:'ort the expense 
of buying a computer that c.:m only be used for one 
purpose. 

c. What are the estinz>.ted comprehensive CCH costs to the St2.tes 
and the Federal Government? - Since no comp1:ehen s i ,,-c 
study on th<.! costs of CCH to St?_tc and loc2.l gov~nn:;.ents 
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( • l l" h .. ..... d 1 t ) . b 1 1n aCO.ldOn core e~a1 cos s ~as cen rr.aue, \Ve b -::!lievc 
that stc.ch a study must be made. Al~hough tl'.e csti::1ated 
cost to t:Ce FBI to install and O?erate message s 'si.tc:hir..g 
·equipment is small (estimated at $4:5.000 to install a-c.d $1 
million to operate over 5 years), the resultant costs to the 
States to purchase equipae:1.t 2....'"l.ci conver-t a small number of 
records is conservati velv esti~ated to be $320 mieion ove~ a 
ten year period. This price tag '.vould be compou:cC.ed b~/ 'tl:.e 
necessity of converting most of t~e rernainin5 r.Janual cri:nin2..l 
history reco~ds to the automated CCH data ba.:;e, which co,..;.ld 
co.:;t the States collectively az1 esti::1ated aC.ditional $200-250 
million. (This cost estimate a.:;sw:::::e.:; l.'-lat deposition data 
would be added to the CC:-1 record, when rr..iss:.ng.) It is 
likely that many States, pleaciing insufficient resources, '.vill 
attemot to recoun these costs from the Federal Governmen~. '" '" 
(Above preliminary cost estinates are from the Institute for 
Law and S-ocial Research.) 

2. Configuration ar..d ).hnagement 

a. Should the FBI provide telecommunications services designed 
to satisfy the needs of State and local missions? - Pursuant 
to its mandate to coordinate Fede~al assistance to State and 
local governments in the telecommunications area, OTP has 
consistently followed a policy of reliance upon State and local 
entities to meet their O\vn telecommunications needs "\<:ith a 
minimun o£ Federal intervention or .superv-ision. 

The Administration's general policy of limiting the Federal 
role in matters where primary responsibility resides in 
States and localities is particularly appropriate in tele
communications, given that control over information flmv . 
can easily lead to control over operational functions. This 
policy has been specifically applied in coordinating the 
implementation of the "911 11 emergency nur.1be:!:"" on a nation
wide basis, and in decisions rega~ding the provisions o£ 
advanced communications satellite c apability to serve the 
needs of State ed-.1cation and public health agencies. 

No other Feder2..l agency p :!:ovides operational co:nmunic2..t!.o:ts 
services , as distinct fl·om infonna::ion, to State <mel local 
governr..1er.ts. The FBI p2·opos2.l '.•:auld constitutef a exce~.on 
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to this policy 2.nd would give rise to 2ll of the adverse 
consequ-:::rrces the policy is designed to avoid. Co:-ttrol by 
the FBI of t:Ce infor:-:12-ti.on flow bet'.veen and ai::ong non
Federal crir:1inal justice entities '.voulC. (l) ·..Veaken the ability 
of other levels of go"~.-ernrr.ent to ::1anage thei1· o-.,.-n affairs, 
(2) enable Federal offici2..ls to !:'!onitor comr:a:r:ications 
patterns (a.."ld hence the la\v enforce;-:;.ent acti'(iti.es) of State 
and local aoencies, and (3) inoose a Fede::-al su.rJer'.isor'; • 

0 . ..&. ... ~ 

presence over a mission that is constitutionally a:1.d historically 
a non-Federal respons:bility. 

b. Should a Federal agency provide a communicatio::1s servi::e for 
States which dup lica:es senrices already provided by the 
States the!:!selves? - OTP is responsible fo!:" the identification 
of competing, overlapping, duplicating, or inefficient tele
conmunice.tions programs and for reconmendations to 
appropriate- agency officials and to the Office of r.lanageDe~t 
and Budget concerning the scope and funding of telecommv..nica
tions programs. 

The establishment by the FBI of a national message switch~ng 
capability to serve State and local crininal justice agencies 
would du9licate the existing capabilities of the National La\~: 

Enforcement Telecommunications System (NLETS). Insofar 
as NLETS is technically capable of meeting ar1y of the State 
and local message switching requirements identified to date 
by its users, duplication of this existing capability by the 
FBI should be avoided. 

c. Should States participating in the NCIC be required to dedicate 
their computer systems? - FBI regulations ·would requi1·e 
States to 11 dedicate" part of their computer capacity to this 
message switching system, but many States are reluctant to 
do so because of the strain it '>vould impose on the use o£ tl1eir 
computer capacity. There is no privacy and security benefit 
from a dedicated system that could not be achieved from a 
property designed, shared system. Dedication c annot be 
justified on privacy grounds. Therefo:;:e, it ought to be 
within· the discretion of State and local authorities wheth,_:i.· 
they dedicate their O'-'.-n systems. The Federal Government 
should not mandate it. 
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a. What is the actual and perceived th-:ceat to the p:ci vacy ar..d 
secu:::-ity of the ind.i,..ridual fror:1 this system? - The 
convergence of computer 2-..l"ld communications tecrL'iologies 
has made possible not only the ra?id anC. wides?:r-ead 
dissemination o£ vast amounts of information, . but· also t..he • 
autonated nonitorir:g of information flow. The monitorir:g 
capability inherent in the FBI pro?osal woulC. permit t~e 
Bureau to gather data about individuals to 'l.vhich the Federal Governr:J.ent may not be entitled. For exam?le, nor1itorir.g by the use of :'flags 11 as described in the FBI implementation plan would perr~it sur:r-eptitious inform2.tion gathering by an entity controlling the w.essage switching capability. 

In this regard, the pro?osed system contains no checks and balances. ·L>1 fact, by placing the FBI in control of the syster:t, it tilts in f<J.vor of unauthorized access because of the Bureau's natural inclination to acquire intelligence in support of its 
Federal lav,; enforcement and investigative missions. I£ there is to be a nc>.tionwide law enforcement telecomr..unications network, should systems mar'.agers be allowed to maintain 2.udit control as in the FBI plan? 

b. It should be noted that the privacy issue goes beyond whether or not the FBI will gain access to unauthorized information. The creation of any large national network of computers and 
communications has been viewed widely as enabling the exercise of undue power by the centralized control of information. It must be recognized that the mere perception of a potential for intrusion upon privacy, whether or not the potential is real, can have a very serious impact in the public's faith in government in general <md law enforcement in particular. 

The privacy issue is a highly sensitive one \,·,·hich has c aptured the attention of the press, the Congress, and the public. Heretofore, the Administration has proceeded with caution with 
regard to the i~plement2.tion of any large computer/ communications networks. The recent GSA "FEDNET" proposal, fo~· 
example, \Vas c ance llecl last year after criticism ft·om several quarters , including then- Vice President Ford, th~t implerr.entation without pro?er privacy safegu~rcls would have escalat.::~d the fear s of the public 1·egarding t!1c collection and disseminate:~ of pcrso~tal i.nform~tion. 
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••J Rd« lo l.aitU.U anJ Nu.m..b.er 

' 

SU!-'L."Li\RY OF RESPONSES TO NCIC PROPOSED LE·IITED 

• HESS.l\.GE Sl'li'I'CHIL~ G HlPLE.HEN
TATI0~1 PLPU'l' , 

The followir1g officials provided written responses to 

the FBI's NCIC pro9osed li8ited message switching imple

mentation plan. 

l) Richard Vl. Velce, Adininistrator 

Law Enforcement Assistance Administration (LE&~) 

May .12, 1975 

2) Mr. Leo J. Zelenka, Acting President 

National La;;v Enforcement Telecoffil-r.unication:.:; 

Systems, Inc. (NLETS) 

'"'' J} 

4) 

5) 

May 12, 1975 

N.r. ,.7_, i....-...- n 
•·a.~ '-'-........ ..,.J. ~~0~~. Associate n1rector for 

Economics and Government 

Office of Manage8ent and Budget 

May 14, 1975 

Mr. John Eger, Acting Director 

Office of Teleco~~unications Policy 

Hay 12, 1~75 

Congressman Don Edwards 

Chairman 
Subcon@ittee on Civil Rights 

and Constitutiondl Rights 

House Comrni t t e e on the Judiciary 

Hay 12, 1975 

6) Congressm~n John M. Slack, Jr. 

Chair~an 
. 

Subcon®ittce on State, Justice, Commerce, 

and Judiciary • 

House Committe e on Appropriations 

May 12, 1975 

The responses have been reviewed. The issues are fORo 

summur i zed under general ca tcgor ics, as follO \·/: ~ ~· <",.....~ 
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1) FEDEfu\L INVOLVEi·I~·IT 

a) Is it improper for a federal agency to provide 
management services and criminal justice teleco~uunications 
to state and local governments? 

.b) Should records be stored at the national level 
for a state which does not have a state program developed 
sufficiently to store single-state offender records? Would 
this act as a pat·;·erful negative incentive to the develo_?ment 
of state level systems? Should alternative methods of 
handling the transition to a fully operational system be 
developed and implemented? 

c) Would the maintenance at the national level of 
~CH records converted from multi-state to single-state status 
be so inconsistent with the single-state/multi-state record 
storage concept _that the procedure should not be instituted? 

d) Should alternative concepts be considered, such as 
having a 11 Centralized identification index under the nanag e r0.en 
control of the states"? 

e) Would the establish~ent of NCIC limited message 
switchi~g capability be a step toward a n&tional police force? 

f) Would NCIC limited message switching h~ve a potentia : 
for forcing increased reliance on the federal govern~ent 
{reduci~g the independence of state and local g~vernments)? 

g) Is there a threat "posed by a system Hhich could be 
used.by a federal law enforcement agency to monitor in detail 
the day-to-day operations of state and local law enforcement 
authorities"? ~·!ould monitoring ena ble federal authoriti e s 
to exert pressures on how state and local agencies do their 
jobs, upsetting a delicate balan~e between federal and non
federal fur.ctions? 

h) Is it· an avoidance of the issues to consider the 
implementation plan ·before soliciting Congressional col'i:IT!ent? 
Is consideration of the implementation plan indicative of 
potential abuse by a federally controlled telecommunication 
system in the area of la\·1 enforccmen t? 

·· ~ 
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2) CCH PROGRJ1!1.1 

a) Has viability of the CCH program been resolved? 
Have the need for and benefit of the ccrr program been 
satisfactorily demonstrated? 

b) Have operational requirem~nts justifying 2n 
"irrunedia te" need for a CCH record been iden·ti f ied? 

c) Is there justification for imposition of an ''on
line" system to recorQ dissemination of individual single-
state records? · 

d) Are there safeguards for assuring accuracy of 
multi-state offender records? Has responsibility for this 
function been delineated? 

e) Does the "capability" for arrest data to be"inclu.ded 
in the index go beyond the conce?t of an inde~? 

f) ~vould NCIC continue to store single-state offender 
records indefinitely on the gro~nd that the states are not 
rc~~y to ~ssu~2 this =2S~8~si~i!ity, r~sulting in R feder~1 
file not relevant to legitimate federal concerns? 

g) Is possible failure of states to maintain their 
SSORI records in agreement with their state-held ·records 
sufficient justification to require routing CCH-relat2d 
messages over the NCIC network? 

h) Should the-states, rather than NCIC, surr~1arize 
si~gle-state CCH records? 

3) PRIVACY AND SECURITY 

a) Aretherc grave implications that NCIC message 
switching will threaten the rights of privacy? . .. 

b) Is it clear· that maintenance of a full message audit 
trail by a transmission facility (NCIC or NLETS) is necessary 
or desirable from a privacy vie~point? Is it sufficient for 
the state system storing the data to maintain the audit trails? 

I 
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c) Hhat are the privacy reasons which \·:ou ld require{'0 states receiving only idcntifica tion scgmcn t inform<l tion ~·' Ru <, 
{SSORI records) to go over the NCIC network to the. state ~ ~ 
holdina the full record? · \~ ~' 
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4) H·1PACT ON NLSTS 

a) Although it is not NCIC's intent to supplant NLETS, 
is this a reasonable possibility with NLETS bein~ a fee 
system and NCIC being a free syste~? 

-b) Would initiation of NCIC Elcssage S'lli tching , fraginen t" 
responsibilities for interstate criE!inal justice ~essage 
switching? Should a "pure pointer systeEn 11 be ira?lcmented r.·;i t!1 
all SQate records being decentralized and with states making 
inquiries against the ·nc.tional index using "~·;hatever tele
corrununications are currently available 11 to the state? 

c) Is message category nurr~er 4's definition so all-
encompassing that it could be expected to provide NCIC wi~~ 
the capability to ~o almost any kind of message switching? 
Also, are message categories 2 and 3 not NCIC related? 

d) Hould the use of 11 NCIC" in a message control field . 
allow almost any type message to go over the NCIC system, 
possibly infringing on NLETS traffic? Can it be expected that 
any sub~tantial infri~genent would occur? 

5) COST CONSIDER-'\TIONS 

a) Would NCIC message switching force additional costs 
on local and state_ governments to meet NCIC requirements? 

b) Does the resource statement (front end processor 
rental cost) contradict the state~ent that NCIC has sufficient 
power to properly handle message s~itching? 

c) Would approvul of the message S\vi tching plan represent 
an unnecessary expenditure of approximately $1,000,000 (over 

five years)? 
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materials.  Please contact the Gerald R. Ford Presidential Library for access to 
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I 
Dy Donahl 1\'l. Huthberg 

·.r\ ~.o;o ci::t ted Pre,..s .. 
. . I Proi)osals for two ferlerall . - I ·. j !\loss also sa1d he would op-,co;nputcnzed _duta h:;:l~). _that 1 pose the FBI pi;:Jn. · \\Otlld conta1n mll 1tons · nf· . . ' 11amcs wet·e crilizcrl ye~tcnby ·: - Ar:10.n~ ~he ~lo.~~~~~~~.~~ - n~at_lc in Cnnt:rcss and wil!lin the all- publtc ,.,,b a , c~, ct u~Lcd .• \.t;tl ministra'ion :~· hn · " ct· 1,, _, 1:?. from J oh n l•,ger. acttn:,! dt· ' . " ., tn,. at...,er. , ( 1 ,1 . H· . Of ous :H;d u nnecP.'iSaJ·y. . . 1 __ .'.;.• reeler o l ~e \\ 11le "Y"~- . · i · . ' ft cC Of 1eleCU!lllTIUntC:tdOI1S 

1 On£', <ln Y!3[. prorosaF to · Polir.v. to Depul~- ,\ttorney 
l•hroad'2n an CX!Stlng computl'r-1 . Gencr;~J l!arold n. TYler .Jr. JZcd criminal history ir.forma·: .•. . . · l<c . ! t 1• 0 r1 .,·•tem 1- , · 1. 1 'I L .t.Cl WI ole til at the , BI p1 o- ~ I .:--. -" lnKtng 1> 0 tee c e-. _ ., . . 1 b . . pa-tnl(' "l" a. d ll• . pn~<Il roul<l result m t.1e a · ' • . • I OU!l .e COUll· . · ;tr·· , . ~ 1 ·b d h "'! .1 · Sill'ptiOn of st:~tc and lut:<~l ~o("'t '""nS LCSCTl• (' V a \Y ll C · . . - · · l ln 11 ~n · 1 .- t' i tTllllln<ll dal<I svslcms J11lO '' f , · " • L aH cas c.1tT_\'In ~ ur po-, • ~ . · ·. t ~' 
1 tent·1 ~t f ~ .· . • 1 ''ll -- pot..nti;.Jilv abustH',.._ rcn r1,.• I • " , .r \iiOJa, 1:g H'! . ' • · I :;pi•·il if not the letter of fell~ i .Izccl._ fc;:crally contr_r :ell u.m-1 er;~l priva•·\' I e.,· 1 • . ,, I mumcallons anr! - computer I _ ,_ _,IS <ll 10n . . r , . , . ·1 .. Tile other w;~s a IJeparlmt·nt I l'n.ormauon Sj;'\.em." of ,\ .l! riculture pl;111 to pur- i 1 ':'}:\(;- t;;; _2i ·l: concern." he rh<Jse a ~-398 million conq'utcri .!Jddeu, "is lh_e thtT;tl po~cd b_v system lo cenlr:Jli zc depart·.! a syslcm w h 1eh could be tt>cd mcnl records th:tt the> Gen e ral ; by a federal law enforcem en t Accou:Jlin;:;: Office s ;~id include agency to monit or in detai l "persr.:1.1l inform;tlion on ils· the day-to-rby operatio:1s o[ cmpir,yecs as well as on farm-·: state <Jnd loc;~l law enforceus' incomes and financial pos-~mcnt <Juthoritics." i~ions." · ' t·:;..:c r noted th<lt onh· four Hcp . . John E. !'doss. (f). ~latcs so far h:1ve b!?cn-willing ,. \alif.J. ch;-tirman of lhP. House jlo in~·Judc . their ~Timi n:t l hi s(,o,·cr_n:-nent fnform;Il ion sub~ 1 tory Informal1onm :::ucll a sys-1 cont_r.:t tl.c c, made pulJlif' ti1e I ·. ----1 ,rnt t~1~:11s of both >\·s tc~ms: · .\!ass. who had a~keci t:;c GAO 
to namine · the Agriculture 
Dcjl(lr::11rnt pro;.1o~:-d. for~ 
wart.lrr. tnc G.'\0 rcc·om:ncncta-
li<:l:~ tbt it be' kil!c·d to the 

. ~irrr:J.n of t he Il ou'e and 
~ &-:-..;;t~ a;:Ticulture all;l ropri.l-

~1:-Qcy._ . 0 ,, ~·--t
uons •u bcnmmitlecs. (; ,\Q is a 
ro~~ional watchdog 
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lem. and he qucstil,lll'd l 
wltether there was any need l 
for it. . I 

r 
Anotlt c J· report crit!c:1l of I 

th e Fnl prop(IS:t l camt; f ront I 
the Law Enforcement 1\ssi.-t-1. 

!ance ,\dmi nis Lrotion , the fed- . 
jcr::~l :I[:·~••cy which h~s dis
•bursed !Jillion · of rlollars in 
:cri me-ii;.;htin.;: grants to state 
;and local C.:o\· ernments. · . · 
11 : The L L \A study supportccll 
the. principle of compt:cl'rizin~ 

. crim in;~l history reco:·ds !Jut 
:quest!onrd "·hellier ll;r i nfnr-
mation should be t·c·nlralized 

'unde r federal control. · 1 
:\lain:;:ining such files in ir~- •

1 

dc·pendc:1t state !'ysten•s 
wnuld "be mosL efk<·tive in 
satisfyin:.>; law .. <:>nforccmcnl 
m·pcJs . wi:hout unduly t'l llLII~;!· 
ering ~ indi\·idu~l, rjghts/'. the 

1.-E :\A study said. · ·, 
· . . In :1 memorandum; the FlJ l 
.contended t11c LEA:\ b::tcl onrc 
s upported its propo~:~l for :1 
cum ~utcrized crimin :ll h'slory 
system 2nd should continue to 
do ~o. 

The C·\0 report nn tli P J\ g. !• 
ricul l urc Departmen t pr .. pc•s,lll 
said .li~ D.\ of[ici:Jis hc~:~cn 21.:
(jll irinc: th e new computer ,~-s
t em bc !'o r c they h o.d deler
m i ned the ir need,;. 

The G!\0 nulcd th:1L Crm
grcss ·u cc:une c0nccr!JCd · bc
t<J usc it hr,tJ noL bt•en fully in
form ed u[ pl:ms fo r t l:c p r o
j ec t and bt:l'all~c t hr: LJSD,\ 
data b:Jnl..: "could pn ~ e a ~cri-

1
. <JtiS th~e;;t. t.o the p~i\:tC)' of i:J 
dividu il:-:. p ;;r tic\ll :!l'ly <inl·e I 

lsu eh a IH.:'~\\· or~\. n1i:..~ht hf' r~· 
!paneled tu link a.H go\·e:·r.rncli l 
· t·on1~)utcrs.'' r t;--... 
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fhe Loss of Privacy 
Tbt! tcchs~:::anJ have it in their 
nver to !·~~:· n everythinb t~.:t an.Y-
>dY. 2:1y · .. \i:ere .kJ1t)\'-"S ;..t..;G L!: '\.3---..,. 

i-.ich i:; to s:1y, vi.-tually a:.Jythtn;; 
o;th k:-!D"SiD6. • 

And ii it's ;,~·ue :hat ;:1nythin;; that 
1n 1: .. ':! dO~'.! SQD:1er or !a~er U.;!!L t.e done~ 
G..i\·idu::l privacy will shortly b~ C.~ad 

.J. du.do. 
For 3 ;ocd many of us. i~ u:2.y be 
~ad ai~e:;uy. i\BC's Ford H.o·san, in 
r~cent scr~es of television reports, 
id us th;!t the files the rruiitary 
rl!ccted Oi1 d~rr.onstrJ.tors and dis
·nters, s~)i'"Jsedly destroyed a!ter 
eir e:dst~ll(:C becJme knu,,·n. in the 
:e 60's '' cr·~ in !:let CO!Jted J.r;d have 
:en c!ist:-ihutcd to who·~no·ws-how
any a6C:1Ci<:!s. 
And ":h~le \vhat was co?ied and 
st=ib:..ttetl mJ.y have beea · isclated 
.ts of seer:1in;;ly irrele•: ;:: r.t data, 
1vernr:t~:!t t~chmcians also hJ.ve it 

their pu·,,·er to put it J!l i.o;ct!Jer
• con5tnJct i:1stant dossiers 0..'1, as 
0\\-a:l 11at it, anyone \Vlt'J has c-._·er 
aiu taxes, used a credit c.1~d. dnn~n 
c;u-, ~ero:ed in the military or been 

Tested. 
,\-ha~ r.;akrs 1(175 cliffe~e;-tt from 

rGS, w?;cn t!;c Con;;res~ WJS reject
ig a proposal for a r.:ni0P.Jl dat.J. 
;.nk, or ·e\·o!1 last yc:Jr, wi:~n Feu net 
·a pl:!:1 to link up tbc cnmputcrs of 
arious icd~:-;,l :J.,;;er:ci.:s-·s;:s kli!eu, 
: .1\"c;v it can be done. Quicjdy a:>d 
IS!ly. 
'ftc l:~y b~eilkthrough is something 
tiled tbo i;-,tcrface mc~sa;;c processor, 
: L\!P. Accor:.iing to nc\\';mJn HEJ,\:.n: 
"Difiercnt co:nputers co::1mur.icate 
diifcrent ci)::Jpuler JJ.n:.:u:t:;cs. Be

ore the 1..\ir, it was cnorr.toc:-,!;- dif
ct:lt, in r:1any CJ . .;es irn pos,lbic. ro 
nk the ':Jri:-.<Js computers. The DlP, 
1 effect, tr<1nsl;:,tes <!!l·con l pl~ t e r mcs
l£::Cs into a cor:1n1on L1n;..:u~ :: c; tl1at 
1<1:Zcs it \·cry, n·ry eJ.sy to tte them 
.to a nctwo:-k.'' 
Hov:an s:t::s such a nrtv: o rk b In 

.ct i:1 "i>e r:<t!on, prn->irb , ~ "lhe i'd1ilc 
o:.Ec. !!1c CI.\ :.net tl:c Dc; ' .1rtr:1cnt 
~ Dc!c ;;s,• wit1t :<ccess tn FHI :~nd 
r<':;>:try !),_·pJrtn:cnt co~l;>cJter files 
1 5 I~11!!i o:1 /\HH' ric~,ns.·• 

GoH:rn!l:cnt off!ci:~ls dc::v the cx
h'ncc \, :· the nct·.•:oz-k . l"':.~t if the 
T!;;, n > :~:y 1'\ist;, it's h.<r:f tn hclieve 
::-tt t!t,· I:Ct\'. tl :-k ·-'"r.n't PXic:;t · ~oon-
r.n~:: in t) :e n;tr•;p nf f'ff ! , ~i ,..i;cy. 

O:H~ rt.:' lt~ o n i r. : : i :t:n1cnt~ t ion \vill be 

.. 
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clo~e tD · !rreslst!ble ls L':~t too ;:n~ny 
of us won't see anythin:; to get a!a:-m
ed 2bout. Some of us n·.i:::ht eve:t wel
cor:1c the new efficiency. 

Fer i;-:st:mce, I i::~·;e complained that 
no physician really k;-:o·.,·s me. l cxi~t 
2s a ser ies of uncon;-:ected pa~:s in 
t!l~ n:edical files of ha1[ a cozen 
speci;;iists. On~ kno·xs .:.:y i:-:sidcs, 
ano~}:cr r:1y ears. r:cse- ~:1d thro.Jt, 
ar:o:hcr my left foot, .anu~her- m}' eyes, 
and so on. \\·oulda't it oe nice. to ha\·e 
one of these ~;Jeciali~ts 2Ss<Jme the 
role of the gener2i p:·2clitioner a::d 
put me all to;et!:,?r? .-\nd if a cor:1-
puter would help h;m do that, is that 
so bad? · 

It \\·ould cert2In!~- c-2 e!'iicient. Just 
as i~ w<>s eificicr.t lur:cil n~\\' lc;i~
l.:ition ~~crprd then;) for err.plo::crs 
1:t \':a~hir.cton to sc!id job a;Jplic;;r.ts 
to po;i;:e l!e~d~:.J:Jrters to obt<lin cc;Jirs 
of tht:!r 2rre~t :-ecords OL a st.aten1':'nt 
that they had nor-,e. It would have 
~)r: cn even i71 o:-c cfiicic:·I t if the -:-nl 
plnyrr·s computer c:J;,; ;d h;,·;e been 
hookcct up circ ct w i t!i :lle p[)iice dc
p:nl:ner.:'s (and -.dth the fo~:ncr ecn
~1 1oycr·s 2.0 ~ i the bO\·etnmcnt's too. 
for t:-,3t matter!. 

Too much cfficier.c._- scares me. I 
rrccr:tly hJd\ :-:1y C:r;·.-·-2:-'s ·lic't':-.sc re
nt:\'Cd, ~r.u i\1 p~l.!'>~ oi tiic o!G. ~c:-i:d 
nu:-nher my new i:c·er.<" irirnt!fiCJtion 
i,;-wh.lt ci'L'?-m:: ~'l c i::l Scn:nly 
:~~in~:;er . . -\ lot o~ ]~:-:~d:c~io;1s Jrc :;o
iTi~ th~t '''il.Y. I"n1 tf!!ti. 

I'm;:!]<:-~ t r:: ld tl : :~!. 2 !': u :-::~cr cf h~;-,ks 
~~e using Socia l ~t:c~::::y numbers tv 

l57 J..ta.rtt E~-ho!a for n. ~- ... ~~.:::-~un ?Cl\ 

idenljfy b:n1k account3. It's <: s;;re l::et 
that before long, they'll !:e us;r.:; 
Social Security nu:1:iJ~rs f C' ;- c~e ii :t 
c~rds, CiT'!t'!o::ec ide!ltit~c.Jt io n :1u~n~ 
bers, and Lord k~0ws what ds(', j:~'t 
3.S ~!ley ~!r cJdy :trc do i n~~ \'.if.h ntilt
t:~ry serdce numbers. Bits <::; d pieces 
of info:-mJ.t!on. Sut hcJr i~ O \'. ~ ! :1: 

··sc~ting up a corni-Ji.~tcr r...:t 'xl:~·k 
lnn:.Jving vir~u:!lh- ar-,v c cr:~pu:er, 
boverni11ent or prl\'Jtc, -is z :t : :c ~t :;s 
e:1sy as makill::! a telephone cJ!i. Co;-;:
puters c:m he ho0hcd to;:etl:L'i'" ~:.
phCJn('_ O::ce you know the CO(i c•s f0:: 
the cOi'i!tJuters in\·oi\·ed, it·:; :-;i~; .. ly u 
n12t~cr of ciiai!n~ in and gct._i:-:g t.hc 
inforrn.:t~tcn yo u v:J:-1L 

"lt doesn't t.ako Ion::. ?-l·~tkrn 
computers copy informati0n at t~e 
rate cf thot..:sands of p:lgcs in 1~:::-s th:;:-t 
a ~eco~d Con1~~1~er:; r:~n he 
hon~cd to; c ther, your r cco: ·d~ \:O!lec
tcd b a ;.~attcr of rr.in c:te:< . :r.c:1 the 
~ysrem C'illl be disco!lnect·'d, ar::i 
there's no e\'ir!er.cc left 'behind of 
\vh:tt's h:1 p i') cn2d.'. 

And yet, kr.rJ\\·in:: all th .1 t. r:ii~::nns 
of .\meriC'a!"!s wi!i ~ay: S o ;•; i :.l ~.~ Cnk~'i 
you're a c:--ol1 ~- o~ ha·;e f: ;t :~ c ~ r. :~~

thing y0u're .:!s!l.:1n!C"d of. '' hy :-. !:n i..: !d 
yo~ CJrc th;,t cou:p;.Jtcrs c;:n tal!,; to 
each other? 

The ~~:cs:ion prcs:Ipp (i~ CS n-,3t the 
infor:t~:l:i~: n tl:e cnrn puters ! l ""!\r" n:1 ti 5 . 

withfl<Jt flur ;;"o'dcd :c P. is : t· •:t ; ~:Jt·:- in
f,n:r..lti o :1 . ' 'fh:~t's p rc,t•;->;, .:<n:: .:1 !o :. 

Bitt c·: o1.if t';c d::t.1 " ~ ~· e ;, cc u r:o; c•. 
dc;oa ;,:-:d p1r<cd no thrn t n f ;,, , , r.f 
:-c;->tt 1::: : :-, n. ;,:-J·t th e lc ' s r; :" "~:\ .-., .... 
itsc![ ~0Il1 '..;t!~!!1!; to C~t C.\.t:il ~'d ~iJ:Ji..:i. ·~ 

(
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Justice Unit Says· Expanded! - · · ·' ,. • .. - · · · · · 

:c '" .. Sy '"m ,,. 1 t J , . ompU•v• S,-. II IQ.l .;~ 

.: ? · Bring Control of Poi ice · ~-~ 
~: :·· ._.. . .. . p ·._ . ~::~ ... J 
: : : .. :~ .•.• .. - -~ - ~1 

. :· .: n·• D-\ \i 1D BUR.. .... "H.-\.'11 '".. . 
- • , .... _. J . .. . - . . 
" ~ S;t~chl ~:) l!:e ~t':lf YorX 7\mU . - · . 

; ~ WAS:-t,):GTO:N, 'Jund ·3-An 
:· ag~ncy •,v:m:n the Justice De
;_ pact~~nt h:~5 denounced a plan 
:· l:N t:~9 F'.!di!rai 'Sureau o{ I:lves
' · tl"J.tion for expanded com
~ p~teriz~d communication3 ::tnd 
·, record;;.e=;:>ing on the ground 
~ - that sue:, a sy5tem might !~ad 
' to Feder.1.l cont.;o\ o[ th~ police. 

~ ' The bl'.!;1t criticism . of t."e 
: F.B.!. by a sister agency i;~ th~· · 
: Jus~:Ce D~part.'11ent was made in 
. a 13-page report of the L:nv. E_;~
: fotcer:;'.!:J~ Assistance Admmts
:-. tr~t:on, ·made available to The\· 
;: NeW Yor!< : Times today. :. It : 
._ echo~d s:milar coi,\p\aints f:om : 
: the Whi~e Hous~ Office of Tele-1 
· communications Policy, the Do-,· 
:. mestic Councit':s Committee ' on' 

<pri·.-acy, and the · <;hairmen of·· 
~ both the · House and Senate 
· Constitt:tional . Rights .suocom-
: rr.itteeS . .. :~. ··:_·· ·.:- . · .. 
: : De,j)ite L~e wide opposi~ion., 
the F.B.I. reportedly is ·still· 
cggres5iv;!ly .'Seeking approv·~l of: 
its· p!an. At le:~st one W!lite: 
H0\.!5~ official has regis~ered a ' 

· co~v!ai::~t ~jout a recent Ju.stice ' 
Department action. that he .sa.id 

_a;>~;trr.d to push _the . bur~Ju\' 
_clc.ser to it3 goal. • . · · . : ,. I 
::; ln a second de·;elopment, .the 1 

.Ge;;er.11 Accou:1ting Office h:o..s 
1 

rC<:·Ji":1:11e;;ded that t}te r\b<i cul - I 
tl:~e D:';:>:\rtment be pr~hihi~ed

1
. 

from goi:.;-; ahead wilh its S3G3-
1 

rni~::o:1, e:r,:1t-y~ar pl:.1n to d':!~- · 
vel~:> :1 co:r1 ~uter infom~ation 

1 Sj'S~~;n b~·c."!.~se the G.A.O. s.::!id 
·i~ d•d no'. ;;u.1.rd the p<i,·<J.cy o~ 
· n1it!ioi1~ nf fa.rrnc!r5 and J·~l'llrt
!l'.t!.:'.t en1r~ ~)ye3 \'iho:ie n~n1es 

Co:1tinui!ll on ?;t;;a !3, Cohwm 1 

C t I rp J . . .1. n ~. · T · 1 . ;:::. LO. Ol-~TO 0--" ..... 0 ... G""" 
"~ 

;'· cant· ..... ~ p 1 ~ 1 1 as ''.1.ut.:Jd:t.tcd mc.:;5age swi~ch-1b·.v er.:orce~~n~ res;::o:lsibil\~-.-
;;:;:. ...... ....... . . • .: ., '.\ 1 1 

• . 1nuta.t r rom age , \...O . . - · . . .. . . -
,_, . ing." \h'ls been spectficatty reco gmz:en 
: .. Me contained in t.."te ag~:1cy'sl The report sa:ct the pro;:10sal! withi:t the e:.:ecu~i·:~ brJ:1t::h '::ly 
· · files. ~ . · . ·.' 1

1

rai5ed conc~rn; over " (a) th<d Preside!lts .loh:-.so:t, ~;:.xon and ' 
ln a, third action, Deputy development of the 'Big Br~ther' j ro~d." · · . · 

: Defen·s<;- · Secretary' David O.isystem; ('::>) ret:uced stJte tnpu:• • L":te last year .. tn a .letter _t o 
I. C ·,. to-:.; ., r-;0 · ·e· Gove:-T'-\a:d controL over secunty, cc:n-\\Vtllu:n B. S:t:·:ne, tnen :n;, 
•' 

00
"- - ,- -- l.~ . : · fid'!ntia:ity and use of st?.cc;Attor:lcy Ge>1~ral. the act1>1:: 

·; ment .Opi!rat:::H'IS_ suoc?mnLtc~e\ori"iilated d:!tJ. and (c) in-1 direc~or of t !~e Whi~e · Hot;;c: 
~today_ that de-sst~:;; \.!e Army cre~sed dan:,;er; r esulting from :o:·fice of Te:ecomr..uniC:J. ~i o ~> l 
:compiled · on \itetn~:n. \<;ar use of r.o;1u;od:1ted, and he;;:::c i Pc· 1icy said he fe arcct t~. C! r.o.L 
1 p·o·~- ,~-" ~"d c'll~r ('1--ld"r:' · l •· · · 1 • " 'd 1 · • · , •. '--- ->"'- 1

.- U•• . . .... ~ r. ;:-.;:, ... .''"')linacCur:lt~.ct:r.tratlY malntJ.t\12d l expJ;1510n COU t rcs~I.t 1;1 t.'1~ 

·: tm:;:~t Si.!ll ex~.>t '" •·e:!~nl 1"-l"rao sh=ets." .. · iabso:·ption of s~:1le ~r:d lroc::l 
: tell;g2ncc_ ~gencies· th~~ e_x.- · The report said, "lt is cricic:tlicrirni :lai dat:1 s;";tesm into a 
ch~nge:i Iilror~at:.o:1 Wlt.a tne to reccog nize tl_1:1t d.:c~sions in i?otcn•.iJ.Uy a0usi\·e. cer.t;ai ized , 

·. Dercnse I>~~J.rlme:1t. · 
1
these a:-e~s rzuse bas1c qu-~s-lr~rJer::!dy cc~1t!"~l!e-d co:nnn::1! .. 

·: Mr. Cocke said tite · Army tions' re: Federiil/state relation~'c:ttion;; aO'!d cJmp~.:ter in~ornu-
: ft!es, -o rigirnlly cc.npited in th•o antl tht! concept of f ~ce rati sm." 'ltion system." · 

-: l?.:tf! nin~teen-sb:t.!es, c-~ti1c: ~:~d. . It a.dd~d tb~i1t ~~~n this conn,=.c:- 1T~~ .s;J-=ci(ic su:,jec~ of con-
been <.li"stroyed flr , av;ah.d tton 1t IS stol1lftC3nt to r.ot~ 1 cern ts an F.B.I. proil.:lSJI to<!~

·.,orders for.?~tn_tcti:On:_I::J, . t~a.~~that the impo~tance of presen·- 1 quir~ ~q~i pmen~ ti.! :H would au
~ h.!! . v.:a~ 're;~tlVeHy certa~~ tng s~ate and local control O\·er: toma~tcady swt~C!t I·JCal m~~-
- tne tn.ormadon · had b _-;:n .... 
~ ~x~hanged \v:th oti-:er ager.c~es 
: ~uch as the F.B.L, the Centriil 
. Intellige:1ce Agency and . the 

Nationiil Securitv Agency. 
·. A copy of the report c.-iti-

cizir.g .the F.B.I.'s plan> to! 
broiiden its 'crimir.al justice 
infnrmntiori system-aO'!d the 
bur<"au's long · resp0ns~-w=re 
made :!\'il -~lable to R-~prescn'?.
tivc John E. Mo<>· ~.fter the 
California Demo:r?.• h.1.d m.1.:lc 

; · repeated :· dcm;,ncls fo:- . them_ 
:: · O\'Pr the last fou;- ar.d ·a l:a\r 
: · mn:~~hs. s. 
.' ,' · 11re Law·· E:1forceme~t Ad· 
.~ mi:~istration · renort said the 
' prc<cnt Niitin~al Cri""e · Tnf:'l r
' · mation Cc:nter of the F.B.I. 
, ' .rJi<o ~-j m:'lflV Sl'r!0U'i qL'=5tirJn>j 
' whP.i-1'. combine-:1 ,._-;th th ~ · D~O-

.-poql · to oermit .t:--," h:r~.111 to 
: ('nlilr"e its cJo:lpiFtv ,,-:th ::1 

t~chni c ;1l irnoro·.'~m~n~ kn::)\~~J] 

~o-fio 
(,.. 

..::) tl) ..... 
< 
~ 
~ . 
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I - '~~~~~h tht: b:..:reJu's ;b ~ us~d t~ nl')n:to:- t:;~ rc~l~i:H· ;cP:--n to U:F:: f.!3.L in i~.:; c:~·.--:-:c)t> c:·r::i , r.ii-_ E.~ ·~r sJid iP: \ ":J~ ' f. ·iOifP:ttion cc:1:~:-. T:-;~:O;J~rationo; r;f st:-.t:~ 2r.~ tnc=Il tn·:.:n~. of t~e co:n~--ulf:r!ze~ "Ji.:.;m,_:y(---d '' by tO~ o:-:1-.:r ia lhe . . - I . . I . . I,_. .. "T - J •• • "_. _ ;,~;~~'·L~~~~i~!~:~:l ~~·: p~ 1;~ ;~~~wi~~w;~~·~~~~t;:u~hu~~\~;'~~~~t~i~~~\'.r.~•J·~:sl~;~· r;~~~~~~~~~cl t;~~- ,-~~:;: ~~~~;~c:~~~~~~-t it is pr:r.1~: ~ ~ .. ~ c:n:!r,try \vith Sth~h in- exert prr;ssu~e 0:1 t:1es~ Jg~n-= [s ensi:i•;ity cf t i1e co:n;Ji.lleri::~~l t:!;-~"":" ~:.d inJ~;::;rcp:-iat(" fnr tl:~ :..~ 1t.f;;" as che1rg~s fti·:c: Z!~HJ ci~s.'' ~c:-ii;1:!1al hisL'5ry cLtta ;:ncl ri~c ~2p .l:·t.r~~c;,t 0f Ju:;~ :::1; to a~1>2.1r ~J.,~·~s ·~~:hen :ln ir.dividt~J.! -)~.~·as "Any :!g ·~i1'=Y cJnti"o~ling (: l s~ncL!ty of li~e p:-i·.:~c: .. ; o; t il::. t() bZt\'2' di-:;p~sed u:: ~ !.::! t :r::..!ly cf :!:"i"C~~:!'.t i:1 anoL~er pa:t of the tnessa::~ s·.vi~:::;i:-:g cJpac~:y.''l ir.C.ividual." it 3:;:-ertcd. ~hc-s::- i ~: :";~:e::; b': r:-c;tlt:1:,:J.tion c~ ~: ;;t:·y. he ~dded. ,.could 2l::;o er.~J.~~ i:1: Oi1 \i~? lG. r:1~ :!ta(1. cf th~ :;: t:12 rc:~~! :J:t:::>~!5 in t :1ei ~ · plcs-Cri~!:: .~ c~H".tcr.d t~~t if U1e surr<:pt!tiou:;. i:-:~e~!ig•:! .'lce :;~th-i\1/:1i~2 Hou:,c Oific~ of T::-!e~ :;~t fc r~1." he sJ.iJ. ccJ::er i:-. ;i ~.: ~:t th~ ahtr:ty to erin~ .... ~;J sy.;tem C:!p'1bl~ . of;co .·lln~unk: J.~tcns Po!t :.:y, ;'-.ir. S~~k...:.::~-:1e.n fer bc:h t!~..? jus~:;:::~tch il1'.:'5;;Jges au~o:--::1t1c:J.tiy ccntr2.l moni:orir1g of st~:e cr ; E~er, c;it!c:~:2:l t~e J:. :s~!c:.:; lJ,:- ~i:~ r:::.~>1:-t:~t~;~t :2nd n~. c F.B.I. :t ~~::i! ;-:;:-·an U1~ d·2n1isc of 2. ~cc:1l op~:-:'t i ons s;-:cu!d ~~ ~:..:-:pJrtnv:ll.t for p:...:C,Iishin ... ~ tn t:~(; ~ :1-:;i::::J t:u~ i.1:1;uJf:C in ti-'~~ l ~: n~ c ··~i:.ti :1g arrang~m.:.-nt un- lhori1.ed un~il ildf!quatc s..1~·2-: ;:-t?CerJ.l R~;istcr p:-opcsed r::~-:t:· ~:-.n!1::::;cd rc;:.dation ~~~c:- .·.: :y 2p~C:-Z" tll!~ r:0n,tr.n~_of_ til~ :10 sta~es fUi1.rds ~r~ e5t::tb.lished , _a~ti this : !~tio:.s that ~,J.id. ti1cr ~.B.l. pro··;cd. :t:~s:::g~ S\A.:~tc~l.i t!~ - if 1 
k;-::J\':n :1.; trF! !'iationa! LJ.·.v ::.r:- nas. not ~~:1 tne case up to 1 sh~d ope:-J.tc tr;.~ :\J.t~o:1~~~ :.:~~~ y,·n c-~ :t v:::s autnnnzcd. ~ :.:rcen:~:1t Telecammu~C:llions no\v." _ !Crim~ Ir.fcr~:L.l~ !o~. <;~\i1L~r · : ~:ld C?t:c::riling th~ pro;1;-:;-:;2d\ S~/;::;ri~. T!H! 31-p:1ge F.B.I. respons~ : 2ny n1~ss2g:! s·.:.n .. cntn;; VtlllCh •'<_~r:cult:.: :-C! D~;-;J.r-tr.~:~:!~ c'J:-n~, ;.z.~rresei'ItJtive Moss s.1id thut to the rernrt said th~t thLl!:: :~uthorized hy la\V or rcgL'.- p·.~t~ l·. th~ C£'i!~~~~l Acr.:o~:ntin~! s:~')l..!;~! t:le J ust~ce D~p:-trt:r.ent criticism sug:;es~ed · llth.Jt s::-! lJ.l io n." O:fic2 ~ccu;:;erJ tb~ d:.-p:!rt:r!C!!-t : - - ~i\·e ,_;, ,:: f.B.L the rm:ssJg~ curity :~r.d pri•::1cy co;-;side~::-1' !;~a l:::t:e~ to H:~rolJ R. Tyier ,0:· 1!w·:i:1g aiH:::td 0:1 tr.~ ;:::.;l.S·~s·.;:itci1ing equipment it •·coutd ticns are not of primary coL- Jr., the De;:n:ty Attorney G::;~- ; r,1illion projecr. '::i~!; .:n.tt deter- • 

in1:n;11g if it "·Nas n~:-t.d;;:, ,bCH;"J-· 

l i;~uch m0:1Ey it \'.'\'1 Uld Sa\·~: J.nd. 

l
wheth.e.- inforr.--,;:tion stor.-:d in 
thl' co;n0u~er \';ou!d L:.-..: !::.::=:.. "'-'-
b confic!.>e<lti:!l ba.>ts. : 
I 1-h' r· A 0 t;,n 1·,..,-~·· ··1", 1 .111" L ._r ..•. ·• . ~ .... : •• ~,:,'... ~ ,_ 1 0 
l.:::;cr.cy of Co:1gress, sa) pone 
I of th ~s~ determin~ti ons :- il~d 
jbren •n~Ce- by Ute <lt';1Jrt'cF:rJl 
l:d tl:oui~;l t!ley w ere rcr;uired by 

I
Gc\·err.m e:-~t r l'gubtio1~s. ~ 

The G.1\.0. n:co:~~:nc.~dcd 
tl1;::t th e project be cJ.;;cci cd. 

. ---~.-·; 
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OFFICE OF TELECQI',1t,;Ui·liCATIO~iS POLICY 

EXt:CUTIVC:. OFFICE OF THE PRC.SIOGIT 

\'/ASHiiiGTON, D .C. 2050~ 

June 17, 1975 
ASSISTANT OI~::CCTO~ 

r·lE~·IOR.i\NOUN 

FOR: 

FRO~~i: 

John Eger 

Charles Joyce ~ 
_,_-;/. 

SUBJECT: Computer/Comrrmnication Net\·JOrks . · 

Per your request, here is a description of the computer/ 
communication networks which have received adverse publicity 
from Ford Rowan on NRC and David Burnham in the New York 
Ti~es. Relatively factual reports about certain systefus 
are being merged into non-factual smear reports s~ggesting 
secret capabilities linking many files together for political . . . 
spylng. 

The major systems involved are the following: 

Agriculture/Fednet 

In 1974, GSA proposed to buy an integrated computer
communications system to provide: 1) a system meeting 
GSA's needs for procurement and property management 
support, 2) a highly centralized capability for the 
Department of Agriculture, and 3) a large reserve capacity 
for meeting future but unidentified needs of other Federal 
agencies. OTP and OMB objected to this on grounds 
including privacy, excess capacity, and an excessive 
"in-house" orientation. Then-Vice-President Ford publicly 
referred to the privacy risks inherent in such a system, 
and Congress legislated a ban on the system. 

Agriculture is now trying to go it alone with their own 
centralized system, and GAO recently released a critical 
report claiming inadequate planning and inadequate 
consid8ration of privacy. The early association of the 
Agriculture system with GSA's Fednet may make it look 
like the executive branch is trying to sneak this past 
the congressional Fednet ban. \ 

FO:R OFFICIAL USE O~LY 
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1'l1e •-:ere 

The FBI's Nation~l Crime information Center (NCI C) was 
established to allo'.'' the states to check a centru.l 
file on wanted persons and stolen vehicles . The FBI 
has been seeking the Attorney General's permission to 
expand this .. to include a general purpose telc:;com:---r,uni
cations capability. The ostensible pur?ose of .thi s is 
to allow interstate exchange of connute rized criminal 
histories among the states. Howeve~, since the syste~ 
is general purpose and is provided free to the states, 
it is likely to become the_vehicle for all inter state 
exch ange of both computerized data and administru.tive 
rnessar:; e traffic for la',v enforcement. arP, O:·iB, th~ 
Domestic Council Co%~ittee on the Right of Privacy and 
several congressmen have been active ly O?posing this 
expansion on g rounds of privacy , cost-effectiveness, 
and Federal-State roles, and the issue has been widely 
reported in the press. --

The J\RPANET 

The Defense Departwent's Advanced Research Project Agency 
{1\RP<I.) developed a ne1·1 high-speed data cos1•11.mications _ 
technology called "p2.cket s1·1i tchins" to link computers. 
ARPA h as built a natiom·7ide research net\,;ork usi ng this 
technology. Conputers which are connect ed to this network 
through interface message processors (IMP's) can exchange 
data in a fast and relatively economical fu.shion. Packet t 
switching has become something of a fad , and seveial I 
agencies have b een planning to use it in their own net-
works, including defense, GSA and the intelligence 
cornmuni ty. 

Incorre ct inferences h ave been made in regard to packet 
Svl i tching and "Ir·lP 's" such as: l) an Ii'lP allm\:s its 
0\·mer to get into any coraputer 2.ny\·ihere, and 2) all 
packet switched networks a re iriterco nnected. 

\\'hi te House Corl!:)"J ters 

The White House has a c omputer for routine ad~inistrative 
support , and also a coDpute rized message center for 
receiving military , diplo~atic and intelligence ~essaqes 
destined for the 'i··Ihitc Fouse Situation Roo!'L Inferencr:s 
have been dr a'.-m that this provides a capability to access 
the c omputers of other Federal ag e nci.es , such as the 
IRS or the Secret Service . 

FOR O~FICIAL USE O~LY 
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Press reports and incorrect inferences about these systc~s 

may convince the Conqress and -the public that there is, o::: lS 

about to be, a massive capability in the e:-:.ecutive bl:'2.nch 

to link co~puters together, and to -exchange data in violation 

of the Privacy Act of 1974. This could l~ad to calls for a 

1~1oratoriur:1 on data co,-'1munication syster.,_s, and possibly on all 

co:nputer system expansions and consolidations, like the 

moratorium which has been pro?osed for Electronic Funds 

Transfer Systems. Such a moratorium would probably be imposed 

until ~he ~rivacy ~o~~ission established under the Privacy ~ct ~-

ccmple~e~ lts studles. 

Needless to say, such a moratorium would be very da~aging 

to orderly Federal planning to i rn?rove operations and reduce 

manpower through automation. Studies have shown that the 

prlme sources of inforoation leakage are people, not C?rnputers. 

Safeguards can be built into com?uter systems and data 

com1nunications neb:wrks to block unwanted file linkac:res. - ~ 

cc: Tom Keller 
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Honorable Ecward H. Levi 

Atto:cney General 
Washington, D.C. 20530 

Dear General Levi: 

June 17, 1975 

I assu.".e that you have become 2.<.-1are recently that there 

is substw1tial aDd info~cd opposition on the part of 

the state and local governments to your dep a rtnent's 

proposed new regulations concerning criminal justice 

information systems. Hinnesota is one of those states. 

I am writing to s_?eci fy ~·!innesota' s major objections to 

those regulation?. First, ho1-1ever, it s!"lould be noted 

that for over four years state and local governsents 

have over.-1heloingly opposed and vigorously fought certain 

aspects of those regulations. This includes repeated 

formal action ta~en by the National Governors' Conference, 

the Council of State Governsents, predecessor org~~iza

tions to the National Conference of State L2gislaturcs, 

the National Association of State BuC.get Officers, the 

National Association for State Infornation Systens, and 

several associations of city ~1d county gover~~ents. 

\'fnereas general support has been expressed for the broad 

purposes of the regulatio~s, there h~s been subst~1ticl 

opposition to provisions dictating ho~ states sl1all reach 

those objectives~ But these efforts have b~en alQost 

totally ignored: The present proposals still contain 

most of the unacce?table provisions first proposed over 

. four ~rears ago. It is significant that t-he r.1<:1jor points 

at issue, also repeatedly proposed in legislation, have 

been rejected tiQe and again by Congress~· 

Minnesota's r:1aj or obj ectives are lis ted below. {I an 

also attaching for your infor-R2.1tion a position puper I 

presented to the Natio:1al Governors' Con ference at its 

meeting in New Orleans last \..: eek and a collection of 

doct!::nents relative\ to these mut.tcrs issued in Fe!:n .. ·uary, 

1972, by the National Association for State Inforoation 

Sy..s terns.) 

, 
_/I: o 'io 

/c:J~ 

I 

I 

--
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1. FBI Control. We ~uestio~ the wis~o6 of the FBI 
be:Lng the sole a uthority in charge of security ar:.d 
privacy of crir.J.nal history record infor:nc.t ion at 
the federal level a..'1d expect t::.at Co:<gres s '" i 11 s 2e 
that appropriate safeguards are established if the 
executive bra..:ci.l. does not. ~-i'e are unal terc::.bly 
opposed and Hill not tolerc..te the FBI dictatiug r,.;hc..t 
policies, procedures, end r;12t....~oC:s we ~..;ill t.:se to 
guarantee data security a.,.'1d privacy in Hinnesota 
crimina~ history record syste~s. 

2. LE~~ Flli'1dincr. Use of federal funding as bait for 
givl"ng up state sovereignty is not ne~'l . But· it is 
no longer acceptable as a routine matter to state 
legislators or governors, particularly as in this 

· case Hhere the· ftL'1ding is a very small purt of the 
t '-1 ~ .c:d l .. l .L... .t..• 
o~a cos~ o~ eve_oplng, l~p enen~lngr opera~lng,_ 

and maintaining the system. k'1d in this cuse, an 
attempt is being made to apply the regulctions 
retroactively to July l, 1973. We believe that 
states or their personnel ca..1not simply be ensnared 
by a retroactivity provision of a federal regulation 
which causes the~ either to violate state statutes 
or to be subject as a state or an individual to a 
$10,000 fine. 

3. State Statutes. ~iere are a nw~ber of our state 
statutes which would be overridden by the proposed 
regulations. yurther, there are state constitutional 
questions raised by forcing t.."t-te judicial branch to 
abide by procedures of the executive-branch . He 
cam1ot and will not ta.'.(e actions which are illegal 
and are appalled that you are attempting to force 
us to take such illegal actions. 

A D d • . t. . c .... L • • d. .L..h • 
~- c.lca lOn. ompu~er exper~s, 1ncLu 1ng ~ose ln 

state govern2ent across the country ru~d consulta~ts 

to state govern~ents, have advised us thut the 
dedication· requi~er:1ent is a spurious security and 

privacy issue. Although tot.::1l security cannot be 
guaranteed by the co~?uter state of the art, computer 
security sta.ndards c a.'1 be a..'!d <J.rc being \-tell met in 

shured cornpu ter en vi ronr:1en ts all across the coun l:r.f _ 

StCJ.tes on the inte .:::-statc CCH syste3 should est<:tblish 
and r"ee t thei r m-rn sccuri t_';.' and privucy standards. -"~OR 

• l t- 'l...l. ~ • - - - 0 
He slmp~y c ;:~:1.n o ~ 2..uu1ca c.e our au tnorl ty 1n toes e :_ ~ · <,. 
matters to the FDI. ~ ~ 

< ::c;_. 

,_),<., 

~v 
•. 

t 

l 
j ..

.. ! 

.I 
l 
! 
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I
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s. Economic I12o ::tc t. - Yea r:-s ago, Einr.esota cs ta~li ::::;hcd 

a shared co;;puter c:1vironscnt. It has po.id cnor:-;-;ous 

dividends in sc::::-·,ric~ 2....1d in co::::;t reduction. tiec.rly 

all other states h~vc, or are in the process of 

moving toward, shared computers . The requirement 

for dedication as well as sose other fea(ures of the 

orooosed regulations are extrcmelv costly. S6.far 
~ ~ 

-
as He knoH, the inflationary ir:~?c.ct stc:tcr.:ent 

required by OMB Circular A-107 has not been accom

plished. \·le believe it extrel.lcly irJpcrtOJ". t that: 

this be do~e ihlr.cdiate ly and carefully c:nd that the 

states pc.rtici9ate in developing the statcncnt. The 

imoortancc of the imaact statc~ent is underscored 
~ 

~ 

by the extremely difficult financial picture facing 

most state a."'"ld large city a.1d county go·..,·ernments. 

There are in addition many other points in the regulations 

which concern us. But the foregoing are the main ones. 

On behalf of Hinnesota, I am asking that you delay the 

effective date' of -the regulations and revise th em to 

make it possible for all three leve ls of gover.nr.1ent to 

work in hamony to as~ure cost effective criminal history 

record syste~s consistent with federal and state consti

tutions and statutes. 

Sincerely, 

I 

\'lendell R. A.T1derson 

Enclosures 

\ -

\ 

-fOP.o~ 
~· <'.....-

:: ~) < ;-... 
~ ~ 

~' '"', 
'l.~~.a: ~· 
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Statemt~nt o f Gove rnor i·:'endell R. !lndcrson, Stc.te of 
Minnesota, relative to the U.S. Attorn~y General's 

pro?oseu r ec;ul a tio:~s on Crir:1in a l Justice Informatio'l 

S . ( . d f L L • L t' "), '- • 1 
y s t.e::1s. Prepare or pres en L.Zl L.lOn \ ... O ne ,1 a ·L.lOni:l~ 

Governor's Confere~ce, June, 1975.) 

The Federal Pegister, Voll.:.rne 40, No. 98, Hay 20, 1975, 

carries proposed rules and regulations concerning 
criminal justice inforr:1ation systems, to be effective 
June 19, 1975. These provisions would regulate ~ny 
state or loc a l criminal history record infornation 
system which has heen funded in any part, si~ce July l, 
1973, by LL::V.\ funds. The regulations \·:auld apply to 
all such sv s tems including· intrastate svste~s- The 

" ~ 

result Hould "Qe effectively vesting in the DepartF.ent 

of Justice control over the operation of all such svstems 

at the state and local levels as well as at the fed~ral 
level. The proposal also would require dedication of 
computer harcy..·are for such purposes. Substantial p e nal tie 

are sp~cifi ed for violation of the regulations. 

In summary, this paper expresses the strong opposition 

of the State of Minnesota to certain features of these 
regulations. t·7e believe first, that it ' is clearly 
contrary to t..,.e national interest as y,·ell as the inte re sts 

of this state that the U.S. Department of Justice, throug~ 

the F~I anc LE?~, control the operation of state criDin a l 
history systems. Recent events have emphasized again the 
danger of centralization of such power. Secondly, we 

believe that dedication of computer hardware is not ~e
quired for data security and is, in fact, highly contra 

·.cost effective. 
i 

By way of background, it should be noted that the Stnte 
of Minnesota is proud of its record on the questions of 
data security a nd privacy. 1-ler::.bers of both the 1'-~innesota. 

executive and l e gi s lative branches have provided and are 
continuinq to p ro vi de national leadership on these matter~ 

l~e were the first state to pass comprehensive legisl a tion 

aoverning th e s e curity nnd privacy of public records. 
ieaislation b a s e d on our oriainal statute and revisions 
pa~sed this y e ar has been en~cted or is being considered 
by a number of states. 

Thus, we arc strang and in forD e d supporters of the obj cc t : 

of the subje c t rul ' ' S dnd rcgulat.io:;s. \·le believe it fu ll 

appropri0 tc for. tl_1c :cde rc:-1 govcrn~ent to establi s h sccuc 
and orivacy po llcl c s for lnt e r s tatc data exchancr e. 

~ 
_j 
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But we also believe that security Jnd priv~cy rulcs f o r 
intrastate d a ta are the sole re sponsibil~ty of the sc ver~l 

states. The orooosed rcculations, ho~cve r, would usurn 
- .. .J .... 

that state authority, assigning it i-:1 effect to LSi\_;. a nd 
the FBI. Surely in the public mind th a t is a cl2ssic 
examole of directinc the fox to guard the henhouse. 

4 ~ 

I 

In this connection, . it remains .an open question whether 
Hinneso ta ' . .;ill beco!7le pc:1rt of the interstate computerized 
criminal history systen. We are not satisfied with the 
security and ?rivacy guarantees in the ~CIC sys~e~ becaus e 
we do not believe 8~at the management and policing of that 
system should be entrusted to the FBI. 

It is important also in this regard to note the retroacti v 
feature --- Section 20.20 (a) --- providing b~at the recu
lations apply to all state and local ag e ncies where fund i ~ 
~has been in.~hole oi in part with funds made avail a~le .by 
the Law Enforce8ent Assistance Aeministration subsecue nt t 
July 1, 1973." This means that a state could never h a ve a 
intrastate system under its own statutes and on its o~n 
terms 1f it had, since July 1, 1973, applied cs rr.uch as 
o:-te cent of L2i\.A fu:1ds to that systel"7l. It appears to me2:-: 
additionally that any state e;.:pending any L2A.A fu!1d s on t_.>-: 
system after July 1, 1973, must continue the progra.t1 \;heth 
it wishes to or not. 

Furthermore, the State of Hinnesota is unalterably oppos ec 
to Section 20.21 (f) (2) requiring dedication of co;nputer 
hardware used for criminal histories. Security require
ments can and are being met without incurring the extreDe ! 
significant costs of dedication. We re~t our case on thi s 

·point on the position substantiated and reiterated repeat2 
over the past four years by the organization_of st~te 
computer officials, the National Associatio:-t for ·State 
Information Systel"7ls. It should be noted that there is, i n 
fact, no way to assure absolute security for computerized 
data. 

This state and many others have made substantial progress 
in improving cost effectiveness of co~puter operations b y 
shared usage of hard· . ..:are --- and a~ the sar~e tir;~e improvi;-, 
data security and privacy. He cannot pe.rmi t um.;arran t e d 
demands for dedication to erode these large gains, wheth e r 
in the nw-n'e of security or for any other reason. 

Most disheartening in this continuing controversy over the 
years hQS been the p e rsistence of Lhe federal pro~on ents 
for harc;.:~!rc dedic a tion. This requircD ,_: n t hc.rs bee n in c.l l 
previously propos e d r e gulations. It was in the first 
crir;1inol justice ~ c curity 3nd ?ri'.racy bills con:;ic1 e r c d 
by Congress. Declic.::\tio:l hQs been attacked formally ;::nd 
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r epeatedly by tb; :I ~ 1 · · i n;;. 1 1_ r.o ·:· · :-·no:c ' s confe:ccnce ,- tz-:e 

Council of S~ -"1 t c> Cr, ,.,-. .. ,., .. , '" •. ,. t; ., , '1 '.--,t~o:<al l\ssociation 
~ - ~ . ., - &.. ~ •• • \ • • - J I - • l "- • " ~ ...... . • • -

O c S'---..L..o n,~ ... o -- · l . L. 1 ~ -~ocl--.t 1 0'"' -o ~ 
..L ..... uL- DuG ~~~:~\- L~l ,_.:f:;:\~, l .~ l-~ ~. (· ~ ,~ 1.0 J\a /'.S-J _,c.. .. -- l-..:....-'-

S ta t~ Info:cEJ<J. t i c :~ s·: c;h·.~:> , .-~: 1 r! 0 :..;s oci<J.tio:ns of loc2.l 

gove:r.-nDent . Eoth [-,;,l ....•.. ni.' C·--- "' •'-..- ,..,·;s hc:ve recognize:d 

the validity of th~ ~~;:~;_ ;i: ·. i ~ ~·; J;~ d proposed l egislc.tiol'l 

no l onger include s cl cc~ ·i. e-1!.:. ion 1 Cl l ll; uase . But the regu

lations stil l do . 

The Nationa l Governor ' s Co:~fcrence should use wh atever 
~ • 

• l- .. • 

resources l t can rnc.r s ~ 2 ll to assure approprra~e r evlS l on 

of the p roposed regula tio:-1s . 

' 
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1!;\Tro:~,\L cov:::~~::~ns' co~-:FERG·:cs 

t:,\'l'IQ)!,\L 1\SSOCL'·.!.' lOX o~: co;.;:;TIES 
l·iATIO:~AL CG::-;i:.-Ef:.r:::;c:::; 0: ST1\T.S LECISL:\TUL~SS 

The Honorable t~elson A. Rock.efcll~r 
The Vice Preside~t 
Executive Office Building 
Eashin;ton, D. C. 20510 

Dear Mr. Vice President: 

J.ugust 27 > 1975 

The inpact of rule ma~in~ by Federal officials ~hich i~pos2s 
unnecessary costs and administrative burd~ns upon state and local 
govern~ents is teo often ignored. 

A r:10St apparent illustration is a recent pro::culgation of rezt!
lations by the U. S. Department of Justi~e which candatas that sta:c 
and local govern22n~s dedicate co2p~tcr hardware and sofb;arc p::-og~a2s 
solely to l2~~.,r eafo::-ce2ent activities. \-.'e. are particula·cly conc<::::-f'.e~ 

since the dedicati.:n of conputers is not, in light of r::odern tec:-:.~Q

logy, neccssa·cy to ins~re the pri';acy and confidentiality of records, 
and may in nany instances pr?duce the opposite result. 

This action ::!.J'.!es beyond the Fede.r2.l prograiP. directives r.o:-::!~l.lly 

associated with graat-in-aid progra2s into a n~nage.2e~t ar0~ trz~i~io~
ally con~idcred to be. a state · and local govcrno~nt responsibility. If 
each Federal agc~c.y u2re to adopt sir:lilar polkies req:Ji.-.ring til<! cc-,::-
markir.g of co~puters to narrm.; p-.:-ogra:;:.r:~atic areas, the disruptiv~ 
effect upon the efficient operatioa of state and local zovernme~cs 
\·!Ould b e oven:hel~ir..g. 

Over the p2st several years, state an.J local ~overn"-!ents h::wc 
rnaclc e:"ccllcnt prozrcss to1-;ard th2 develop.-::err t of systa:-ntic: .?..i:.d. i:-.te
gratccl 1;1ar.agcr.:e:nt infon~ation syste:2s . In light of th:i.s > c<.>.ch cf the 
ore2.nizntions we represent is officially opposed to tl1e Justice B2part
n~~llt action. L·I~ bclie\.t2 it is i: :-~p~ra tivc that th.~ clecisio:=. ·ro Gcd.ic <! tt:! 
co:<lputers be left to state and local governc::ents. 

This issue is of such significance th~t we ~ost respectfully 
rcquc~~t 2. c~c~ti~!~ ,.:itlt you, t!-~e :\t:torrl2):-- Gc11cr2.l, C"":.!.:d t~~ Dire:c:!:0:.-

/~o·RD <, 
·~· ~ 

';lJ 
.)o. 
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of the Cffic~ of Ma~~gem~nt and ~~d;et for the p~rpase of ~c::::o~str~ting 

the 2dversc rcperc~ssions Federal rcg~latio~s of this n::::.ture w~uld h~ve 
up?n state and local govern~ents. _ 

Sinc:..:::::-ely, 

~ ~2 
~ 

ru Ov,;JJ---
Vance ~~~~ 

() ----- r /,\ I l U 
1) \1 11 I, ,'----u ~~ ,u\ '---~ 1 v. \J v f{ a:0:M~:y 

Chei-;::-::::::::.n • 
N2.tional Gove~ors 1 Con-ference 

President, ~ational 
Asscciatio2 of Cou~ti~3 

~ 
C7P~ 

To:::1 

~~~ 
Jcns~:--l. 

\ 
\ 

Chai man, I:-, tc:r _;over~::::e~: tal 
Relations Co~ittee 

National Confere2cc of 
State L~~isletures 

\ 

(.-.. ~ 
., -

-=~---------------------------------------------"''.:1':-~~·-:....~-~~). - .-~ -te't,:r;!!;:._l)~ 
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THE WHITE HOUSE 

WASHINGTON 

TO: ~ c.,._,__ .., 
FROM: MIKE DUVAL 

For your information:...... _____ _ 

Comments: 
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F I s 
V1ASHI NGTO N, D. C. 205 90 

FOR RELEASE TUESDAY A.M. 
September 23, 1975 

FHWA 91-75 
(202) 426-0677 

Federal Highway Administrator ~orbert T. Tiemann today 

suggested that it may soon be necessary to restrict automobiles in 

the central business districts of large cities, and disclosed that 

federally funded demonstration programs using this technique will 

be launched in several cities next year. 

Addressing the 43rd annual meeting of the International Bridge, 
Tunnel and Turnpike Association in Paris, France, Tiemann said: 

11 I personally feel that the time is not far off when we will 
have to bite the bullet and restrict private automobiles in the 
central business district, or at least a part of it, in many of 
our cities. In other words, we need to create auto-free zones in 
our large cities. 11 

A former Governor of Nebraska, Tiemann added: 
11 I do not make this suggestion naively; I am well aware of the 

opposition such action would generate. Certainly it would be 
unpopular politically. But I think it is an idea whose ti me must 
soon come. 11 

He said that auto-free zones would be feasible in a variety 
of urban settings--commercial, residential, historic and institutional. 
11 Restricting or excluding cars from certain areas of historic, 
esthetic or monumental importance can create areas that might be 
better enjoyed by people walking or riding special forms of conveyances, 
be these jitneys, minibuses, or whatever. 11 

- more -
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Tiemann disclosed that the Federal Highway Administration is 
participating in an advisory capacity to the Urban Mass Transpor
tation Administration in an auto-restricted zone feasibility 
study. "Upon completion of this 12-months study," he said, "several 
cities selected as part of the study will be used for demonstration 
projects . The demonstration projects which we will be implementing 

· in these cities next year will show us whether the auto-free zone 
concept is feasible in our large ci ties. I think that it will 
work. I may be wrong--but v1e are going to find out." 

Turning to v1hat he termed an essential need for a balanced 
transportation system in the United States, Tiemann said: 

Tiemann concluded: 

11 I think it would make a lot of sense to put all of the surface 
transportation funds into one pot, and all of the facilities under 
one jurisdiction. I think the result would be better overall 
transportation for all of us. 11 
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TO: 

VIA: 

FROM: 

SUBJECT : 

D021ESTIC COUNCIL CLEARANCE SHEET 

Date: September 22, _,. _ 

JMC action required by: ASAP 

JIM CANNON 

DICK DUNI-IA."1 ----

or 

JIN CAVANAUGH 

DICK PARSON~ 
LYNN MAY '"r-" ~ 

Meeting with the Attorney General to Discuss the Department 

of Justice's Message Switching Plan and Other Aspects of-the 

National Criminal Justice Information System 

COHMENTS : 

Date: ____________________________ __ 

RETURN TO: 

Material has b een: 

Signed and forwarded 
------

Changed and signe d (Copy attached ) 
---

______ Return ed p e r our conversation 

Noted 

Jim Cannon 



MEMORANDUM FOR: 

THROUGH: 

FROM: 

SUBJECT: 

I. PURPOSE: 

THE WHITE HOUSE 

WASHINGTON 

September 22, 1975 

JIM CANNON 

DICK PARSONS 

LYNN MAY -f 7'-- cr-y 
Meeting with the Attorney General to Discuss the 
Department of Justice 1s Message Switching Plan 
and Other Aspects of the National Criminal Justice 
Information Sx:stem 

To convince the Attorney General to suspend the implementation of 
a message switching capability in the National Criminal Information 
Center (NCIC) and to induce him to review message switching and 
other aspects of the NCIC and arrive at alternative programs that are 
more acceptable to the Congress and State and local governments. 

II. BACKGROUND: 

The Department of Justice has initiated several changes in the 
operation of the NCIC directed at its expansion. These have received 
intense criticism from the Congress, State Governors and elements 
within the Administration including OMB, OTP and the Domestic 
Council Committee on the Right of Privacy. 

One of the criticized innovations is the promulgation of LEAA regula
tions for the development of criminal justice information systems which 
mandate the rrdedication rr (i.e. , require sole use) of State computers 
for criminal information. Buttressed by the implications of the Privacy 
Act, LEAA and the FBI maintain that computer dedication will insure 
privacy protection. Many of the less affluent States argue that dedication 
is a drain on their computer resources and is an unwarranted Federal 
imposition on their rights. 

,.-
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The second issue is that of message switching. The FBI has proposed 
the return of single State offender records to the States and the 
implementation of a message switching capability so that the FBI can 
re-route inquiries electronically to States where the necessary records 
are maintained. The FBI argues that this would enhance the ability of 
State and local law enforcement authorities to do their jobs and would 
promote Federalism by the return of State records now in FBI files. 
Critics complain that the message switching capacity would ensure FBI 
control of criminal justice information and would undermine the State 
run National Law Enforcment Telecommunications System (NLETS). 

Dick Parsons relayed the objections of the Administration regarding these 
initiatives by memorandum to the Deputy Attorney General on June 27, 
1974, but the Department has not answered. The increasingly belligerent 
attitude of State Governors and the Congress (which is considering 
legislation to halt message switching) , however, compels resolution of 
this issue. We, in cooperation with OMB, have formulated the attached 
proposal for a Domestic Council Task Force, under the Chairmanship 
of the Attorney General, to examine criminal justice information systems, 
consult with outside interest groups and make recommendations to the 
President. The work of the Task Force could defuse this issue and 
provide a balanced analysis of the needs of the criminal justice system. 

As it now stands , the Attorney General is caught between the demands 
of the FBI and others within his Department on the one hand and the 
Congress, the States and critics within the Administration on the other. 
It may be that the Attorney General is reluctant to override the FBI's 
wishes in this matter, because of the alleged law morale of the Bureau 
and the reported discontent of Director Kelly. While a quiet abolition 
of the message switching plan would be the best course, the awkward 
position of the Attorney General may make the task force proposal 
palatable to him as a viable way out. ~~ 

/ ~· <.~,\ 
lll. TALKING POINTS: 

As you are aware, there are a number of controversies surrounding the 
national criminal justice system which were set forth in a recent memo 
to you. Among the more controversial aspects are message switching 
and computer dedication , as dictated by LEAA regulations. 

'C) ', !_, 
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Much of the criticism of Federal policies in these areas revolves 
around their somewhat narrow law enforcement focus , which tends 
to distort related issues like privacy and Federal/State relations. 

Although the authority for management of the National Criminal Informa
tion Center clearly lies with the Justice Department, opponents of 
message switching like Senators Tunney, Congressman Moss and the 
National Governor's Conference and computer dedication have directed 
their criticism at the President. 

I wanted to meet with you to get your ideas on this problem and attempt 
to achieve its resolution in accordance with the President's interests. 
I'd also like to suggest that you meet with the National Governor's 
Conference, the National Association of Counties and the National 
Conference of State Legislatures on the matter of computer dedication 
as requested in their letter to the Vice President. 

NOTE 

If the Attorney General has no solutions for the problem or seeks your 
advice, you may wish to propose our task force as follows: 

I believe that criticism of a message switching and computer 
dedication highlight the need for a re-examination of the 
criminal justice information system in this country. It may be 
that policy making bodies, like the NCIC Board, are not sufficiently 
broad enough, to incorporate the diversity of legitimate Federal, 
State, and local interests*. I suggest the formation of a Domestic 
Council Task Force, chaired by yourself, which would consult 
with State, and local interest groups to evaluate the structure 
and policies of the national criminal justice system and make 
appropriate recommendations to the President. 

*In recent years, the Executive Office has pushed for broader participation 
in the policy making body which oversees NCIC . Specifically, it has 
suggested the dissolution of the NCIC Board, which reports to the Director 
of the FBI, and the formation of a Criminal Justice Board, comprised of 
law enforcement officers , prosecutors , parole officers, etc. from State and 
local governments and private interest groups, as well as the Federal 
government. The function of this board would make recommendations to 
the Attorney General on aspects of the criminal justice system. (f o ho -~ 
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THE WHITE HOUSE 

WASHINGTON 

February 2, 1976 

MEMORANDUM FOR PAUL O'NEILL 

FROM : JIM CANNON 

SUBJECT La Raza Unida 

Jack Brooks still wants to know. 

foRo'" 
~· <...-\ 
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MEMORANDUM FOR: 

FROM: 

THE WHITE HOUSE 

WASHINGTON 

December 30, 1975 

riWL 0 I NEILL 7 
JIM CANNO~ 

At the Domestic Council Hearings in Texas, Governor 
Briscoe raised the question of a problem with 
La IM LZ:S,.,hi cas. Did we ever get anything back on 
this? 

(t'A. .~ 
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~**X Citizen-Journal 1l I 
Tues., Feb: 10; 1976 · 

., 

Rhodes' Kent caU den-ial 

~ow under._~ u.s .~ scrutiny 
A phone call GQv. James A: Rhodes under Jus~ice Department examina-

may or may not have made after the tion. · 

Kent State shootings by National . Former Guard Capt. James .R. 

Guardsmen in 1970, is among aspeets Snyder admitted during the civil trial 

ofthetranscri ~lie lied to a federal grand jury about 

now un .S. ·Justice Department Onding a rusty pistol on the body of one 

s uti . -. . ·~ the slain students. · 

Th department i · ·n~- He also admitted lying about a pair 

civil case cor and comparing it to of brass knuckles taken from another 

testimony in an earlier federal grand.' ·student. 

jury investigation with an eye to In addition, he told the civil trial . 

possible perjury charges against jury that retired Brig. Gen. Robert H .. 

Rhodes and other defendants in the .. Canterbury, another defendant, had 

civil action. .talked about making mass arrests .to 

RHODES' ATTORNEY, R. Brooke 

Alloway, issued a statement blasting 

the department from his Columbus 

disr upt a student assembly. 
Canterbury denied making such 

statements. · 

office Monday. ·. "- - __ 

Alloway said "15 minutes' work 

should disclose the patent absurdity of 

such charges. The department should 

discover · this at once and get on to 

something worthy of attention." 

The department said testimony 

presented by Rhodes and former 

Adjutant Gen. Sylvester T. Del Corso 

at the civil trial conflicts regarding a 

call to former Vice President Spiro T. 

Agnew. 
Del Corso said under oath he heard 

Rhodes call Agnew to report the 

shootings and request he expedite a 

full Justice Department inve;;tigation. 

RHODES DENIED he made the call; 

also under oath. 
- · Alloway said, "It is difficult to think 

of anything less material to the issues 

in the damage actions which have 

become known as the Kent State cases 

than whether Governor Rhodes called 

Vice President Agnew on May 4, 1970." 

He described conflicting testimony 

between Rhodes and Del Corso as a 

"clear inconsistency between (their) 

memories." · 

"Perjury is an intentional false 

statement under oath in an official 

government proceeding," he added. 

"lf Governor Rhodes believed this 

statement when made, it is not perju

ry," he said. 

STATEMENTS given by other de

fendents in ~e- civil case are _also 

"' -:' ··. 
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THE ~~"'ROUSE 
VlfAS H I NGTON 

Jonathan Reinhart's office called with 
the following information: 

The legislation was introduced by 
Edward Kennedy on February 25, 1976, 1 

and is entitled the Law Enforcement ImproveJ 
ment Act. Senate Bill S-3043. 

Co-sponsors: 
Edward Kennedy - Mass. 
Ribicoff - Conn. 
Hart - Mich. 
Hart - Colo. 
Haskell - Colo. 
Durkin - New Hamp. 
Sparkman - Alabama 
Pell - R.I. 
Mansfield - Mont. 
Inouye - Hawaii 
Montoya - N.Mex. 
McGovern - s. Dak. 

Stafford - Vt. 
Beall - Md. 
Percy - Ill. 

Senate staff expects other co-sponsors 
will be signed up in the days ahead. 

He will get back to you with more infer. 
later. 

Ann 

0 
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·Judge ·sar~\~.w, .. r 
~·<t-1 .. 

HEW Cutoff 
OfMd. Funds 

J\laryland and Baltimore won victories in federal 
court yesterday in their efforts to halt a threatened 
cutoff of federal education funds in a dispute over 
implementation of desegregation programs. 

Chief Judge Edward S. No1throp of the U.S. Dis
trict Court in Baltimore said officials in the Depart
ment of Health. Edueation 
and Welfare harl acted "ar· 
hitranly and whimsically" 
in dealing with l\1aryland's 
colleges '~nd Baltimore's 
public schools. 

.Jud.:(e '\Jorthrop said he 
would sign preliminary in
junctions requiring HEW's 
civil rights offH:e to !'top ad
ministratiw actions that 
could lead to the cutofl ol' 
up t.> $6!'\ million fronv the 
stak's :!ll puhlic col te~es 
and uPivHsities and $2:lJidl
lion from the city's schools. 

ln a 51 page dE>eision lat·cd 
with crit it-i~ms of II E\\' . 
Nort111·on aecused the federal 
agt-:H·y of "palpable disre
gard'' of statutory require
ments and "obvious refusal 
to act with .~ood faith and 
eo'JpPration." 

HEW's announcement last 
Oce.·mbcr that it would sC'ck 
the cutoff marked the lir~t 
lime HEW had launched for · 
mal f'nforcement .. dion un 
der Title 6 of the 1964 CiYil 
IU(!ilts Act against a state
wid<! publh: higher ecluca· 
tiona! system. 

· \t least an inference can 
1 lw drnwn." '\'orthrop \\TOt!.' 

in 'I footnote," that TIE\\' 
was :·, t tempting. not mcrcl.'· 
dc~ ; ·grC'gation of the :\Jary· 
Ia nd ~~:stem. hut to place 
.\Jar~ lrnd in the po~ition of 
being the guinea pig tor 
H rw·~ compliance effort,;." 

ll could not be immediate
ly lea•·npd if HEW would 
appeal. 

HEW's civil rights ofl'it'e 
had aecused the stale of 
f<lilin g to carry out its l'Ol
lege desegregation p 1 an, 
which wa~ appro\'ed by 
liE\\' in 197-t. HEW offil'ials 
have conteuded the state 
tontinues to operate a dual 
s~·stem of higher education 
in 'iolatl(ln of law. 

:\laryland Gov. Marvin 
:\tandel. who has denied anti 
denounced the fed era 1 
charges. praised yesterday's 
1 uling as "comageous and 
far. reaching." 

Tn thl' ruling. the judge 
upheld the state's contcn. 
lion that HEW faill'd to fol
low its own regulations re· 
quiring that specific in
swnces of failure to comply 

Sec IlEW, AlO, Col. ·.t 

Radiation 
Danger Cited 
~4t V a. Firrn 

By Donne! i\:unes 
w ,,.c:hlr :ton Po· t Sf !·dt \\-rUrr 

The U.S. \/uclcar HCI!,Ula · 
tory Commission has 
ehargcd an Alexandria engi
neC'ring firm with retwat · 
cdly failing to protert ilf 
employees from radioac\i ve 
matet·ials used to x·ray weld · 
ing work done in eonstruc· 
tion and other manufaet ur
ing prOCf'!"SCS. 

:\fter chargint( that the 
firm, Value Engineerin~ 

Company, has violated 
~afcty codt>s, reportin~ pro 
ccdurcs and required tnspeJ·· 

tion timetables at h'ast :.!0 
times in the past seH•n 
YC'ars. the commisswn 1JI'· 
cl"rcd it to show eause \\ It y 
it~ license to use nuclear 
mat,'rials should tlOt he n· .. 
vokC'rl. 

"It's an accumulated rer· 
orcl of apparent notHompli· 
anc:e." said Kenneth Clark. a 
;\1 uclear Regulatory Com · 
mission spokesman in ,\ t 
lanta. ''\\'e wouldn't do tht~ 
without a darn good rc:t· 

son." 
The commtSSJOn eiterl 

Value Engineering lor tlw 
eit(hth time in st>ven year;, 
for a Novembt>r incidl•nt in 
which an employee was C\ 

posed to 22 Urnes the ma\I 
mum allowable dose of radi· 
at ion, according to Clm·k . 

In that case, aeeurdin l.: tu 
Clark, an employee opera! 
ing an x·t·ay machine u~in:! 
the radioactive. isotope iricl .. 
ium 192 was exposed to the 
dose of radiation while c-..: · 
amining a weld at the :--.a 
tiona] Gallet·y of ,\ rt ,·on 
struction ~ite in wa~hing · 
ton. 

The employt~r . whu~(· 

name w:t~ wlthht>ld, ::-uffercd 
no ill t'ffects Ch1rl\ said 

SP(' R.\01.\TION, .\12. Clll. j! 

• 

Judge Rar~ 
I-lEW Jlu.nds 

Cutoff in Mtl. 
HEW, From AI 

be cited before administra
tive hearings began. 

Northrop said HE\\' of· 

ficials "arbitrarily :md whim 
sically" failed to follow the 
Civil Rights Act in not sPek 
ing to work toward compli · 
ance by voluntary means 
and is ''vindictively" refus· 
ing to take a "programmatic" 
approach. He 1'-aid his in · 
junctions would remain m 
force until HEW specifics 
programs not in compliam·e . 

In his statement, ::\lanctel 
said the state is willing to rc· 
sume di:;russion;; with HEW 
in what the go\'ernor called 
an intelligent. reasonable at· 
mosphere, "free of threats, 
retaliation or e c o n o m i c 
punishment." "W~ will bar· 
gain only with a similar ges
ture" .from HEW, he said. 

In addition, he asserted 
that the state will make 
"every effort" to eliminate 
disc r i mi n a l ion "if and 
where" it is found. 

The HEW-approved state 
plan sets projedcd ranges 
for percentages ol hlaek and 
white students at the state's 
colleges. 

The state took the con· 
troversy to court after HEW 
said it would begin hear· 
ings that could lend to a 
fund cutOff 10 state colle.~cs. 
Baltimore hegnn court pro
c-t>edings after HEW intiti· 
ated hearings against the 
city on charges it had not 
eliminated all vestiges of a 
dual school system. 
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arch 10, 1976 

MEMORANDUM FOR: Art Quern 

FROM: Dick Parsons 

SUBJECT: State of Maryland vs. HEW 

You requested some background on the suit which the State of 
Maryland and the City of Baltimore recently commenced against 
HEW. 

In March 1969, HEW determined that the State of Maryland was 
operating a racially segregated system of higher education in 
violation of Title VI of the Civil Rights Act of 1964. Some 
three years later, in 1972, HEW determined that the City of 
Baltimore was operating a racially segregated elementary and 
secondary school system in violation of Title VI. However, no 
action was taken by HEW on the basis of these determinations. 

In 1973, HEW was sued by a group of private citizens because 
of its failure to take action against those jurisdict1ohs-
which had been found to be operating racially segregated school 
systems (including the State of Maryland the City of Baltimore) . 
That suit, Adams v. Richardson, concluded in June 1974 with the 
issuance of a court order requiring HEW to promptly commence 
enforcement proceedings against all such jurisdictions. 

Thereupon, HEW requested and got from the State of Maryland a 
voluntary plan for compliance with Title VI (the so-called 
"Maryland Plan for Completing the Desegregation of the Public 
Postsecondary Education Institutions in the State"). Because 
of the difficulty previously experienced with the City of 
Baltimore, however, no such voluntary plan was sought and an 
administrative enforcement proceeding was commenced. 

On December 15, 1975, the Director of the Office for Civil Rights 
in HEW wrote to Governor Mandel informing him of HEW's intention 
to commence an administrative enforcement proceeding because of 
the State's failure to implement the desegregation plan it had 
submitted in 1974. This letter followed a number of meetings 
between State officials and HEW staff which were not successful 
at resolving the problem. 
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In January of this year, the State of Maryland commenced a 
suit against HEW to enjoin it from initiating the adminis
trative enforcement proceeding. The City of Baltimore 
joined in this suit to prevent HEW from continuing its 
proceeding against the City. On March 9, U. S. District 
Court Judge Northrup ruled that, because HEW had not 
followed its own regulations concerning Title VI enforce
ment and had failed to adequately negotiate voluntary com
pliance, it was enjoined from initiating an enforcement 
proceeding against Maryland and from continuing its pro
ceeding against Baltimore. 

HEW and Justice are currently assessing the advisability of 
an appeal from Judge Northrup's order. 

cc: Jim Cannon ~ 
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MEMORANDUM FOR: 

FROM: 

SUBJECT: 

THE WHITE HOUSE 

WASHINGTON 

March 15, 1976 

THE PRESIDENT 

JIM CANNON 

\' 

lu;"C~ J;iA.:& 
/ () 

INFORMATION 

State of Maryland vs. HEW 

In regard to your request for further information concerning 
the news reports of the U.S. District Court ruling on HEW's 
enforcement of Title VI of the Civil Rights Act of 1964 
against the State of Maryland: 

In March 1969, HEW determined that the State of Maryland 
was operating a racially segregated system of higher 
education in violation of Title VI of the Civil Rights 
Act of 1964. Some three years later, in 1972, HEW 
determined that the City of Baltimore was operating a 
racially segregated elementary and secondary school 
system in violation of Title VI. However, no action 
was taken by HEW on the basis of these determinations. 

In 1973, HEW was sued by a group of private citizens 
because of its failure to take action against those 
jurisdictions which had been found to be operating 
racially segregated school systems (including the 
State of Maryland the City of Baltimore). That suit, 
Adams v. Richardson, concluded in June 1974 with the 
issuance of a court order requiring HEW to promptly 
commence enforcement proceedings against all such 
jurisdictions. 

Thereupon, HEW requested and got from the State of 
Maryland a voluntary plan for compliance with Title VI 
(the so-called "Maryland Plan for Completing the 
Desegregation of the Public Postsecondary Education 
Institutions in the State"). Because of the difficulty 
previously experienced with the City of Baltimore, 
however, no such voluntary plan was sought and an 
administrative enforcement proceeding was commenced. 

On December 15, 1975, the Director of the Office of 
Civil Rights in HEW wrote to Governor Mandel informing 
him of HEW's intention to commence an administrative 
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enforcement proceeding because of the State's failure 
to implement the desegregation plan it had submitted 
in 1974. This letter followed a number of meetings 
between State officials and HEW staff which were not 
successful at resolving the problem. 

In January of this year, the State of Maryland commenced 
a suit against HEW to enjoin it from initiating the 
administrative enforcement proceeding. The City of 
Baltimore joined in this suit to prevent HEW from 
continuing its proceeding against the City. 

On March 9, U.S. District Court Judge Northrup ruled 
that, because HEW had not followed its own regulations 
concerning Title VI enforcement and had failed to 
adequately negotiate voluntary compliance, it was 
enjoined from initiating an enforcement proceeding 
against Maryland and from continuing its proceeding 
against Baltimore. 

HEW and Justice are currently assessing the advisability 
of an appeal from Judge Northrup's order. 
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