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to its producers: the extent of investment required

for its development, and the ease and inexpensiveness

of software reproduction. There are serious shortcomings
in each of the major forms of intellectual property law
in providing such protection.

Patent protection offers the strongest form of
protection for intellectual property, but the statutory
requirements preclude most forms of software from coverage.
Further, the delay between filing and issuance of a patent,
and the requisite search of the prior art make the current
patent system inadequate as an effective form of protection
of this rapidly developing information product.

Copyright protection is generally available for
computer programs, but there are a number of significant
drawbacks. Protection is limited to the form of expression;
valuable concepts, techniques, and intellectual processes
expressed in the program may be freely copied, regardless
of the novelty ot innovation involved. Copyright infringe-
ments of program copyrights are difficult to detect,
and just as difficult to define under current statutory

language. What constitutes copying of a computer program?
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Does the copyright law proscription against unauthorized
translation apply to translation into other computer
languages? Should copyright protection of computer
software be limited to the right to make and vend copies
of the program or should the right extend to the use

of a program to operate a computer in a manner similar
to the performance right in a musical or dramatic

work? 3/

Trade secret protection is a common law
alternative to the statutory prqtection of the
copyright and patent systems. The primary advantage
of this form of protection is that limited access
results in less opportunity for misappropriation;
therefore, problems associated with detection of
infringement or unauthorized use are reduced.

The inadequacies of the copyright and patent
systems as a form of investment protection make trade
secret treatment of software a more attractive alter-
native to statutory protection in many instances.

This has serious public policy implications. If one

accepts maximum dissemination of useful information as



a goal of information policy, trade secrets are

socially the least satisfactory form of protection.
Secrecy leads to a wasteful expenditure
of talent and skill on solving problems
already solved and writing programs
already written. Markets for ideas

and their expression are made gravely
imperfect when information is suppressed.

*k%k

The information explosion made possible by
technological advances is becoming increasingly
critical. If public policies are to be responsive
to public needs, the information on which these
policies are based must be readily accessible in
usable form. Information technologies have the
capacity to facilitate research and knowledgeable
decisionmaking. Technological developments also,
however, have seriously impacted on current legal
mechanisms governing the relationship between
creators and users of knowledge, and threaten to
undermine the economic incentive to knowledge

production.
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Careful attention must be paid to the design
of mechanisms which promote both the origination and
the accessibility of information in our increasingly

information oriented society.

ISSUE 5 Write Rules To Clarify The Relationship
Between Government And The Private
Sector In The Production, Publication
And Dissemination Of Information

Background

Some of the most difficult issues facing the
government result from the growth of a new
commercial information service sector in the
United States. This new industry often finds
itself in conflict with government dissemination
services. It seeks a resolution of these conflicts
and a uniform set of policies that will provide a
climate for its growth and investment. The problem
is complex, since the dissemination of government-

generated information is a legal responsibility
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of the Federal agencies, either specifically
written into the agency legislation, or implied
in agency mission descriptions. Moreover, many
of the information programs of Federal agencies
have grown over the years and have become national
and international in scope, making dismantling
difficult. Several of the agencies have taken
steps to turn some parts of their dissemination
programs over to private sector contractors,

but the commercial information industry believes
this effort to be insufficient.

Also at issue is the status of government
data bases that are being produced in machine-
readable (computer magnetic tape) format.
Commercial on-line, interactive information retrieval
organization are establishing popular retrieval
services that provide remote access to users who
are equipped with terminals. Legal suits have
been made to force agencies to provide data bases;
more are expected in the future, especially if the
commercial on-line services prove to be profitable.
This and other issues argue for a uniform government
policy that will minimize contention between the

two sectors.

%
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The For-Profit Sector View

1. Private industry's role is»to guarantee
full and open choices to information users from
multiple sources.

2. While publicly supported library functions
providing free information should not be abolished,
it should be recognized that there is no such thing
as free information.

3. The information industry is equipped
to re-format information to fit the needs of
users more flexibly than the government.

4. "The deadening effect of the generosity
of Big Brother (in disseminating information)
will impose perhaps not an iron curtain but
certainly a wet blanket on creativity, choice,
and the competition of ideas this Nation needs to
function." 5/

5. There is no clear policy guidance for

~government agencies in the offering or pricing of

products or services to non-government customers.
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As a result, a wide variety of tape distribution l
practices exists within government depending,
it appears, on the motivations of the individual
agency.
6. Competition between the government and private

sector in data base services results in withdrawal
of the commercial offering. Government agencies
offer data base services that overlap free enterprise
offerings. The market for information rétrieval
services cannot support a large number of overlapping
products.

7. OMB Circular A 76, governing policies
for acquiring private sector products and services
for government use, should be updated and revised
.to apply to information products and servcies
provided to the public.

8. In some instances, private sector
copyright of works produced by the Federal
government should be permitted to enhance
dissemination of useful information and reauce

distribution costs.
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The Government View

1. The public has paid for the generation
of information and should be entitled to get it
without paying for it a second time.

2. Federal agencies are adhering to the law
in their dissemination and regulatory practices.

3. To the extent possible, agencies are
using private industry in lieu of creating their
own, government-manned facilities.

4. The private sector is relatively free
to repackage and disseminate government-generated
information.

5. It is not in the public interest to vest
control of dissemination of government-generated
information in the hands of individual entrepreneurs
who might raise prices to prospective users.

6. Individual agencies set policies in
accordance with their missions and goals. The lack
of a government-wide policy cannot be charged
to them.

7. "Free" dissemination of government-

~generated information and data has been sharply



82

curtailed as a result of Office of Management and
Budget directives. For example, OMB Circular A-25 sets
forth the general policy that a reasonable charge
should be assessed against each identifiable recipient
for a measurable unit, or amount of government service,

or property from which he derives a special benefit.

The Professional Society's View

1. Government assistance to disseminate infor-

mation is needed as the costs of dissemination rise

faster than society members can pay for the publications.

2. There is no way to obtain funds necessary
to "mechanize" their information dissemination
programs except from government agencies. Without
mechanization, they cannot cope with the proliferation
of information in their fields.

3. They need the help of the Federal agencies
in obtaining funds for preliminary studies necessary

to improve their information services.
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The Information User's View

1. There has been an extraordinary rise in
the costs for informational materials. As a result,
purchasing has been curtailed.

2. Libraries cannot afford to buy all of the
books and.magazines that they need. Establishment of
networks that will permit the sharing of cpllections

is necessary for the survival of libraries.
The Publisher's View

1. Costs of materials, labor and facilities
are rising precipitously; a larger market is needed
to bring a reasonable return on investment.r

2. Sharing of collections by libraries as
an economy measure may be calamitous to publishers.

3. Photocopying by users is destroying
sales; the government should do more to protect
intellectual property.

4. Capital needed to modernize processes of
production is costly; publishing is becoming a

marginal industry.
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Discussion

It is evident that all segments of the information
chain face strong economic and other problems
brought about by new information technologies and
other forces. The problem for the government is
especially difficult. In addition to managing its own
information programs, it must determine when and what to
subsidize in the non-government sector; the effect
of telecommunication policies on information services;
how to cope with a non-profitable postal service
that provides subsidies to some and higher costs to
others; how to obtain a balance between freedom
of information on one hand and agency mission
efficiency on the other; how to provide information
services to the public and at the same time establish
policies that will not penalize the commercial
information sector; how to work out a harmonious
relationship with all groups in the public and privaté
sector that will result in a minimum of overlap
and duplication; and how to formulate policies
that will result in electronic networks interconnecting

all sectors that will be able to interchange information
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and data while simultaneously protecting privacy
rights. The solutions needed to solve the myriad

and complex problems will be difficult to achieve

in light of the continuing introduction of new informa-
tion technology into the process. Only the

government is in the position to formulate policies

that can contribute to reasonable accomodation

to the realities.

ISSUE 6 Determine The Appropriateness Of
Restrictions On The Use And Trans?er
Of Personal Information In The Private

Sector

Background

The Congress has before it an omnibus privacy
bill for private sector record systems. 6/ The bill
mirrors all of the major provisions in Section 3 of the
Privacy Act. Some industry observers feel that it
is representative of the kind of privacy legislation

that the Congress is eventually likely to pass.
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The Privacy Protection Study Commission is preparing
a two year study of private sector information
practices, including consideration of medical and
insurance records; employment and personnel records;
credit, banking, and financial records; commercial
reporting activities; mailing list brokerage firms;
travel, hotel and entertainment reservation
information; private sector use of the Social Security
number; and State information laws. Its recommendations
are likely to be given careful consideration by
Congress.

The Department of Commerce is completing plans
to survey 3,500 businesses concerning personal
information policies and practices.

Private sector groups are also conducting
studies. The Bank of America has a major project
on disclosure and information practices. The Krannert
School of Business at Purdue University has established
a Center for the Study of Privacy Issues in cooperation
with TRW Credit Data, the J.C. Penney Company, IBM
and several other large corporations. The National
Chamber of Commerce has announced plans to conduct

its own privacy study.
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In the meantime, numerous bills have been submitted
in state legislatures and the Congress to regulate the
private sector. At present more than 35 States
have privacy legislation pending; nineteen include
provisions for private sector regulation. Some
cover only automated systems; most specify kinds
of information that can be collected, the conditions
of collection, and permissible transfers and
dissemination; almost all have notice requirements
comparable to the provisions in the Privacy Act;

all provide for subject access to records about

himself.

Discussion

Information collection as an adjunct to business
activity is immense. A'partial list which focuses
on personal information about individuals would
include financial records held by banks and other

financial institutions; information on travel, entertain-

‘ment, and spending patterns held by credit card companies;

employment records, including information concerning
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absenteeism, and evaluations by supervisors; health

and insurance records; educational records of

various kinds including transcripts, letters of
recommendation and other forms of student evaluations;:
records of credit service bureaus including information
about promptness of loan payments, denials of credit,
and such other items alleged to be of use to the

credit grantors; and the direct mail industry
tabulations and cross tabulations of almost every
category of American imaginable.

Virtually all of this potentially sensitive
information is gathered, managed and distributed
without any comprehensive scheme of Federal regulation.
Only the credit reporting industry is now subject
to Federal regulation. Those areas likely to
receive attention in the near future are discussed

below.
Employer Information Practices
Regardless of its size, mission or charter,

organizations must maintain personal information

about their employees. As a consequence, information

-
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in employee files normally include full biographic
data, sensitive objective reports (absenteeism
records, medical history information, aptitude

test scores, etc.), and at the same time, highly
sensitive subjective and normative materials
(supervisors evaluations, third party employment
recommendations, etc.). In most instances employees
do not know how much information about them their
employer has collected. They are usually not able
to look at their personnel file to determine

the relevancy, accuracy oOr timeliness of information
in their file. There is often no guarantee that
information will be used for the same purpose

for which it was collected. In many parts of the
country, law enforcement agencies, banks, credit
reporting agencies, and other outside parties have
access to employment records. At present, there
are no satisfactory standards to govern the

length of time that an employee's records should

be maintained after the termination of employment.
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Banking and Financial Institutions
Information Practices

One of the largest aggregations of personal
information in the private sector is maintained by
banks and other financial institutions. 1In 1974,
there were 14,448 commercial banks, 480 mutual savings
banks, 5,170 savings and loan associations,
almost 23,000 Federal and state chartered credit
unions and over 3,400 consumer finance companies. 7/
Americans had savings accounts valued at roughly
41.4 billion dollars and showed a consumer debt
of 880 billion dollars, most of it owed to these
financial institutions. 8/ By 1970, fifty percent
of American families used credit cards and has
run up a credit card debt in excess of 8 billion
dollars. 9/

It is estimated that more than 60 percent of
adults maintain checking accounts and a large,
but smaller percentage have savings accounts.

In order to administer this system, financial
institutions collect extensive and sensitive personal
information. Financial institutions generally rely

on three sources for their information; (1) information
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that the individual discloses in his application
form; (2) information that the institution learns

from other creditors and consumer reporting

‘agencies; and (3) information developed over time

from the organization's own experience with the

. consumer. These sources produce three conceptually

distinct kinds of information. 1In order to determine
eligibility for extensions of credit and, in many
instances, for opening special checking and savings
accounts, financial institutions and credit card
companies first collect varying amounts of personal
and financial history information. Depending on
the type of account, this data can include salary
information, employment history, medical history,
arrest and conviction information, and personal
residence information. Secondly, financial and
credit card organizations collect and maintain
extensive account information including the
consumer's account balance, amount and frequency
of payments and collection experience. Third,

in some instances, the files of these organizations

may contain information on the consumer's activity

and travel itinerary.
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There has been agitation by the financial
community and consumer groups and within the Congress
to substantially change standards for collection,
use, and particularly dissemination of credit
and financial information. Federal legislation has been
proposed to tighten law enforcement access to bank
and Eredit card records and give consumers notice

of the impending dissemination.
Consumer Reporting Agencies Information Practices

Perhaps the largest compilers of personal
information in the private sector are the commercial
or consumer reporting agencies. The Fair Credit
Reporting Act (FCRA) 10/ defines a credit report
as a written record of an individual's financial
history or of his character, life style, or personality
compiled by a consumer reporting agency. The
Act defines é consumer reporting agency as any
person or organization that regularly assembles or
evaluates consumer credit information for the purpose
of furnishing reports to third parties. Reports

compiled by credit grantors, including credit card

)
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companies, relating to a transaction between the
credit grantor and the consumer are not covered
by the FCRA;

Reporting agencies collect information from
the individual himself, from institutional sources
(such as educational, military and employment
records) and from personal sources (such as neighbors,
business associates and social acquaintances).
Their reports are typically purchased by banks,
retail merchants, employers and insurance companies
who most often use the information to make decisions
about extensions of credit, employment and insurability.
Some of the larger consumer reporting agencies
amass files on millions of individuals. Equifax,
for example, (formerly known as the Retail Credit

Company) in 1972 had 300 offices, more than 7,000

employees, 45 million files on individuals and

businesses and produced more than 35 million
reports annually. 11/

Among the deficiencies of the present statute
are said to be:

o It places no restrictions of any kind
on industry collection of information.

o] Consumers often have no way of knowing
that a report on them has been ordered.

o Record subjects cannot physically inspeét their
files or obtain a copy of the reports. %i
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o Record subjects are not given any
information about sources of information
or medical data in their files.

o] The dissemination standards are so broad
and vague that they permit circulation
of the report to virtually anyone the
company chooses to give it to.

o) The law does not set standards for
destruction of dated information.

Insurance Industry Information Practices

Five out of six families are covered by life
insurance. Over 85 percent of the nations automobiles
are insured. Over 90 percent of the nation's homes
have some form of insurance. Roughly 80 percent
of the public under 65 has some type of health
insurance. 12/

In order for an insurance company to make a
decision about insuring an individual or his property
against a particular type of potential harm, the
company must collect what usually amounts to a
substantial amount of sensitive personal information.
Depending on the kind of policy, the data is likely
to include, in addition to complete biographic

data concerning health, driving, employment and
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educational history, criminal record, living situation,
life style information, sexual affinities, and personality
and character information.

The insurance industry has establiéhed centralized
data exchanges. The most notable is the Medical
Information Bureau (MIB) operated by some 700
life insurance companies. MIB has information on
12 million ‘people 13/ supplied by member companies.

In addition, much of the information compiled by

the health insurance industry is managed by computer
service houses. For example, Electronic Data
Systems Corporation processes 75 million health
insurance claims each year. 14/

Information in insurance files is actively
traded among insurance companies, government agencies
and employers. Individuals are often denied'
access to their insurance files, particularly when
it contains medical information. Although no Federal
or state legislation specifically covering the
information practices of insurers has yet been
enacted, there is a growing consensus among

consumers and insurance industry officials that some
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reforms are needed. Some of the issues most

likely to be faced by Federal policymakers include:

(1) the overbreadth and vagueness of applicant
authorization forms that give insurance companies
virtually unchecked authority to access the applicants’
records; (2) sharing of insurance information

with incompatible users including employers and

law enforcement agencies; (3) subject access; and

(4) standards for the accuracy, security and timeliness

of information.

Hospital and Medical Record Information

America's health care system is changing in a
basic and rapid way. More people are receiving
health care and fewer are paying for it out of
personal funds. The growing importance of third
party payors, be they private insurance companies,
employers, private sector intermediaries for government
programs, or the government itself, introduces a
new and information hungry participant into the
health care environment. A second phenomenon is the
spiraling use of computers in the collection,

maintenance and dissemination of medical data.
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At present there are few specific legislative
or judical restrictions on use of information by
health care providers. Almost everyone agrees
that physicians and other medical professionals
should have unfettered discretion to collect
whatever information they think is relevant. Similarly,
there is wide agreement that society should not
restrict exchanges of medical data within health
care systems or otherwise establish standards for
use, maintenance or disposal of medical data.

However, some believe that society ought to
impose standards for dissemination of and access
to medical data. There already exists a variety

of legislative and judicial standards such as laws

‘requiring physicians to report cases of communicable

disease and deaths from unnatural causes. In
addition several states have statutes that specifically
require doctors and hospitals to release requested

information to law enforcement agencies. 15/
Educational Institutions

In 1972, 59,289,000 individuals were enrolled

in schools, including institutions of higher edugg}ion.
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For each enrolled student, educational institutions
often maintain many dozens of pages of information.
Schools, colleges and universities, collect,
maintain and disseminate a great volume of extremely
sensitive information about students and
occasionally about their parents. These student
files characteristically contain extensive economic
and social background data, evaluations of
attitudes, behavior, performance and ability, and
health information. |

éoncern about the sensitivity and scope of
student information held by schools and their

dissemination practices led Congress in 1974

to enact the Family Educational Rights and Privacy Act

(Buckley Amendment). 16/ It provides that any
séhool receiving assistance from the Department of
Health, Education and Welfare's Office of
Education must provide parents (or students if
over 18) the right to inspect all school records
concerning their children and the right to
challenge misleading or inaccurate entries.
Furthermore, subject to a few exceptions, schools

are prbhibited from disseminating any information
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from these files absent parental consent. Prior
to enactment of the Buckley Amendment, only

24 States permitted some degree of parental access

to school records.

Unresolved Policy Issues

Most observers predict that over the next
several years, Federal policymakers will be asked
to make definitive judgments about private sector
personal information practices. Key issues that

are involved in that policymaking process are

listed below:

o Should private organizations be permitted
to maintain secret personal information
systems?

o Should general limitations on private

sector collection of personal information
be imposed?

o} When private sector organizations collect
information from individuals, should they be
required to tell subjects the purpose
of the collection, the expected uses,
access rights, if any, and consequences
for failure to provide information?

o) Should standards for accuracy, timeliness,
relevance, and security be imposed on
private sector collectors of personal
information?
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(o} Should government create a regulatory
structure for private sector information
practices?
o] what weight should be given to cost factors,

organizational effectiveness, and organizational
prerogative in considering the creation
of information standards?

ISSUE 7 Consider the Proper Locus Of Regulation
Of Information Within The Framework
Of The United States Federal System

Background

An increased attention to the possibility
of regulation of private sector use of information
about individuals and the blurring of distinctions
between communications and computers have raised
difficult regulatory issues which can have significant
impact on our Federal system.

Seven states have already enacted legislation
to provide privacy protection for personal information

held by state or local governments. No state has
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yet enacted "omnibus" legislation dealing with the
private sector as a whole, although several have
enacted privacy legislation regulating specific
industries. An example of these are state fair credit
reporting statutes.

The prospect of continued legislative attention
has raised concern in the private sector over
the probability of conflicting requirements in
different jurisdictions which would significantly
increase costs or even impede interstate data flow.
Consequently, some information industries are
warning of the need for uniformity between Federal
and state legislation. One such warning has come
from the Association of Data Processing Service
Organizations (ADAPSO). 17/ Another has come from
insurance representatives, an industry traditionally
regulated at the state level which has relied on
that tradition to resist Federal incursion in
other areas of regulation. 18/ Those representatives
have argued that if such regulation is deemed
necessary, there should be Federal preemption

of state authority. 19/
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Countering the arguments for preemption are
many state government interests who claim that states
have a right and duty to resist encroachment on their
power to provide protection for their citizens.
Representatives of this point of view contend
that the Federal Fair Credit Reporting Act does
not provide sufficient protection and that the
preemptive clauses of that Act improperly restrict
the States' ability to do so. They would probably
agree with Justice Brandeis that state government
should "serve as a laboratory; and try novel social

and economic experiments." 20/

Discussion

The problem of achieving uniformity among the
laws of differing states has a parallel in the

problem of harmonizing national law for the orderly

development of international markets. On the domestic

scene, of course, the traditions, institutions,
and legal doctrines by which this can be achieved

are more thoroughly understood and highly developed.

(
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Uniformity of Federal and state laws could
occur in several ways: by chance; by special
interests coordinating legislative activities
in the Congress and state legislatures; by the
drafting of uniform state laws by prestigious
organizations such as the National Commission on
Uniform State Laws; or through Federal preemption.

Preemption rests on the Supremacy clause
of the Constitution and presents major issues
for our system of Federalism. Consequently, the
preemption power has been the subject of much

legal attention. In Pennsylvania v. Nelson, 21/

the Supreme Court distilled three tests for
preemption where state regulation must yield to

Federal: (1) If the scheme of Federal regulation

is so pervasive as to make reasonable the inference

that Congress left no room for the states to
supplement it; (2) If the Federal statutes touch
an area in which the Federal interest is so
dominant that the Federal system must be presumed
to preclude enforcement of state laws on the same
subject; (3) If enforcement of the state law

presents a serious danger or conflict with the
al

103
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administration of the Federal program.

In the past, legislatures and courts have
not generally focussed on information as a discrete
subject. They have instead looked at the medium
that communicates the information. Consequently,
several bodies of law have developed concentrating
on such systems as wireless communications,
cable communications, and telephone communications.
4For example, many of the relevant preemption
precedents center on the role of the Federal
Communications Commission and the Communications
Act of 1934.

In several instances, however, the legislatures
and courts have broadly addressed information as
a distinct subject matter. The patent and copyright
laws are the best examples of this. Here,
Federal law exclusively occupies the field of
patents and principally occupies the field of
copyright./ In a 1973 decision, the Supreme
Court ruled that the Copyright Clause of the
Constitution does not expressly or by inference
vest all power to grant copyright protection in

the Federal government. 22/ A state may grant

~——
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copyright protection as long as it does not
clash with Federal law or prejudice the interest
of other states.

State information laws are probably vulnerable
to the doctrine of "subsequent Federal jurisdiction”
in the event that Congress enacts a comprehensive
reqgulatory scheme. Before such a step is taken,
it will be necessary to give careful attention
to all the ramifications of the use of the preemption
rules in new information policy areas.

The rapidly changing character of information
technology and usages means that new problems
are constantly surfacing. For instance, continued
merging of computers and telecommunications
has necessitated reopening of the FCC's Computer
Inquiry. The issues presented by this inquiry
may have implications for the locus of regulation
of computer/communications in our Federal system
since the Federal government does not regulate
the computer industry but does regulate interstate
communications. As activities which have heretofore
not been the subject of Federal regulation become

increasingly intertwined with those that have,
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( ISSUE CLUSTER IIX
the power of state governments could be eroded

THE INTERACTION BETWEEN
TECHNOLOGY AND GOVERNMENT

with respect to the former.

Whether the activities in question are of
a nature to warrant a comprehensive national / The issues in this cluster are examples of
scheme or whether divided or concurrent the way in which technological developments and
responsibility would be appropriate can only be government regulation interact. This interaction
determined after a thorough airing of all the occurs with regard to decisions which affect
factors involved. This means adegquate policy the national information infra-structure, and
analysis which should be initiated by the Federal \ { decisions on Federal procurement and information
government. related research and development policy. Government
action can enhance or restrict competition, establish
or erode monopoly, encourage or discourage new
! ( technological developments, and accelerate or
( prevent obsolescence.
In the exercise of its responsibilities, the
) ( §9vernment impacts on technological development

“in the following ways:

o

) o As a regulator of information exchange
- process;
by ( o As a consumer or user of information
technology;
IR S o As a funder of information technology
t research and development;
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o As a policymaker in the broad sense
of exercising responsibilities for
long-range social and economic planning.

Currently, responsibility in these areas

is scattered throughout the government.

The Office

of Telecommunications Policy is clearly the lead

Executive Branch agency for questions that pertain

to the communications infra-structure, although

its influence is limited by the independence of

the Federal Communications Commission and the Postal

Service. The Office of Management and Budget

"is responsible for overall policy control for government

data processing. But, the Brooks Act locates administra-

tion of data processing procurement within the General

Services Administration (GAO) _1/ and the National Bureau

of Standards sets standards for procurement of such

equipment. The lack of coordination of data process-

ing activities has been criticized by GAO

and by private interests. There has been no

centralized authority for research and
in information science and information
although considerable expertise exists
of Science Information at the National

Foundation, the Institute for Computer

development

‘systems,

in the Division
Science

Sciences
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