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OFFICE OF TELECOMMUNICATIONS POLICY

EXECUTIVE OFFICE OF THE PRESIDENT
WASHINGTON, D.C. 20504

August 9, 1974
ASSISTANT DIRECTOR

MEMORANDUM

FOR: Phil Buchan

FROM: Charles Joyce(;)?

SUBJECT : Privacy and Computers at the White House

The White House Computer Center (in the old EOB) presents some
potential pitfalls as well as opportunities for President Ford
in view of his close association with the privacy issue.

These matters should receive early consideration.

A secure computer system was installed in the old EOB in 1971,
primarily to meet national security requirements. However,

it is available for all White House uses. I was designated
White House Project Manager for the development and imple-
mentation of the system in 1969, and continued to serve in
this capacity after moving to OTP in 1971. My role since
then has been mainly to plan long term system growth and

new uses, and to review and approve the allocation of project
funds. Day to day operations are under the White House
Communications Agency (WHCA).

Certain files have been put on this system by the White House
which contain personal information. These are the Kardex

and Presidential Contact files maintained by White House
Central Files. These have been disclosed to the Ervin
Committee. It would be easy to overlook the application

of privacy safequards to these files.

President Ford's contacts may already be entering these filés., .-
It might be wise for someone to review the need for, and '/
contents of these files, so that a responsible and consc10us
decision can be made whether to continue them.

The desirability of keeping the White House Personnel Data
Bank on a remote GSA computer should also be examined. This
data bank contains a lot of personal information, and the




White House gets into it by calling up the computer through
the telephone network. Security is therefore minimal and I
think the system 1s a bad example from the privacy point of
view. Moving it to the secure White House system would
alleviate this problem.

Under the heading of opportunities there are uses of the
computer which were considered but rejected in 1971 because

they would only be useful if all Presidential material were
included, and in 1971 this would have required a conversion

of a three year backlog. For example, an automated index of
Presidential statements would allow a rapid search of what

the President has said on any subject, with literally thousands
of key words as points of entry for the search. Applications
like this are relatively painless when begun right away -- but
involve massive problems once a backlog of manual files develops.

The desirability of an automated action status system should
be reconsidered. A sophisticated system for this purpose has
been in use by the NSC staff since 1971. It keeps track of
hundreds of actions pending within the staff, as well as a
record of decisions and an index to the documents related to
them. I suggested a similar system to the White House Staff
Secretary in 1972 but he was not interested.

While none of these new computer applications could be insti-
tuted overnight, some of them could be done within a few
months, and actions could be taken right away to "capture"
data in electronic form for later entry into an automated file
system. There will be some cost involved for new applications
development. Careful planning and attention to priorities is
essential for success in this area.

I would be happy to be of assistance in these matters.



Evo:
@c 28 € {td






Telegram sent by the National Council of Jewish Women from the National office

on August 13, 197k:

The President
The White House
Washington, D,C,.
WE WISH TO COMMEND YOU FOR YOUR STATEMENT IN YOUR ADDRESS TO THE JOINT
SESSION OF CONGRESS THAT YOU DESIRE TO LISTEN TO THE PEOPLE, WE AGREE
WITH YOU THAT IN A FREE SOCIETY THE CONSENT OF THE GOVERNED IS ESSENTIAL
TO THE DEVELOPMENT OF NATIONAL POLICY, THE NATIONAL COUNCIL OF JEWISH
WOMEN HAS AS ITS FIRST PROGRAM PRIORITY THE PROTECTION OF CONSTITUTICNAL
RIGHTS, YOUR STATEMENT ON INDIVIDUAL PRIVACY OFFERS GREAT HOPE AND
REASSURANCE TO US THAT OUR INDIVIDUAL RIGHTS WILL BE PROTECTED UNDER
YOUR LEADERSHIP, WE OFFER OUR UNEQUIVOCAL SUPPORT FOR YOUR EFFORTS "TO
PREVENT ILIEGAL INVASIONS OF PRIVACY IN BOTH GOVERNMENT AND PRIVATE
ACTIVITIES,"

Mrs. Eleanor Marvin

National President

National Council of Jewish Women

One West 4T7th Street
New York, N,Y. 10036

z TERL™
5 <7
i
/
-y §
. v g
&



1:10

Monday 8/19/74

I checked with Tom about the memo from Bob Marik
attaching the Memorandum for Federal Regional Council
Chaimmen. He sees no objection,
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THE WHITE HOUSE

WASHINGTON

August 27, 1974

To: Jerry terHorst

From: Phil Buchen m& .

Here is the memorandum for the
President’s consideration when

you meet with him this morning

and an extra copy for you. The
proposal is in accord with my brief
discussion with the President on
August 24, It has been cleared with
Geoff Shepard of the Domestic

Council and a copy has gone to
General Haig, as well as Dick Burress
for communication to Mr, Rockefeller's
staff,




THE WHITE HOUSE

WASHINGTON

August 27, 1974

To: Dick Burress

From: Phil Buchen/l? w'lg .

The President is expected to

approve this proposal when he

meets with Jerry terHorst at 10 a, m,,
and it will probably be announced at
today's press briefing,

If you think you should advise

Mr, Rockefeller!s representative

of the nature of this proposal as

it would affect the new Vice President,
please do so,

Attachment
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August 30, 1974

MEMORANDUM FOR: Bill Timmmons

FROM: Phil Buchen

SUBJECT: Proposed respoase by President
to Chairman Rodino's letter of
August 14.

As a suggested followup to your letter to Chairman Rodino
dated August 20, 1974, I attach proposed draft of a letter for
the Presideat to sign.

PWBuchen:ed

!(0




DRAFT - 8/29/74
3 Delar Mr. Chairman:
Thank you for your thoughtful letter of August 14. I am heartened
by your pledge to work seriously at cooperation and gonciliation in
striking a constructive balance between protection of personal privacy
and the responsibility of the Congress and the Executive branch to protect
the national security.
Consistent with my remarks to the Congress on August 12, I am
taking every opportunity to urge that the officers of the Executive branch
be open and positive in their relations and communications with the Congress
in a manner that is consistent with our joint interest in national security
and the public's interest in knowing about the decision-making processes
of their government. Accordingly, I am sending copies of our correspondence
to the Attorney General asking him to consider carefully your assessment
of past relationships between the Justice Department and the Committee
on the Judiciary.
You know of my respect for the work of the Committee as it endeavors
to legislate in the complex but important field of individual rights and

privacy. Be assured of my continuing commitment to progress in this area.

Best personal regards,

President s
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'‘DOMESTIC COUNCIL COMMITTEE ON THE RIGHT OF PRIVACY

WASHINGTON, D.C. 20504

August 29, 1974

To: Phil Buchen
From: Doug Met
Subj: Response to Chairman Rodino

Attached is a draft reply to the
Chairman. Urge that the President reply
personally.

Attachment



August 28, 1274

tr'a‘ “Suar Mr. Chairmen:

This will ackuowledge and thank you fer your August

14 letter to the President. I would like to assure

m. that it will be called to his sttention without
¥

umm.mmwvmnutm{.nm
himself to the matter of the 1adividewel rights of
Asericans in the area of privacy. I am certain your
offer of assistance will mean a great deal to him as
he follows through on his commitaent to pursue tough
laws to prevent the illegal invasion of privacy ia
both Covernment and private activities.

®ith best ragards,
i' - Sincarely,

/5/ A1/

¥illiam E. Tinmons
Assistant te the President

The Lomorable Peter W, Rodino, Jr.
Chairesan
Committes on the Judiciarxy
Eouse of Representatives
| wWashington, D. C. 20313

bec: w/incoming to Philip Buchem for further ACTION and

reply as appropriate.
WET:EP:VO:ckb
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AV . pEnS INC. Qommittee on the Judiciary
House of Representatives
Washington, D.A. 20515

LAWRENCE J. HOGAN, MD.

M. CALDWELL BUTLER, VA,
WILLIAM S. COHEN, MAINE
TRENT LOTT, MISS.
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DELBERT L. LATTA, OHIO
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GENERAL COUNSEL:
JEROME M. ZEIFMAN

ASSOCIATE GENERAL. COUNSEL:
GARNER J. CLINE
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HERBERT FUCHS
HERBERT E. HOFFMAN
WILLIAM P. SHATTUCK
H. CHRISTOPHER NOLDE
ALAN A. PARKER
JAMES F. FALCO
MAURICE A. BARBOZA
FRANKLIN G. POLK
THOMAS E. MOONEY
MICHAEL W. BLOMMER
ALEXANDER B. COOK

CONSTANTINE J. GEKAS

August 14, 1974

The Honorable Gerald R. Ford
President of the United States
The White House

Washington, D.C.

Dear Mr. President:

I would like to express my personal congratulations
on your very fine remarks before the Joint Session of
Congress last Monday evening. I want to take special
note of your remarks regarding the individual rights of
Americans in the area of privacy.

We are all aware of the importance of moral leader-
ship in the delicate and difficult efforts to strike a
meaningful balance between the constitutionally protected
privacy of individuals and the responsibility of the
executive and legislative branches of government to
protect personal and national security.

I am impressed and inspired by your pledge.

A great number of the subjects which fall under
the general heading of individual rights and privacy
are of course within the jurisdiction of the House
Committee on the Judiciary. We have been at work for
some months, in some cases years, endeavoring to legislate
many facets of the subject of privacy. In our efforts,
we have found a reluctance at times on the part of the
Department of Justice to confer and compromise in some
areas relating to criminal justice information systems
and other areas of individual privacy. We have experienced
past reluctance on the part of the F. B. I. to share
information, even on a confidential basis, with our
oversight subcommittee.

Let me respond to your remarks with my pledge to e
seriously work at cooperation and conciliation of the jf)”

ALAN F. COFFEY



-

differing points of view in this immensely complicated
but important sphere. We ask no more in return.

With kindest personal regards, I remain

PETER W. RODINO, JR.
CHATRMAN

PWR:pm




U.S. HOUSE OF REPRESENTATIVES
COMMITTEE ON THE JUDICIARY
WASHINGTON, D.C. 20515
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The Honorable Gerald R. Ford
President of the United States
The White House

Washington, D. C.



9/6/74

To: Doug Mets
From: Phil Buchen

For further handling.
Thanks so much,
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Dear Barry:

August 22 letter to the President with which
you forwarded the report of the Republican Task
Force on Privacy of the House of Representatives,

As you know, this is a subject which the President
has asked be carefully studied and recommendations
submitted to him. I know that he will be most
appreciative of your report and I will make certain
that he receives it without delay,

With warm regards,
Sincerely,

William E, Timamons
Assgistant to the President

The Honorable Barry M, Goldwater, Jr.

House of Representatives
Washington, D.C. 20515

laee=WTTBroming to Philip Buchen for further handling,
Consideration of Presidential reply or reply on behalf
of the President,

WET:EF:VO:vo

- -
7~

<
ey’

>
\ ?Pa
Ty




' “\

BARRY M. GOLI?WATER, JR. PSR ar g

* vH DISTRICT OF CALIFORNIA LoNeworTH House OFFICE BUILDING

\ OMMITTEE ON INTERSTATE

(202) 225-4461

- _morormencommerce — (Caparess of the nited States e ot Mk cimr

ASTRONAUTICS

WooDLAND HILLS, CALIFORNIA

Pouse of Representatives (a13) sss-123
Washington, B.E. 20515 VENTURA COUNTY OFFICE:
August 22, 1974 (805) 485-7777
SANTA CLARI';'A VALLEY OFFICE:
(805) 255-6595

The Honorable Gerald R. Ford
The President

The White House

Washington, D. C. 20500

Dear Mr. President:

It is a distinct pleasure for me as Chairman of
the Republican Task Force on Privacy of the House
of Representatives to forward you a copy of the
tinitial task force report.

As I am sure you are aware, major legislation is
being considered by both Houses of Congress and
Republican initiative has been a strong factor in
this effort, as have the activities of your Committee
on Privacy.

This task force report is a first for either major
national party, and is fully in keeping with the
traditional high standards set by the Republican

party. ’/:Z
I commend the report to your A/ tion and conélderar
tion, and would be 1nterested 1@ any comment$ you /

might wish to make on it. ///
/
.;"‘_

/
fith best wishes,

BMG:jp
Enclosure



DOMESTIC COUNCIL COMMITTEE
ON THE RIGHT OF PRIVACY

WASHINGTON, D.C. 20504

DISTRIBUTION TO:
P. W. Buchen
A. H. McCarty
D. W. Metz

D. Milanowski
J. K. Miller

C. W. Parsons
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CHAIRMAN ' Foowm 1620

. LOUIS FREY, JR. | oo M 1620 e
Sy, Fome 202-225.5107
Republican Regearch Committee R o
Republican Confevence

U.S. Thouse of Repregentatibes
Waghington, B.E. 20515

August 21, 1974

Dear Republican Colleague:

Attached are the recommendations of the Task
Force on Privacy, chaired by Barry M. Goldwater, Jr., and
Vice~chaired by Alan Steelman and Tennyson Guyer., Other
Members of the Task Force are John Conlan, Charles Thone,
Jack Kemp, Peggy Heckler, Andrew Hinshaw, Frank Horton,
Charles Mosher, Bob Lagomarsino, John Rousselot, and
Keith Sebelius.

These recommendations are a landmark in the area
of individual rights. Nowhere has the total guestion
of privacy been so well or thoughtfully covered. Nowhere
has the human equation in our technological society been
s0 strongly expressed.

The Research Committee is proud to have approved this
report, These recommendations and the follow-up legisla-
tive efforts will ensure that the 1984 envisioned by
George Orwell will remain only fictional.

The Task Force and its staff, especially Joe
Overton, are to be commended for the time, effort and
excellence of the product,.

Most sincerely,

Lou Frey, Jr.
LFJr/hph

Attachments



HOUSE REPUBLICAN RESEARCH COMMITTEE

Recommendations of Privacy Task Force

August 21, 1974
The House Republican Research Committee has approved the
following recommendations of the Task Force on Privacy which deal with

the following areas:

Govemmnt Suwe‘]]anc‘..‘.'.......-ﬂ.....‘..".‘l."”'...opage 2

(7 ]

Federa‘ Infomation co‘]ectionOOOG..lI’O.‘..D'..O‘.C‘OOO".Page

Social Security Numbers/
Standard Universal Identifiers.........c...c0.....Page

Census :nfomat{on‘..."00...0.‘."0..0"I.‘.Q..l".‘.'.ﬂ‘ipage
Financial Infomation'.‘.."..‘.'..".‘...".O‘O""..C'ﬁOOPage .

Consumr Reporting...0’....'.‘...0'....0...‘..‘..‘...C.....Page

4
4
5
5
School ReCOrdS...cvvecoccvsecrsosssascassosrssssscnsascessesPBge 6
Juvenile ReCOPdS....vsesccrssctsessensssccssssncasasnsncsscPlge 7
Arrest ReCOPdS...occereevveseensncssessnsssccnsescanssascssscPdge 8§
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HOUSE REPUBLICAN RESEARCH COMMITTEE

Recommendations of the House Republican Task Force on Privacy

The House Republicam Task Force on Privacy believes that the right to privacy
is an issue of paramount concern to the nation, the public and the Congress. Re-
cently publicized incidents of abuses have begun to focus attention on this long
neglected area., Public awareness must be heightened and the legislative process
geared up to address the full range of problems posed by the issue.

Modern technology has greatly increased the quantity and detail of personal
information collection, maintenance, storage, utilization and dissemin- ~
ation. The individual has been physically by-passed in the modern information
process. An atmosphere exists in which the individual, in exchange for the ben-
efit or service he obtained, is assumed to waive any and all interest and control
over the information collected about him. On the technical and managerial levels,
the basic criteria in many decisions relating to personal information practices
are considerations of technological feasibility, cost-benefit and convenience.

The right to privacy has been made subservient to concerns for expediency, utility
and pragmatism. .

The trend in personal information practices shows no signs of abating. Twice
as many computer systems and seven times as many terminals - particularly remote
terminals - will be in use by 1984 as are in use today. And, with each federal
service program that is initiated or expanded, there is a geometrically proportion-
ate increase in the quantity and detail of personal information sought by the bu-
reaucracy. The theory is that the broader the information base, the more efficient
and successful the administration of the program.

Such a situation demands the attention of Congress and of the American public.
The computer does not by definition mean injury to individuals. Its presence hes
greatly contributed to the American economy and the ability of government to serve
the people. Under present procedures, however, the American citizen does not have
a clearly defined right to find out what information is being collected, to see
such information, to correct errors contained in it, or to seek 2egal redress for
its misuse. Simply put, the citizen must continue to give out large quantities of
information but cannot protect himself or herself from its misappropriation, mis-
application or misuse. Both government and private enterprise need direction,
because many of their practices and policies hawe developed on an isolated, ad hoc
basis.

The House Republican Task Force on Privacy has investigated the following gen-
eral areas involving the investigation and recording of personal activities and in~
formation: government surveillance, federal information collection, social security
numbers and universal identifiers, census information, bank secrecy, consumer report-
ing, school records, juvenile records, arrest records, medical records, and computer
data banks. These inquiries have resulted in the development of general suggestions
for legislative remedies. Each statement is accompanied by a set of f:ggings.

£ X

All findings and recommendations are presented with the intenE pf be:néigon-

sistent with these general principles: %Q
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1. there should be no personal information system whose existence is secret;

2. information should not be collected unless the need for it has been clearly
established in advance;

3. information should be appropriate and relevant to the nurpose for which
it has been collected;

4. information should not be obtained by illegal, fraudulent, or unfair means;

5. information should not be used unless it is accurate and current;

6. procedures should be established so that an individual knows what information
is stored, the purpose for which it has been recorded, particulars about its
use and dissemination, and has the right to examine that information;

7. there should be a clearly prescribed procedure for an individual to correct, erase

or amend inaccurate, obsolete, or irrelevant information;

8. any organization collecting, maintaining, using, or disseminating personal
information should assure its reliability and take precautions to prevent
its misuse.

9. there should be a clearly prescribed procedure for an individual to pre~
vent personal information collected for one purpose from being used for
another purpose without his consent;

10. the Federal Government should nnt collect personal information except as
expressly authovized by law ; and

11. that these basic principles apply to both governmental and non-governmental
activities.

Each recommendation of the Task Force seeks to contribute to a broader,
more intelligent, viable understanding of the need for a renewed concern for
personal privacy. An awareness of personal privacy must be merged with the
traditional activities of the free marketplace, the role of government as a
public servant, and the need for national security, national defense, and
forelgn affairs.

Surveillance

The Task Force is deeply disturbed by the increasing incidence of unregulated,
clandestine government surveillance based solely on administrative or executive
authority. Examples of such abuses include wiretapping, bugging, photographing,
opening mail, examining confidential records and otherwise intercepting private
communications and monitoring private activities. Surveillance at the federal
level receives the most publicity. However, state and local government, military
intelligence and police activities also must be regulated.

The Fourth Amendment of the Constitution clearly specifies ''the right of the
people to be secure in their persons, houses, papers and effects, against unreason-
able searches and seizures.'' The First Amendment gquards against abridgement of the
rights of free speech, free press, and assembly for political purposes. The Four-
teenth Amendment states that none of a citizen's rights may be taken from him by
governmental action without the due process of ltaw.

The direct threat to individual civil liberties is obvious in those cases in
which a person is actually being monitored, but even more alarming is the ''chilling
effect' such activities have on all citizens, A person who fears that he will be
monitored may,k wither subconsciously or consciously, fail to fully exercise his
constitutionally guaranteed liberties. The mere existence of such fear erodes ba-
sic freedoms and cannot be accepted in a democratic society.

The various abuses of discretionary authority in the conduct of surveillance
provide ample evidence that current safequard mechanisms do not work. Procedures
allowing the executive branch to determine whether a surveillance activity is
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propef or not pose certain conflict of interest questions.

A degree of controversy surrounds the question of the authority of the Presi-
dent to initiate electronic surveillance without the safequards afforded by court
review. Present law is clear on this point: the Omnibus Crime Control! and Safe
Streets Act of 1968 lists those specific crimes in connection with which electronic
monttoring may be instituted and requires that court approval be obtained in these
cases. However, dispute has arisen over Executive claims of Constitutional pre-
rogatives to implement wiretaps for national security purposes, The Supreme Court
has ruled that, if such prerogative exists, it does not apply to cases of domestic
surveillance unrelated to national security. The Court has not yet ruled on the
constitutionality of national security wiretaps unauthorized by a court. Cases arel
pending before the courts at this time which raise this issue. The Task Force .
agrees with the movement of the Judiciary to circumscribe unauthorized wiretaps and
hopes it will proceed in this direction.

The Task Force feels that surveillance is so repugnant to the right to indivi-
dual privacy and due process that its use should be confined to exceptional circum-
stances. The Task Force further feels that no agent of federal, state, or local
government should be permitted to conduct any form of surveillance, including wire-
tapping of U.S. citizens in national security cases, without having demonstrated
probable cause and without having obtained the approval of a court of competent
jurisdiction. The Task Force recommends enactment of new legislation to prohibit
the unauthorized surveillance by any means, and further recommends that existing
laws be clarified to the extent this may be necessary to ensure that no agent of the;
government, for any reason, shall have the authority to conduct any surveillance on :
any American citizen for any reason without first obtaining a court order.

The Task Force believes that this proposal would not lessen the capability
of the government to protect and defend the American people, but would go a long
way toward assuring the individual citizen that his constitutional rights will not
be abridged by government without due process of law.

Federal Information Collection

Recently, there has been a pronounced increase in federal data and informa-~
tion collection. Over 11.5 million cubic feet of records were stored in Federal
Records Centers at the beginning of FY 1973. Accompanying this increase has been
a rise in the potential for abuse of federal information collection systems.

The Federal Reports Act of 1942 was enacted to protect individuals from over-
ly burdensome and repetitive reporting requirements. The agency entrusted with the
responsibility for implementing the Act has ignored the legislative mandate and
failed to hold a single hearing or conduct any investigations. With the exception
of the Bureau of the Census and the Internal Revenue Service, there are few restric-
tions on the collection or dissemination of confidential information compiled by
federal agencies.

The Task Force recommends that the Office of Management and Budget immediately
begin a thorough review and examination of all approved government forms and elimi-
nate all repetitive and unnecessary information regquirements,

Legislation setting down clear guidelines and spelling out resgrictions is. .
needed to protect the individual from wnrestricted and uncontrolled information ‘tol-
lection. Individuals asked to provide information must be apprised of its intendéd
uses. Individuals supplying information which will be made public must be notified
of that fact at the time the information is collected or requested. Public disclo~
sure (including dissemination on an intra- or inter-agency basis) of financial or

other personal information must be prohibited to protect the privacy of respondents. .
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Returning the use of the Social Security Number (SSN) to its intended purpose
(i.e. ooperation of old-age, survivors, and disability insurance programs) is a nec-
essary corollary to safequarding the right of privacy and curtailing illegal or ex-
cessive information collection.

The use of the Social Security Number has proliferated to many general items
including state driver licenses, Congressional, school and employment identifica-
tion cards, credit cards and credit investigation reports, taxpayer identification,
military service numbers, welfare and social services program recipients, state voter
reqistration, insurance policies and records and group health records.

There are serious problems associated with the use of the SSN as a standard
universal number to identify individuals. A standard universal identifier (SUI)
will relegate individuals to a number; thereby, increasing feelings of alienation.
The SSN's qrowing use as an identifier and filing number is already having a nega-
tive, dehumanizing effect upon many citizens. In addition, the use of a SUl by all
types of organizations enables the linking of records and the tracking of an
individual from cradle to grave. This possibility would negate the right to make
a '"fresh start', the right of anonymity, and the right to be left alone, with no
compensating benefit.

A well-developed SUI system would require a huge, complex bureaucratic
apparatus to control it and demand a strict system of professional ethics for in-
formation technicians. The technology needed to protect against unauthorized use
has not yet been adequately researched and developed. A loss, leak or theft would
seriously compromize a system and official misappropriation could become a
political threat. The following Congressional action is needed:

1. legislation should be enacted that sets guidelines for use of the SSN by
limiting it to the operation of old-age, survivors, and disability insurance pro-
grams or as required by federal law;

2. any Executive Orders authorizing federal agencies to use SSN's should be
repealed, or alternatively, reevaluated and modified;

3. Jlegislation should be enacted restricting the use of the SSN to well-
defined uses, and prohibiting the development and use of any type of SUl until
the technical state of the computer can ensure the security of such a system.

At that time, a SUI system should have limited applicability and should be developed
only after a full congressional investigation and mandate; and

4, new government programs should be prohibited from incorporating the use of
the SSN or other possible SUI. Existing programs using the SSN without specific
authorization by law must be required to phase out their use of the SSN. State and
local governmental agencies, as well as the private sector, should follow this
same course of action.

A review should be conducted of the Internal Revenue Service in both
its collection and dissemination policies. Leaks must be ended. The need
for stricter pnenalties for unauthorized activities should be reviewed.

Census Bureau

The greatest personal data collection agency is the Bureau of Census. Created
to count the people in order to determine congressional districts, this agency has
mushroomed into a vast information center which generates about 500,000 pages of
numbers and charts each year.

Under penalty of law, the citizen is forced to divulge intimate, personal facts
surrounding his public and private life and that of the entire family. These answers
provide a substantial personal dossier on each American citizen. The strictest care
must be taken to protect the confidentiality of these records and ensure that the in-
formation is used for proper purposes.
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The Census Bureau sells parts of its collected data to anyone who wishes to
purchase such information. Included are all types of statistical data that are a-
vailable on population and housing characteristics. As the questions become more
detailed and extensive, broad-scale dissemination becomes more threatening and
frightening. When used in combination with phone directories, drivers' licenses and
street directories, census data may enable any one interested to identify an indivi-
dual. Therefore, it is vitally important that rules and regulations governing the ac-
cess to and dissemination of this collected data be reviewed, clarified and strengthened.

Legislation is needed to guarantee the confidentiality of individual information
by expanding the scope of confidentiality under existing law and by increasing the se-
verity of punishment for divulging confidential information. These provisions should
be specifically directed at the officers and employees of the Bureau of Census, all of-
ficers and employees of the Federal government and private citizens who wrongfully ac-
quire such information. In addition, the Bureau of the Census must use all available
technological sophistication to assure that |ndividuals cannot be inductively identi-
fied.

Financial Information

On October 26, 1970, sweeping legislation known as the Bank Secrecy Act be-
came law. The Act's intention was to reduce white collar crime by making records
more accessible to law enforcement officials. However, in accomplishing its pur-
pose, it allowed federal agencies to seize and secure certain financial papers and
effects of bank customers without serving a warrant or showing probable cause.

The Act's compulsory recordkeeping requirements, by allowing the recording of al-
most all significant transactions, convert private financial dealings into the per-
sonal property of the banks. The banks become the collectors and custodians of fi-

nancial records which, when improperly used, enable an individual's entire life
style to be tracked down.

The general language of the Act allowed bureaucrats to ignore the intent of
the law and neglect to institute adequate privacy safeguards. The Supreme Court
affirmed this approach by upholding the constitutionality of both the law and the
bureaucratic misinterpretation of it. ' ‘

Congress must now take action to prevent the unwarranted invasion of privacy
by prescribing specific procedures and standards governing the disclosure of fi-~
nancial information by financial institutions to Federal officials or agencies.
Congress must enact legislation to assure that the disclosure of a customer's re-
cords will occur only if the customer specifically authorizes a discliosure or if
the financial institution is served with a.court order directing it to comply.
Legislation must specify that legal safeguards be provided requiring that the cus-
tomer be properly notified and be provided legal means of challenging the subpoena
or summons.

Passage of such legislation would be an important step forward in reaffirming
the individual's right to privacy.

Consumer Reporting
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renort as a result of apolvina for credit, insurance, or emnlovment. The problem
is one of balancing the legitimate needs of business with the basic rights of the
individual,

Consumer renorts fall into two cateqories. First, there are the familiar
which contain "factual' information on an individual's credit record such as where
accounts are held and how nromntly bills are paid. 100 million consumer reports
are produced each vear bv some 2600 credit bureaus.

The second ones go beyond factual information to include subjective opinions
of the individual's character, general reputation, personal characteristics, and
mode of livina., These are often obtained through interviews with neighbors, friends,
ex-spouses and former employers or employees. An estimated 30 to 40 million such
reports are nroduced annually.

The first Federal attemnt at requlating the collection and reporting of infor-
mation on consumers by third-party agencies came in 1970 with the enactment of the
Fair Credit Reporting Act {(FCRA). In theory, the Act had three main objectives: to
enable consumers to correct inaccurate and misleading reports: to preserve the con-
fidentiality of the information; and to protect the individual's right to privacy.

The specific safequards provided by the FCRA are: A consumer adversely affec-
ted because of information contained in a consumer report must be so notified and
given the identity of the reporting agency. The consumer is entitled to an oral
disclosure of the information contained in his file and the identity of its re-
cipients. Items disputed by the consumer must be deleted if the information can-
not be reconfirmed. The consumer may have his version of any disputed item enter-
ed in his file and included in subsequent reports.

The FCRA needs to be strengthened in two major areas: disclosure requirements
and investigative reports. The individual should be entitled to actually see and
inspect his file, rather than rely on an oral presentation. Further, he should be
allowed to obtain a copy of it by mail (the consumer is often geographically dis-
tant from the source of the file). Users of consumer reports should be required
to specifically identify the information which triggered any adverse action.

The FCRA protects the sources used in investigative reports. The Task Force
believes that this is contrary to the basic tenets of our system of justice and
that the information source must be revealed upon the subject's request. Further-
more, the Task Force recommends that advance written authorization be required
from any individual who is the subject of an investigative report for any purpose.

School Records

The recent increase in popular awareness of the seriousness of the privacy
issue has been accompanied by an increase in the general concern over loose, un-
structured and unsupervised school recordkeeping systems and associated adminis-
trative practices. There has also been general discussion about what information
should be kept on a child and considered part of his or her ‘'record'. Parents are
frequently denied access to their own child's record, or are prohibited from chal-
lenging locorrect or misleading information contained in his file. At the same

_time, incidents of highly personal data being indiscriminately disseminated to in-
‘quirers unconnected with the school system are not uncommon.
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Remedial measures are available to the Congress in the form of legislative
actions. The sanctions under which such provisions would operate, however, are
the key to their effectiveness. The Task Force proposes the Congress adopts as a
general policy the rule that federal funds be withheld from any state or local
educational agency or institution which has the policy of preventing parents from
inspecting, reviewing, and challenging the content of his or her child's school
record. Outside access to these school records must be limited so that protection
of the student's right to privacy is ensured. It is recommended that the release
of such identifiable personal data outside the school system be contingent upon
the written consent of the parents or court order.

All persons, agencies, or organizations desiring access to the records of a
student must complete a written form indicating the specific educational need for
the information. This information shall be kept permanently with the file of the
student for inspection by parents of students only and transferred to a third
party only with written consent of the parents. Personal data should be made
available for basic or applied research only when adequate safeguards have been
established to protect the students' and families' rights of privacy.

Whenever a student has attained eighteen years of age, the permission or
consent required of and the rights accorded to the parents should be conferred
and passed to the student.

Finally, the Secretary of HEW should establish or designate an office and
review board within HEW for the purpose of investigating, processing, reviewing,
and adjudicating violations of the provisions set forth by the Congress.

L2V
Juvenile Records

The Task Force supports the basic philosophy underlying the existence of a
separate court system for juvenile offenders, which is to avoid the stigmatizing
effect of a criminal procedure. The lack of confidentiality of such proceedings
and accompanying records subverts this intent and violates the individual's basic
right of privacy.

Most states have enacted laws to provide confidentiality. Yet the Task Force
finds that due to a lack of specific legislation, and contrary to the intent of
the juvenile justice system, the individual's right of privacy is often routinely
violated. Juvenile records are routinely released to the military, civil service,
and often to private employers as well. This occurs in cases in which the hearing
involves non-criminal charges, in cases of arrest but no court action, in cases in
which the individual is no longer under the jurisdiction of the juvenile court, and
in cases where his file has been administratively closed.

Legislation governing the confidentiality of juvenile court and police records
varies widely from state to state. Only 24 states control and limit access to po-
lice records, therefore enabling a potential employer who is refused access to
court records to obtain the information from the police. Only 16 states have ex-
pungement laws providing for the destruction of such records after a specified pe-
riod of good behavior. Only 6 states make it a crime to improperly disclose juve-
nile record information. And, one state, lowa, in fact provides that ile re-
ords must be open to the publlc for inspection. The Task Force find Qﬂhat Bvan in
those states whose laws provide adequate protection, actual practic s'are of in-
consistent with legislation.

H
Ky
*
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Many new questions about confidentiality, privacy and juvenile rights are
being raised, and the Task Force finds that the establishment of safeguards has
lagged significantly behind technological developments. For example, presently
no state has enacted legislation requlating the use of computers in juvenile court;
as a rule, each system establishes its own quidelinas for data collection, reten-
tion, and distribution.

The Task Force finds that with the use of computers, the juvenile's right to
privacy is additionally threatened by the increased accessibility to his record and
therefore increased possibility of misuse. Staff carelessness, less than strict
adherence to rules of limited access, and electronic sabotage must now be added to
the existing threats to the juvenile's right to privacy.

The Task Force recommends the establishment of minimum federal standards for
state laws to include the following provisions:

1. all records of the juvenile court and all police records concerning a juve-
nile shall be considered confidential and shall not be made public. Access to these
records shall be limited to those officials directly connected with the child's
treatment, welfare, and rehabilitation;

2. dissemination of juvenile records, or divulgence of that information for em-
ployment, licensing, or any other purpose in violation of statutory provisions shall
be subject to a criminal penalty;

3. to protect the reformed delinquent from stigma continuing into his adult
life, provisions should specify a procedure for either the total destruction or the
sealing of all juvenile court and police investigative and offender records at the
time the youth reaches his majority, or when two years have elapsed since he has been
discharged from the custody or supervision of the court. Subsequent to this expunge-
ment, all proceedings and records should be treated as though they had never occurred
and the youth should reply as such to any inquiry concerning his juvenile record; and

4, all police records on juveniles arrested but where no court action was taken
should be systematically destroyed when the incident is no longer under active in-
vestigation. '

The Task Force recommends the enactment of legislation specifically prohibiting
federal agencies from requesting information relating to juvenile record expungement
from employment applicants or from requesting such information from the courts or
the police.

The Task Force further recommends the cessation of all federal funding for com-
puterized systems which contain juvenile records unless it can be demonstrated that
these systems provide adequate safequards for the protection of the juvenile's right
of privacy. These standards must fulfill all the requirements of the minimum stan-
dards for state legislation previously enumerated, including special provisions to
strictly limit data accessibility.

Arrest Records

A large percentage of arrests never result in conviction. Yet, in cver half
the states, individual's arrest records are open to public inspection, subjecting in-
nocent parties to undue stigma, harrassment, and discrimination.

Persons with arrest records often find it difficult, if not impossible to se-
cure employment or licenses. A study of employment agencies in the New York City
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area found that seventy-five percent would not make a referral for any applicant
with an arrest record. This was true even in cases in which the arrest was not
followed by a trial and conviction. This is just one example of the widespread
practice of ''presumption of guilt' based on the existence of an arrest recofd.

The Task Force holds that release of information about arrests not followed
by conviction is a direct violation of the individual's right of privacy. It there-
fore recommends that legislative efforts be directed toward:

1. establishing minimum standards for state laws calling for the automatic
sealing of all individual arrest records which were not followed by conviction and
which are no longer under active investigation;

2. requiring the FBl to seal arrest records not followed by conviction; and

3. prohibiting inclusion of -arrest records not followed by conviction on com-
puterized systems involving more than one state or using federal funds.

Medical Records

Medical records, which contain sensitive and personal information, are espe-~
cially in need of privacy safeguards to maintain basic trust in the doctor-patient
relationship. Yet, development of automated data processing systems has enhanced
the ability of government and private organizations to store, analyze and transfer
medical records. Increasingly, this occurs without the individual's knowlédge or
consent. Abuse of such information systems can have a deleterious effect on doctor-
patient relations.

To guarantee the privacy of medical records, the Task Force recommends that:

1. the federal government provide dollar grants and incentives to States for
the voluntary adoption and execution of State plans to insure the right to privacy
for computerized medical information systems. Such a pian would place principat
responsibility on the States, giving the federal government the right to set mini-
mum standards;

2. Congress review the recently enacted Professional Standards Reviews Organi-
zations (PSRO) legislation. There are incrdasing numbers of reports and complaints
regarding Review Board uses of medical files and the threat this poses to privileged,
confidential doctor-patient relationships; and .

3. provisions be included in national health insurance legislation which spe-
cifically ensure the individual's privacy. The institution of a national health in-
surance plan will create a vast medical information network which will require strin-
gent safeguards to prevent abuses of the patients' right to privacy.

Computer Data Banks

The use of the computer has brought great commercial and social benefits to mod-
ern America. Greater reliance on the computer, however, increases its integration
into all aspects of daily life. The result is increased vulnerability to abuse or
misuse of computerized information.

The Task Force finds that the individual possesses inadequate remedies for the
correction of such abuses. In fact, the Task Force condiders it probable that many
abuses have gone unreported simply because the individual involved did not kﬁGW?Qf
the data being collected about him.
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Even if the individual is aware that data is being collected about him, he
faces several obstacles if he wishes to expunge purely private information or to
correct erroneous information. Among his obstacles are the following: the lack of
statutory supnort for legal action (except in the credit reporting area), the cost
of litigation, and even fear of retaliation by the company or agency being chal-
lenged.

Despite their potential for abuse, data banks remain an inescapable fact of
life in a society growing more complex and more technological. The Task Force does
not oppose data banks as such, but favors strong safequards against their misuse,
and recommends that:

1. rights under the Fair Credit Reporting Act of 1970 be extended to all data
collection. The individual must have and be informed of his right to review infor-
mation contained in any collection of data about himself (excluding national secur-
ity and criminal justice files);

2. Congress establish categories (i.e. in-depth biographical, financial, medi-
cal, etc.) of information which may not be included in reports on an individual un-
less the individual knowingly gives his uncoerced consent;

3. limited exceptions be granted for national security and criminal justice
investigations;

b, criminal and civil penalties be established for any use of statistical data
(collected for collective analysis) to wrongfully acquire information on individuals;

5. transfer of personal information between governmental agencies be strictly
limited;

6. the creation of a centralized Federal data bank (except for national secur-
ity and criminal justice purposes) be prohibited; and

7. a federal '‘privacy protection agency'' be established to enforce the proposed
legislation. :

Code of Ethics and Standard of Conduct

The Republican Task Force on Privacy believes there to be a definite need for
the development of a universal code of ethics and standard of conduct for the tech-
nical, managerial and academic personnel involved in the development and use of per-
sonal information systems. The Task Force regards this to be essential for the au-
tomated and computerized information systems. Personal information systems are be-
coming an integral aspect of the daily life of every individual in our society.

This sensitive relationship demands and merits the development of an attitude of
professionalism. It is recognized that some efforts have been made to develop and
foster such attitudes. But, the information industry as a whole has not supported
such efforts as a matter of policy. The Task Force declares its commitment to the
development of a professional standard of conduct and code of ethics for the persons
involved in the development, maintenance, management and use of personal information
systems.

Conclusion

The Task Force is aware that this is a relatively new area of concern. Some
recommendations may go too far and some not far enough. Some areas may have been
overiooked. But there is no question that now is the time to address ourselves to
this important and far reaching issue. If we fail--George Orwell's 1984 may become
a reality by 1976.
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From Congressman BARRY GOLDWATER, JR.

27 th District — Calﬂorma

HOE lﬂilfongworth House Office Buik

Washington (8/21/74)~===- The Task Force on Privacy, chaired
by Congressman Barry M. Goldwater, Jr. (R-Ca) today issued its
comprehensive recommendations during a press conference in the
Nation!s Capitol.

"For many yvears," stated Goldwater, "we have witnessed the
increased pervasive use of the Social Security number for unlimited
purposes, as well as the intense use of the computer in data collec-
tion. This has resulted in unprecedented abuse of the 4th Amendmerit
in far too many cases. We have the tools and the opportunity to
restore personal privacy and individual rights, and I am very
hopeful the report issued today, with its specific recommendations,
will provide the final impetus for the entire Congress to pass the
legislation many of my colleagues and I have introduced to correct
the serious problems that exist."

Goldwater listed important recommendations made in the report:

*No agent of government should be permitted to conduct any

form of surveillance without demonstrating probable cause and without
obtaining prior approval of a federal court.

¢ *When an individual supplies information which will be made
publlc, he must be notified of that fact at the time the 1nFormatlon
is collected or requested. FOp

*The use of the Social Security number should be V@Ftrlcﬁéd
to well-defined areas
* The development and use of any type of standard gnlversal
identifier should be prohibited
*The application of the Bank Secrecy Act should be Timited
*Parents must have full access to their children's school
records, but outside access to these records must he severelv limited
Goldwater concluded by stressina the need for a strict code
of ethics and standard of conduc¢t for all technical, academic and
managerial personnel involved in the development and use of personal
information.

Vice Chairmen of the Task Force were Reps. Alan Steelman and
Tennyson Guyer. Other members were Reps. John Conlan, Jack Kemp,
Robert Lagomarsino, Margaret Heckler, Andrew Hinshaw, Frank Horton,

Charles Mosher, John Rousselot, and Keith Sebelius.

Contact: Signy Ellerton ( Washington) 202-225 - 4461

Jack Cox (California) 213-883-1233
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By Robert E. Smith

As Oren Taylor watched TV in his home in Boise, Idaho, lying naked (as
was his custom), there was a knock on the door. Police ordered him out on
his porch, refused his pleas to let him get dressed, and arrested him on a
firearms charge. Out of a ditch in front of the home came a local TV news
man, with lights on and camera rolling. KTVB showed the naked Mr. Taylor
on its news show the following day to 17,000 households in Idaho and
eastern Oregon. Taylor's lawsuit against the station will go to trial
this fall (Taylor v. KTVB, Inc., Civil No. 11345, Idaho Dist. Ct., Ada Co.).

The case symbolizes the frequent confrontation between the individual's
right to privacy and others' First Amendment rights of free speech and free
press. The conflict is not a new one; in fact the Warren-Brandeis law
review article in 1890 that first articulated a legal right to privacy
stemmed from press coverage of one of Mrs. Warren's parties that she con-
sidered an invasion of her privacy.

The privacy-First Amendment confrontation is manifest in new ways in
the computer age, as government seeks to regulate private data collection
that the data collectors sometimes regard as an expression of their free
speech rights; as communities respond to privacy concerns by limiting com-
mercial solicitation; as newspersons seek access to government files on
individuals; and as news media themselves employ computer techniques in
news gathering.

Areaqry piod ¥ piesan woiy Adodoioyd

The Retail Credit Co., which maintains subjective data on some 50 mil-
lion American citizens, has argued in a court challenge to its activities
that its databanks are no more than an exercise of free speech and that state
regulation of its databanks violatesthe First Amendment. The Supreme Court
has often held that "purely commercial" speech, like libelous statements,
obscenity and "fighting words," is not entitled to the full First Amendment
protections of other speech. Ccalling computerized data collection "speech"
may itself require a long stretch of the imagination. Still, the argument is
made, and civil libertarians seeking to limit the types of information that
consumer reporting firms or insurance companies may collect on individuals
find themselves in the uncomfortable position of being censors.

In recent weeks, those drafting privacy legislation have partially exempted
private data collection from the coverage of their bills, partly out of fear

of censoring private fact-gathering. The latest draft of the Koch-
(Continued on $age0 B\
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IN THE COURTS

A mail cover placed on a New Jersey high school girl who wrote to the
Socialist Workers Party as part of a class assignment was not an invasion
of privacy, according to U.S. District Judge James A. Coolahan. The judge
denied Lori Paton's motion for an injunction barcsing such FBI mail surveil-
lance, as he earlier denied her motion for relief in behalf of a class of
citizens similarly affected. The judge, however, ordered that an FBI file
on Miss Paton be destroyed and, in a footnote, implied there was less cause
for the police to maintain investigative files than arrest records (Paton
v. LaPrade, No. 1091-73, D.N.J. Aug. 29, 1974).* * * In an amicus curiae
brief, the ACLU Foundation has urged the Tenth Circuit Court of Appeals to
allow Paul W. Polin's challenge to Dun & Bradstreet's credit reporting
procedures to be heard on its merits, because credit reporting about an
individual is often misleading, inaccurate, and indiscriminately dissemi-
nated (Polin v. Dun & Bradstreet, Inc., No. 74-1375).* * * A Fairfax County
Circuit judge has dismissed an ACLU of Virginia suit against Virginia's law
that citizens must provide a Social Security number for voter registration.
The ACLU will now try federal court. * * * The U.S. Court of Appeals in the
District of Columbia has ruled that a Washington man could be discharged by
the Peace Corps when he refused to allow his employer access to his psychi-
atric records and to meet, without his attorney, with a government psychi-
atrist. Government investigators were concerned about admissions made
during an interrogation concerning the employee's sex life (Anonymous v.
Kissinger, No. 73-1141, July 5, 1974).

Generally, confessions that result from economic coercion are inadmissible
against a defendant. But the Second Circuit Court of Appeals refused to
allow this principle to protect an apprentice truck driver required to take
a polygraph test administered by his employer at the request of and in the
presence of the police. During the test, the man admitted a killing. His
employer's threat not to hire him was hardly "substantial economic sanction"
against a truck driver, said the court (Sanney v. Montanye, 43 U.S.L.W.
2028, June 20, 1974).* * * A divided Massachusetts Supreme Judicial Court,
saying that lie detector evidence remains generally inadmissible, allowed
polygraph evidence admitted in a case in which the defendant had agreed in
advance to its use (Commonwealth v. A Juvenile (No. 1), 43 U.S.L.W. 2018,
June 12, 1974).

Human Experimentation -- The U.S. Department of Health, Education, and Welfare
has published proposed regulations to protect fetuses, abortuses and preg-
nant women, prisoners and the mentally disabled who are subjects of research
involving risk (39 Fed. Reg. 30649, Aug. 23, 1974). Comments are due Nov. 21.
The rules, supplementing previous regulations intended to protect all subjects
generally (45 CFR 46.1), would require consent by the subject or responsible
representative. Research programs would have to establish consent committees
to qualify for federal assistance. Regulations affecting children as research
subjects are now being drafted.

QUOTABLE

"Gossip is no longer the resource of the idle and of the vicious, but has

become a trade, which is pursued with industry as well as effrontery."
Samuel D. Warren, Louis D. Brandeis,

The Right to Privacy, 4 Harv. L. Rev.
5 (1890).
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your interest in privacy, we are asking you to help us.

We estimate that we need $15,000 immediately. The
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to monitor the government's increased data collection and
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of privacy.
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TAX RETURNS: NO SECRET

The Ford Administration, like its predecessor, is resisting legislation
that would limit White House access to personal income tax returns. The
Internal Revenue Service similarly is trying to get its own house in order,
to head off legislative restrictions of its operations.

Article II of the impeachment resolution voted by the House Judiciary
Committee says of Richard Nixon: He has, acting personally and through his
subordinates and agents, endeavored to obtain from the Intermal Revenue
Service, in violation of the constitutional righte of citizens, confidential
information contained in income tax returns for purposes not authorized by
law, and to cause . . . income tax audits or other income tax investigations
to be initiated or conducted in a discriminatory manner.

Sen. Lowell P. Weicker, R.-Conn., and Rep. Jerry L. Litton, D.-Mo.,
have introduced S. 3982 and H.R. 16602 to permit only the President person-
ally to send for a tax return, naming the taxpayer, and then only with
written justification to Congress. The Treasury Department is insisting
that a Presidential executive order is adequate to curb the abuse cited in
Article II. Meanwhile, IRS has circulated internal guidelines that require
such White House requests to be in writing and channelled through the com-
missioner. The IRS guidelines also say it will respond to tax checks on
prospective Presidential appointees with only notification as to whether a
criminal tax investigation is pending.

Weicker and Litton are still trying to convince the House to go along
with a Senate-passed amendment to the White House staff authorization bill
that would accomplish the same purpose as S. 3982 and H.R. 16602.

The Weicker-Litton bill would also limit access to IRS returns to fed-
eral agencies with tax enforcement responsibilities. The Ford Administration
this month proposed a weaker version that would allow four agencies, including
Census and the Social Security Administration, to see personal tax returns,
even for non-tax purposes. Among those resisting the tighter access provi-
sions is Henry E. Petersen, who heads the criminal division at the Depart-
ment of Justice. The Administration bill, unlike the Weicker-Litton measure,
would not limit Congressional access to Form 1040.

IRS no longer informs the White House of so-called sensitive cases
handled by district offices and henceforth will evaluate tips from informers
about others' alleged tax violations at its national computer center, not at
each district office, according to Commissioner Donald C. Alexander. And
the service will design its new computer system to assure limited access to
tax data, the commissioner promises. Alexander still thinks that taxpayer
audits ought to be selected on the basis of machine screening and subjective
decisions of IRS staff, and not subject to high-level centralized approval

<

nor totally based on machine. Fae FOR

"The present tax code says that tax returns are public, with certaéﬁ
exceptions," noted Alexander, "when, in fact, it ought to say the opposite,
that tax returns are confidential, with certain exceptions."” On that, the
Administration and Congressional critics agree.

.



Computer Dragnet -- When David E. Drew was stopped on a traffic violation in

Quincy, Ill., last February, the police routinely ran his name through the
FBI's computerized criminal history file of 420,000 individuals arrested
for "serious" federal or state offenses. The FBI computer reported that
Drew was wanted by the Marines as a deserter. He was jailed without bond,
and the Marines requested, by letter, that he be detained. Drew, however,
was released a few days later on a writ of habeas corpus. Drew explained
to his attorney that in 1970 the Marine Reserves temporarily lost touch
with him when as a reservist he changed addresses. Subsequently, he was
rejected by the Selective Service System on the basis of a physical exam.

Drew's reserve unit in El Paso said it had no record of Drew as being wanted;

the Marine Corps Regional Office in St. Louis said all it knew about Drew
was the FBI computer entry. Police in Quincy were aware of the bureaucratic
mix-up and assured Drew he would no longer be arrested. But Drew did not
feel safe about traveling outside of his hometown. On July 1, a military
policeman arrested Drew, took him away from his family to detention at Camp
Pendleton in Southern California. There he sat, until his records could be
located. By this month, the Marines had agreed to discharge Drew. He has
returned to Illinois and the FBI computer entry on him has been erased,
after a seven-month ordeal.

No More "Fiche" -~ The French government will no longer require hotels to turn

over to the police daily forms with the name, address, profession, sex,
identity number and signature of each new guest. As everyone suspected,
the police have no time to read the more than one million “"fiches" that
pile up each month. The reforms do not yet apply to foreign travelers.

Drug, Alcohol Abuse -- Two federal agencies have proposed identical regulations

on confidentiality of patient records in federally assisted drug and alcohol
treatment programs. Hearings on the proposals will be held in October in 11
cities (39 Fed. Reg. 30426, Aug. 22, 1974). The regs allow disclosure of
patient information with consent for various purposes and without consent
for research, audits and evaluation. Patients would not have to disclose
treatment information to prospective employers unless their addiction within
the past three years caused unsatisfactory work performance. Deadline for
comments is Nov. 4. * * * Earlier, the Drug Enforcement Administration of
the Department of Justice proposed amendments to its recordkeeping require-
ments for narcotic treatment programs (39 Fed. Reg. 26424, July 19, 1974).

Privacy Push -- The Church of Scientology has adopted privacy as one of its major

social campaigns. A worldwide sect, the church has exposed the international

aspects of data collection (notably a report on Nazi influences in Interpol,

the private affiliation of police officers). As a victim of Internal Revenue

scrutiny, the church has also focused on IRS invasions of privacy and IRS
refusals to make public its policies and procedures. The privacy effort is
led by its National Commission on Law Enforcement and Social Justice, 5930

Franklin Ave., Los Angeles, Calif. 90028. * * * The National Council of Jewish

Women plans to devote many of its local activities this fall to the privacy
issue.

Subscribers are asked to send $15 ($5 for students) to defray
the costs of publishing The Privacy Report. Contributions to
the Privacy Project are tax-deductible and help the project
‘to increase its monitoring of government and private data
collection about individuals and to inform citizens of their
rights to privacy.
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A young woman wrote the following letter August 17 to Reuben Askew,
Governor of Florida. The lawyer for the bank at which she sought employ-
ment wrote that her "apprehension over the polygraph examination of appli-
cante ie certainly misplaced" because it ie "only one item in a battery of
tests, interviews, and examinations which the banks apply in a wniform and
indisceriminate manner to all applicants.”

Dear Sir:

Upon applying for a job at Sun Bank of Pine Hills in Orlando, Florida,
I was told that I would have to submit to a lie detector test. Refusal to
submit will mean that you are not permitted employment at said organization!
As a newcomer to the Orlando area, I was in need of a job. Therefore, much
against all my beliefs in the American system, I took the lie detector test
feeling very much like a criminal. One must realize growing up in America,
the first time one sees a lie detector test is normally on a detective show
on television, where the gangster, who is normally lying, is screaming --
"I'll take a lie detector test." Therefore, you compare yourself in your
own mind to that gangster on the Late, Late Show!

At 11:00 on a Thursday morning, you go in to the Hallmark Corp. for a
lie detector. The man there then says he's going to try to put you at ease
as he then commences to ask you a lot of questions such as do you have any
hidden motives for applying for this job, have you ever drunk to excess,
have you ever smoked marijuana, or taken any other drugs not given to you
by a doctor? Have you ever stolen any merchandise or money over $5? Have
you ever been arrested? Have you ever used any other name? Have you ever
been dismissed from a company where you previously worked? Did you have to
leave Washington because of delinquent bills or any other such reason? The
questions goon through two pages -- these questions are asked orally, however!

Then, now that you are supposed to be relaxed, he tells you to turn
the chair around, this is so you are not facing the machine, he puts some-
thing around your arm as if a doctor was taking your blood pressure, a chain
around your waist, and two small bands around two fingers of your right arm.
Your arm is then placed on two sponges and you are told to close your eyes
and keep them closed! This alone is scary!

Then he continues to ask you about ten questions pausing 15 seconds
after every question. Of course, unless you are stupid or completely in
some kind of euphoria the question that you await is Have you ever stolen
anything? Whether you have or have not this makes you feel as if you have.
Therefore, although, you are broke, you go home feeling like a thiefl!

Massachusetts law prohibits an employer from requiring lie
detector tests of his applicants or employees, and so a .Boston
book store owner decided he would use psychological stress
evaluators. Unlike the polygraph the PSE measures only one
indicator of stress -- voice modulation. A supervisor fig-
ured that the PSE sounded like a lie detector to him and
refused to administer the tests. He was promptly fired. Now
he is trying to get the Massachusetts Attorney General to take
action against the book store.




(Continued from page 1) '
Goldwater/Ervin broad-based bill would authorize a new Federal Privacy Com-
mission to study private databanks not regulated by the bill (prefumably
using the commission's subpoena powers} and to recommend leglslation.

The First Amendment issue is sure to arise if the commission seeks to
study databanks now maintained by many news organizations. The most notable
example is the "morgue" of The New York Times, now the on-line New York
Times Information Bank, which indexes and abstracts data from every New York
Times and from about 60 other publications. The personal information stored
in the IBM 370/145 and available by display terminals to distant reporters
-- or commercial subscribers -- has all been published previously, but under
some circumstances it still may be regarded by an individual as private, .
especially after the passage of time. Such a computer system now means, in
fact, that an individual who felt his privacy was invaded by a news item is
no longer protected by the passage of time.

The New York Times plans eventually to computerize 100,000 Times articles.

It markets the service vigorously to outsiders for $675 - $1350 a month

plus installation charges. A remote terminal has already been installed at
the University of Pittsburgh library and nearly two dozen other governmeyt
agencies, businesses and news organizations. What an employer or investi-
gator may no longer be able to get from the Federal Bureau of ;nvestigation

or the Internal Revenue Service he may be able to get easily through the

New York Times, or some other private service. A person may then have a
better chance for a job or insurance if he has never had his name in the

papers.

The computerized morgue is only one way that news media now use modern
data processing. "At large and small newspapers all over the ?ountﬁy, polit-
ical reporters are doing sophisticated samplings of voter opinions, ac?ording
to a Times article September 1. "Crime reporters are sifting criminal justice
records with computers. Others have rummaged through census data and analyzed
traffic accident patterns, the background of rioters, political campaign con-
tribution lists and countless other kinds of data.”

Aware of this, representatives of newspaper publisher and edit?r asso-
ciations have opposed legislation that restricts access to computerized
criminal records maintained by local and federal agencies. They say this '
limits their First Amendment rights to know and report the news and to monitor
the conduct of the police. In fact, the current proposals would prohibit out-
gide access when the system is queried by name of an individual. Vhen the
system is queried as to an arrest as an event, access would be ava%lable,
much as police "blotter" information is now open to press and public. News
representatives recognize the abuses of arrest records, but argue that thei
remedy is to prohibit the use of an arrest record to deny employmen?, housing
or other benefit not to close off government arrest records to outside scrutiny.

Further, they argue, the remedy for abuses of personal privacy is not to
prohibit publication of presumably private facts. A case in point is Bg%z%%
Doe, which the U.S. Supreme Court has agreed to hear this year (No. ?3-1 .
In that case, a psychoanalyst team wrote a book that included the edited
notes of their sessions with a woman and her late husband, together with a
so-called diary of their child. The authors claim_to have concealed the 4
identity of the patients; the patients claimed an implied contract of doctor
patient confidentiality had been breached. The Appellate Division in New
York, despite the strong precedents against prior restraint of the press,
issued an injunction barring distribution of the book pending the outcome

(Continued on page 7)
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(Continued from page 6)

of a suit, "in light of the expanding recognition of invasion of privacy
actions, and in view of the confidentiality accorded the physician-patient
relationship" (42 A.D, 24 559, 352 N,.Y.S. 24 626).

The Supreme Court will decide this fall whether to hear a challenge to
the Georgia criminal statute that prohibits news media from disclosing the
name of a rape victim when covering a trial. The Georgia Supreme Court
found this privacy statute no violation of the First Amendment. Cox
Broadcasting Corp. v. Cohn, No. 73-0938.

The last great privacy-First Amendment clash before the Supreme Court
was in 1966. Then a 53-year-old Manhattan attorney named Richard M. Nixon
argued that a Philadelphia family was entitled to collect damages, for an
invasion of their privacy, when Life magazine published photographs of their
former home along with the implication that the play "The Desperate Hours"
mirrored the family's experience when held hostage by escaped convicts for
19 hours. The Court held that, in the absence of a reckless disregard of

truth, the press was protected from such privacy actions. Time v. Hill,
385 U.S. 374 (1966).

The conflict continues to arise in other contexts: the Pennsylvania
State Supreme Court ruled last year that The Philadelphia Inquirer was not
entitled to the names, addresses and grant amounts of city welfare recip-
ients. Thus, the newspaper's First Amendment right to gather news was
limited by the welfare recipients' privacy rights. The U.S. Supreme Court
let the decision stand.

Attempts to regulate telephone, door-to-door or "junk mail" solicitation
have been opposed on the grounds that such solicitation, even though commer-
cial, is a valid exercise of the First Amendment. The ACLU defends unwanted
mail on this basis, even though many persons regard such mail as an invasion
of their privacy.

The First Amendment provides a specific Constitutional guarantee and,
to many persons, the supreme Constitutional right; and so it will usually
prevail over the more general privacy right. This is especially true where
the invasion of privacy is relatively slight and the threat to free press
and free speech is great. That was the situation in Time v. Hill, in the
eyes of six members of the Supreme Court. Further, the remedy for invasions
of privacy may be damage suits after the fact, but not prior restraint of
the press. However, when the issue is government disclosure of personal
information so that a news organization may report the news, courts and —
public opinion seem to opt for preserving confidentiality and letting tﬁgﬁgf?ﬁgg\
newsperson, like any good reporter, get the story elsewhere. f{?

IN CONGRESS

Bills providing broad-based privacy protections for subjects of government
files have moved closer to a floor vote in each House. The Senate Govern-
ment Operations Committee this month reported out S. 3418. At the sugges-
tion of Sen. Henry M. Jackson, D.-Wash., the committee deleted a provision
that would limit demands for Social Security numbers. Sen. Charles H. Percy,
R.-I11., may try to restore the provision. Committee members also amended
the bill to allow government sale of mail lists if authorized by another
statute. The companion bill, H.R., 16373, has been approved by a subcom-
mittee of the House Government Operations Committee and is now before the
full committee. Details are available from the Privacy Project.

-7-



IN THE STATES

A rape victim may be questioned in open court about her prior sex conduct
only under limited conditions, according to a California statute passed

this month (SB 1678). To protect the privacy of the victim, such questioning
is now permitted only on the issue of the witness' credibility and only after
the defense submits a written petition asking for a hearing on the issue

and the judge approves, outside of the presence of the jury. Such testimony
is now inadmissible on the issue of whether the victim consented. The lone
dissenter to the bill in the California Senate said the law would deprive a
defendant of a fair trial by limiting the scope of testimony. * * * The
California legislature also passed SB 1845 which, like federal law, would
allow parents the right to challenge the accuracy of pupil records. The
measure also requires that the anecdotal part of a cumulative record be
removed when a student graduates. * * * A bill to supplement federal fair
credit reporting requirements, AB 4494, was passed by the Assembly, but

died in Senate committee. * * * Strong opposition from the information
industry effectively buried AB 2656 in a California Assembly committee, after
it passed the Senate 71-0 in January. Its sponsor eliminated a section in
the Senate-passed version regulating private data banks, but even that con-
cession could not prevent its defeat. The bill codified the "fair informa-
tion practices" of the U.S. Department of HEW report on databanks. Virtually
every state agency affected by the bill said it would cost too much for them
to comply with it. * * * The legislature sent to Gov. Ronald Reagan a bill
requiring banks to give customers prior notice before granting outsiders
access to bank records (AB 1609).

THE PRIVACY REPORT is published monthly by the Project on Privacy and Data
Collection of the American Civil Liberties Union Foundation. For a sub-
scription ($15 a year, $5 for students) write: Privacy Project, 410 First
Street S.E., Washington, D.C. 20003 or phone (202) 544-2026. The Privacy
Project is a non-profit, tax-exempt effort to monitor increased data
collection by state, local and federal governments, as well as by private
institutions, and its impact on the individual's right to privacy. Tax
deductible contributions aid the work of the project. Checks should be
made payable to Privacy Project. DOUGLASS LEA, Director; ROBERT E. SMITH,
Associate Director; SHARON E. BIEDERMAN, Administrative Assistant
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PHILIP BUCHEN, UNSEL
WHITE HOUSE OFFICE
WASHINGTON DC 20500

THIS IS TO FOLLOW UP ON OUR LETTER OF OCYOBER | REGARDING OUR DESIRE
TO PUBLISH PRESIDENT FORD'S POSITION ON CABLE COMMUNICATIONS AND
PRIVACY, IN ORDER THAT WE MIGHT FINISW OUR PLANS FOR THE COMING
ISSUE, WE WOULD LIKE TO KNOW IF WE CAN EXPECT YO RECEIVE MATERIAL
WHICH WE REGUESTED, IF WE DO NOT WEAR FROM YOU WE WILL CONTACY
YOU OR MR NESSEN BY TELEPHONE MONDAY. OCTOBER 28, ;

PATRICK GUSHMAN MANAGING EDITOR™TV COMMUNICATIONS 1900 WEST VALE

ENGLEWOOD CO 80110 L—7 r’)([/‘377D
18847 EDT
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8/27/74

To: Doug Metz
From: Eva

Mr, Buchen would like you
to prepare a reply for his
signature to the letter from
Congressman Moss.

1 don't find a copy of the
Ehrlenborn letter -- but will

find it. (Exmcuse the typo,

I'm so used to typing Ehrlichman)
(Expletive deleted!)




E———————,

THE WHITE HOUSE

WASHINGTON

8/21
11:00

Marik wants the opportunity to
reflect the experience in that report.

Cong. Moss ----
has also been sent to OMB and VA

We have carefully coordinated replies.
Frank Silverman in Moss' office
has gotten all the press on FEDNET

When the letter comes back, it will be
released to the newspapers.

Whoever drafts the reply for the
President, they would like to see
to be sure their views are reflected,
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Tuesday 8/20/74

9:20 Mr, Metz was asking whether we had received a
copy of the letter to Cong, Moss regarding another so=-called
Fednet ~=-= TARGET,
(here)
If not, probably anyone over there working on it should
coordinate with the Privacy Cmte,

Seth Kantor had called late yesterday afternoon and
wanted to talk with you, Mr, Kantor had just left the
office when Mr, Metz called him,

Said he wouldn't want anyone at the White House going off on
a parallel and different track -«- so Wwe would urge this be checked
out and whoever is desi gnated,
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wAith kind regards,
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- JOHN E. MOSS
3RD DISTRICT
SACRAH—’-NTO CALIFORNIA

WASHINGTON OFFICE:
LEGISLATIVE ASSISTANT

EUGENE A. BROWN

Room 2354

- RAysurN House OFFiceE BUILDING
£ PHoNE (202) 225-7163

RATIVE

JACK MA N

)Tw ’ s a ‘7‘ 7 . DisTRICT OFFICE:
QI‘"’ \ CONGRESS OF THE UNITED STATES s oo
V"/ HOUSE OF REPRESENTATIVES SANRPINS, KL e S804

WASHINGTON, D.C. 20515 s i

GOVERNMENT OPERATIONS COMMITTEE:
by g b e e i = INTERSTATE AND FOREIGN COMMERCE COMM ITTEE:

FOREIGN OPERATIONS & GOVERNMENT INFORMATION g:: : RMA&N' TTEE
CONSERVATION & NATURAL RESOURCES Y SO e

DEMOCRATIC STEERING AND POL.ICY COMMITTEE

August 14, 1974

The Honorable

A( Gerald R, Ford
45 President of the United States
The White House

washington, D.C.
Dear Mr, President:

On the night of August 1l2th I welcomed your reaffirma-
tion of the right of every American to remain secure
against illegal, unauthorized invasions of privacy. I
noted your sincere promise to prevent such violations
of privacy by any agent or agency of government during
your tenure of office. I congratulate you, sir, upon
your firm statement., Specifically:

"There will be no illegal tappings, eaves-
dropping, buggings or break=ins by my
administration, There will be hot pursuit
of tough laws to prevent illegal invasions
of privacy in both government and private
activities.,"

Our shared concern prompts my letter. As you know, govern-
ment's computer acquisitions are growing by quantum jumps.

I do not quarrel with the need for such procurements., How-
ever, use of computers and their advanced methods of trans-
mitting data can and does lead to abuses. Just recently,
an attempt to create what would have amounted to a for-
bidden national data center via a GSA/Agriculture data
network procurement termed FEDNET was prevented, This
modular system would have allowed massive data exchange
between agencies., Your role in preventing procurement of
this system was both timely and vital., Revelation by -
Congress, anti-procurement language in GSA's House tn& g
Senate appropriations bills and assistance from OMB ?j
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coincided with your efforts.

My further probes, however, have unearthed not one, but

a number of proposed Federal agency computer procurements,
None has been authorized by law, nor have lawfully secured
appropriations been made by Congress, Most possess little
if any allocation authority from OMB. In each case, the
agency has taken its "wish list" of computers to GSA,
asking for and receiving a delegation of procurement authority.
Though Congress and OMB may know absolutely nothing of such
an undertaking, the agency owns a "hunting license" and
feels free to hold vendor's conferences, prepare requests
for procurement and generally go about acquiring its
system,

Worse, most of these procurements are total computer

systems, modular in nature, with ultra-modern telecom=-
munications capacities, 1In virtually each case the agency's
goal is total computerization of all its data and linkage

of all its branches and components into the system, Add a
telecommunications capability and whatever goes into the
computer can be transmitted to other machines, The potential
for privacy invasion is both obvious and ominous.

One projected system fitting all these criteria is V.A.'s
"TARGET SYSTEM.," A $50 million effort, "TARGET SYSTEM"
has no Congressional or OMB authorization, appropriation
or allocation, V. A, does possess a delegation of pro-
curement authority from GSA's Department of Automatic
Data Procurement, V.A. has begun a pilot project with

an IBM computer, obtained through what appears to be sole
source procurement, Competitive bidding, required by
Federal regulations, seems to have been adjourned here.

"TARGET SYSTEM" would include all 20 million V.A. records,
all 59 field offices and 16 million annual veteran's con-
tacts made by that agency. My investigation reveals that
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V.A. has been exchanging personal data on veterans with
other agencies for some time, although how extensive this
exchange is is as yet unknown. Yet there is no known
way of protecting such exchanges from abuse,

Here in microcosm is what has become a government-wide
phenomenon; widespread unauthorized data network acquisi-
tion by agencies, complete with sole source procurement
and information exchange of personal facts.

After what the nation has just passed through, I submit
that this is the last policy we dare allow agencies to
institutionalize, no matter how well motivated they may
My hope is that you will institute an immediate

John E, Moss
Member of Congre

JEM: Sm




DOMESTIC COUNCIL COMMITTEE ON THE RIGHT OF PRIVACY

WASHINGTON, D.C. 20504

January 28, 1975

MEMORANDUM FOR: PHIL BUCHEN
FROM: DOUG METZW
SUBJECT: ACLU National Privacy Program

As per attached, the ACLU plans to mount a nationwide campaign
(of the kind used in New Mexico) to heighten public concern over
personal privacy. This "total media' effort will be tied to the
Bicentennial celebration beginning March 1976 and running for
the balance of that year.

The implications are obvious, and I thought you should be aware
of the plan. We shall watch developments closely.

Attachment



NATIOI\iAL PRIVACY MEDIA CAMPAIGN

o

Believing that an ihformed public is crucial to democratic government,
we propose, as part of the National Privacy Program, a National
Privacy Media Campaign:

1. Saturation, mixed-media campaign, of thirty days duration; in

conventional and creative media (refer to insert), in the
Washington, D.C. Metropolitan area; on the issues of Invasion of
Privacy/Technology of Control; scheduled for March, 1976

Distribution of the campaign nationally via television, radio, and ‘

print media on a psa (public service announcement) basis;
30-minute documentary film on campaign themes, produced for_
television and for 35mm theatre release; to begin in Mqrch 1976
and fo run throughout the Bccemenmal Year

National Bicememiial Exposiﬁpn'on the Invasion of Privacy/
Technology of Control, to open in Washington, D.C. in March 1976,
and to travel by special train to urban centers during the year;
preceded and prepared for by a psa media effort (using the
Washington campaign wedia materlals) conducted by the ACLU
Affiliates in local areas A

»
P

Work with television and radio network to produce several
documentary presentations on various issues connected to the
campaign, and aired during the Bicentennial Year; work with the
various print media to stimulate in-depth investigative |ournulism
on the issues

NATIONAL PRIVACY CENTER

The Center, operating in Washington, D,C., will serve as the national
clearinghouse, research and organizational headquarters for the
issues covered in the campaign. The Center will open in Jcnuury 1976
and offer among its many services:

1. To monitor the activities of private enterprise and public agencies
insofar as they clash with fundamentcl netions of individual privacy
ond as they relate to control the behavior through data collection,
medicine, socml science, and technology

. ‘The Privacy Répon‘ — the information gathered through our
national network will be organized and disseminated throughout
the country on @ monthly basis; in addition, the Center shall issue
periodic, in- de_pfh reports, bulletins and press releases

To stimulafe investigative iqurﬁdl'ién;. on privacy-related issues ‘in
the print and broadcast media

To provide speakers and conduct conferences and seminars

To make available nationally a research guide and organizational
plan that provides both citizens and organizations guidance
toward programs of action

To design and produce programs of public education on the issues,
for use by media; educational institutions, community groups,
organizations and ACLU affiliates

To work with the President's Commission on Privacy to: avail them
of the findings of the ACLU national effort on privacy; to cooperate.
wherever possible; and to provide critical review of the
Commission’s activities

LITIGATION PROGRAM
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National Privacy:Program®

Liberties Unton Foundatio




“Privacy,” said Justice Louis D. Brandeis, “is the most comprehen-
sive of rights and the right most valued by civilized men.” Invasions
of the privacy of Boston citizens by British soldiers armed with writs
of assistance sparked the American revolution.

Today privacy is invaded more subtly — but more pervasively. All
our misdeeds, real and fancied, are recorded in public and private
data banks. These dossiers limit our horizons. We find it difficult to
make of ourselves and our lives something other than what the
records say about us.

Today the American Civil Liberties Union attempts to protect the
right of privacy as it has in the past, only now the job is more
complex and widespread. We feel this situation necessitates our
stepping up the ACLU's traditional role of research and litigation.
Accordingly, we propose a major new effort to inform the public
about their right to privacy.

To celebrate the bicentennial of the American Revolution and the
Declaration of Independence, the American Civil Liberties Union
Foundation plans the National Privacy Program. This major project
includes litigation, research, and, most importantly, an effort to
inform the public about intrusions upon individual privacy and the
ways to resist those intrusions.

A conference in Chicago, February 23-25, 1975, will provide parti-
cipants with a chance to shape and launch the Program. Some
exciting proposals will be presented. Through such a process, we
hope an effective campaign can begin which will confront the
present challenge to this precious right. We hope you will be among
those helping us in this effort.

Aryeh Neier
Executive Vice President
A.C.L.U. Foundation




THE ISSUES

Record Keeping/Data Surveillance

Everyone has records: of credit, medical or psychiatric treatment, academic
performance, banking, military service, perhaps arrests and convictions. A
person may have up to fifty records, some held by government agencies, others
by private orgonizations, and many on computers. This web of records ¢an
become a prison. Much of the data will be stale or incorrect or, when taken out of
context, misleading. Yet there is no opportunity to see one's own records, correct
them, or control their dissemination to the decision-makers who can determine
the course of one’s life — from insurers and employers to welfare agencies, the
police, and the courts. Just the keeping of so much information is an invitation to
decision-making by labels: the “tracking” of school children is one example of
how classification can become permanent; the denial of employment to anyone
with @n arrest record is another. And the knowledge that one is “followed"”
forever by one's past can stifle free and individual expression, activity, creativity,
even personality. :

Surveillance

The Army is keeping watch on civilians who "might cause trouble”; included in
this definition were American civilions in Germany working for the Democratic
.candidate in the 1972 Presidential election. City, state, and federal intelligence
agents are collecting and computerizing dossiers on “radicals,” using such
methods of surveillance as infiltration, wiretapping without warrants, bugging,
burglary, ond opening mail. The dossiers include some fact and much fiction
about the political beliefs, activities, and affiliations of thousands of people who
have never committed a crime, but who have exercised their constitutional right
to express their disagreement with the policies of the government. There could
hardly be a more powerful incentive to remain silent, out of sight — and
unrecorded.

Wiretapping & Bugging

There are no restrictions on the government’s freedom to wiretap for reasons
of “national security,” though no one knows what “national security” really
means. But even wiretaps initioted under a warrant are virtually uncontrolled.
They intercept all conversations of all persons using the tapped phone, including
legolly "privileged” conversations between ottorney and client, and they may
continue for unlimited periods of time. Any wiretap is a dragnet. Existing
legisfation, Title lil of the Omnibus Crime Control and Safe Streets Act of 1968,
barely touches this gross invasion of privacy.

Conirel of Behavior

To invade one's privacy is also to control one’s behavior. Modern technology
has produced new techniques of behavior control, from drug therapy for
“hyperactive” school children and psychosurgery to sophisticoted reward-and-
punishment behavior modificotion programs for “aggressive” prisoners. There
are new screening programs for the genetic identification of “violence-prone”
individuals, - invariably focussed on minority groups ond the poor, and
“predelinquency” programs for elementary school children which labe! such
childrén os "risky” and then, quite naturally, treat them accordingly. Like the
record prison, labelling becomes o self-fulfilling prophecy; there may be no
better way of creating a delinquent then by labelling a six-year-old as a
pre-delinquent. Laobelling invites prediction, and prediction invites behavior
modification — the manipulation of an individual's thoughts, feelings, and
octions in the guise of “treatment.” The means of invading privacy, then,
becomes the tool for controlling what people do, say, and even feel.
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Big Brother’s Big Eye

An elderly Albuquerque couple,
lounging in the backyard one cool New
Mexico evening, heard a roar from
above. Then a light appeared, focusing
with terrifying intensity on the man and
woman. A UFO? Hallucination? Not at
all. The source was the Albuquerque po-
lice department’s “spy in the sky” plane
on a routine patrol. “It scared the world
out of us,” the man said later. “It re-
minded us of George Orwell’s 1984.”
The low-flying craft operates by daylight
too. A woman complained that she could
no longer sunbathe on her roof because
the plane kept circling overhead.

More than 100 complaints about as-
sorted varieties of snooping have been
filed by Albuquerque-area residents in
response to an unusual month-long ed-
ucational campaign by the New Mex-
ico Civil Liberties Union. If any area
resident was unaware of Big Brother
when the $50,000 publicity effort be-
gan, he was saturated with the image
by last weék. Along the freeways, bili-
boards were filled with an eerily star-
ing human eye. Similar eyes glared bale-
fully from a dozen small ads in a single
day’s newspaper. Television spots
showed a grade-school girl playing un-
concernedly, then frozen into a prisoner-
like pose with a Social Security num-
ber on a placard hung from her neck.
A “Mission Control” sequence depicted
the launching of a pyramid with a star-
ing eye on top, like that on the reverse
of a dollar bill.

The idea was first promoted by a
group of self-styled “alternative culture”
activists, then endorsed by no less a
conservative than Congressman Barry
Goldwater Jr. Designed as a pilot pro-
gram, the campaign and its response
have provided a representative sample

of what—and who—is bugging citizens
all over the U.S. The most common com-
plaints concerned the difficulty of pen-
etrating the bureaucratic labyrinth, only
to find a Minotaur at the end. Almost
as numerous have been insoluble has-
sles with billing computers and instanc-
es in which a would-be buyer was turned
down because a credit bureau provided
a report based on unfavorable but un-
checked information. (Some credit-bu-
reau employees admitted that investi-
gators are afraid of losing their jobs if
they fail to turn in any unfavorable ma-
terial about a subject; they occasionally
fabricate negative information.) Many
complaints involved the improper re-
lease of military records—in most cases,
from cryptic, numbered coding on sup-
posedly honorable discharges—and the
illegal disclosure of bank data.

The project directors were deter-
mined to go beyond invasions of priva-
cy, however serious, to the broad area of
“control by technology, whether by a
king or a computer or a bureaucracy.”
An especially chilling example of such
control came from a woman who said
she had worked all her life to be sure her
daughter could go to college. Then she
found that the high school girl had been
suddenly transferred from a college pre-
paratory curriculum to vocational cours-
es. The school refused all information,
and officials of the federally funded vo-
cational program to which the daughter
was assigned would give no reasonable
explanation. Their response amounted
to: “This was devised by experts who
know what'’s in the best interests of your
daughter.” From such cases the Civil
Liberties Union will choose which of Big
Brother’s practices will be the targets of
court action.
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Vlnifed Hlafes Denale

COMMITTEE ON THE JUDICIARY
SUBCOMMITTEE ON CONSTITUTIONAL RIGHTS
(ruRSUANT TO SEC. 8, B, RES, 233, 130 CONGRLSS)
WasHINGTON, D.C. 20510

November 22, 1974

Dear Mr. Neier:

Thank you for your recent letter informing me of the plans to make
the protection of individual privacy a major theme in the
Bicentennial.

Your organization has been in the forefront of efforts to preserve
and extend the privacy rights of all Americans. Much of the
progress made thus far would not have occurred had it not been for
the work of the ACLU.

The choice of the right to privacy is particularly appropriate for the
200th Anniversary of the Nation’s founding. | believe that what we
now tend to call the right to privacy is merely a modern expression
of those fundamental principles of human liberty which were
recognized at our Nation's beginning and expressed in the
Declaration Of Independence, the Mecklenburg Resolutions, and
the Bill Of Rights.

| am familiar with the success of the New Mexico ACLU’s program
on privacy in 1974. Your more ambitious objective of presenting a
similar program on a national scale will accomplish the important
purpose of making all citizens aware of the necessity of
safeguarding their rights to privacy. | wish you every success in
your project and | appreciate your keeping me informed of your
plans.

With kindest wishes,

Yo Yavin, &

Sam J. Ervin, Jr., Chairman




A Bicentennial Proposition
A Call For

A National Privacy Conference

From February 23-25, 1975, the American Civil Liberties Union
Foundation will host a national conference on the Invasion of
Privacy and what this leads to — a Technology of Control. The
conference will be held at the University of Chicago, Center For
Continuing Education.

The American Civil Liberties Union Foundation intends to use this
conference to launch a major Bicentennial initiative — The National
Privacy Program. National leaders from business and labor, the
political community, foundations, educational institutions, and civic
and professional groups .have been invited to participate in the
launching of this effort.

"1 have long felt that the key to effective privacy protection and
confidentiality of records in this country depends upon a citizenry
that is fully informed of its rights, and upon an educated data
handling community that is sensitive to the ways in which
improperly used information can affect the lives of people.

“Thus | cannot think of anything more effective than a public
information program that will educate people and awaken them to
the importance of safeguards in the recordkeeping field.

“The privacy media program of the ACLU in New Mexico was a
powerful beginning and | heartily endorse its expansion into the
National Privacy Program.”

Arthur R. Miller

Harvard Law School
Author of Assault on Privacy

American Civil Liberties Union Foundation
22 E. 40th Street
New York, New York 10016
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THE WHITE HOUSE

WASHINGTON

March 4, 1975

MEMORANDUM FOR: BILL MICHQLS
FROM: PHIL BUCHEN
SUBJECT: | Request of Senate Permanent

Subcommittee on Investigation
for Access to Files of the
Internal Revenue Service

Attached to this memorandum is a request by the Chairman of the
Senate Permanent Subcommittee on Investigations for the issuance
-of a new Executive Order providing access of the kind authorized
in E. O. 11711 of April 13, 1973. I understand that both executive
and legislative actions since E. O, 11711 was issued have tightened
restrictions on access to income tax records for the purpose of
protecting individual privacy. Your memorandum to Dudley Chapman
of March 4, 1975, also notes that, at a minimum, some changes
in the form of E., Q. 11711 would be necessary to comply with the
Privacy Act of 1974, In addition, you should consult with IRS io
determine if additional restrictions consonant with E. O, 11805
would be appropriate. -

Would you, therefore, please initiate, on an expedited basis, the
preparation of a new Executive Order that will (a) satisfy the
reguirements of the Privacy Act of 1974, and (b) be consistent
with the spirit of Executive Order 11805,
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COMMITIZE ON
GOVERNMENT OPERATIONS
SEMATE PERMANENT SUSTOMM T TEES
ON INVESTISATIONS
{PumvANT TD 52, 4, S. RIS, 300, 97D CONGRESS)

VIAS=INGTON, D.C. 205128

Feoroay 4, 1375
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»y dear Mr. President:

The S:nate Permanent Subccimiittee on Investigations of the Com-
mittee on Covernment Operations has been established for the purposa
¢ of making investigations into and studying matters affecting the

e~ eff1c1en.y and economy of the exscutive dopartments of the Covernment.

¢ In order to fulfill adequately its investigative responsibilities, the
Subcommittee is of the opinion that it would be most helpful to have
a.cess to Federal income tax returns and other related documents in
it the files of the Internal Revenue Service. During the 93rd Congress this
Subcommittee had access to these records under the authority contained
in Executive Order 11711, signed April 13, 1973.

The Subcommittee, thnrefbrv, respectfully requests that you
issue an pp?oprlaue EAecutlve Order pursuant to the provisions cf the
Internal Revenuaz Act, ordering that any inceme, excess profits, capital
stuck, estate or glzt tax retins and related docunsnts for the years >
1950 to 1975, inclusive, shall be open to inspection by the Senate -
Committee on Government Opérations or the duly authorized Subcommittee
thereof, nzmely, the Senate Permanent Subcormittee on Investigations
during thes 94th Congress. This Subcommitics has been established pur-

suant to and opcrates under paragraphn (1)(3)(7)(3) of Rule XXV of the
Standing Rules of the Senate.

I would appreciate your favorable consideration of this request

soon in order to avoid delay in certain important and pending work of
this Subcommittee.

Sincerely yours,

A 1‘ 9 $a ;},f:,
L padeem, e 4
Abraham Ribicoff Ly
Chairman
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The President '
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DOMESTIC COUNCIL COMMITTEE ON THE RIGHT OF PRIVACY

WASHINGTON, D.C. 20504

March 17, 1975

Honorable James T. Lynn
Director, Office of Management and Budget
Washington, D.C. 20503

Dear Mr. Lynn:

We have noted the views of the Department of Commerce
contained in Mr. Parette's letter to you of March 12, 1975,
concerning the "Consumer Privacy Code" to be proclaimed by
the President.

The purpose of the Code is to implement the July 10, 1974
decision of the Domestic Council Committee on the Right of
Privacy to establish voluntary standards of fair information
practices to cover the many records generated by marketplace
transactions not now regulated by the Fair Credit Reporting
Act. The wording of the Code resulted from extended dis-
cussions with representatives of consumer interest groups
and of the banking, insurance, retail, and credit industries.

These conferences confirmed the Committee's original judgment
that legislative and regulatory action was premature because
of the complexities of the record-keeping systems associated
with marketplace transactions, the absence of solid empirical
information on such systems, as well as the cost/services
impact of finite regulation. '

It was concluded that significant steps in behalf of consumer
privacy protection should be taken pending needed further
study, including possible review by the Privacy Protection
Study Commisssion to be established shortly.

As a result of the efforts of the Office of Consumer Affairs,
key segments of American industry are prepared now to subscribe
publicly to a Presidential proclamation and to attend a
signature ceremony.




The terms of Code are purposely broad so that a single
set of principles can be subscribed to by a cross section
of consumer-oriented businesses. It can form the basis
for development, as required, of more detailed, industry
by industry, or company by company, expressions of fair
information practices.

The choice of the word "code" is, I believe, unfortunate
since it implies activities traditionally associated with
"industry codes" and thereby, may account for the concerns
expressed by the Commerce Department. The proposed pro-
clamation should more appropriately be designated "A
Declaration of Fair Information Principles for Consumers."

The proposed proclamation is not intended as a substitute

for any subsequent regulations or legislation which may, as

a result of future study be needed to protect consumer
privacy rights. 1Its objective is to give public visibility

to the need for adherence to fair information practices in-
the marketplace and provide a single set of basic principles
to which significant consumer industries can subscribe through
commitments of their chief executive officers.

Sincerely,

e
,'ﬂ‘

¢

i /zq ,
bedy A . S
Douglas W. Me
Acting Executive Director

cc: James N. Ravlin, Commerce
8. John Byington, Office of Consumer Affairs

DWM: sgd

becc: "?hilip W. Buchen
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10:10 Pete Warner called from the Institute of Internal
Auditors to ask if you might be available to speak at a symposium
they're having in Orlando, Florida, on April 21st.

Had worked with you when you were the Executive Director
of the Privacy Commission.

I suggested he call Doug Mets, and if Mr, Metz felt this

would be an appropriate thing for you to attend, they could

be in touch with us again; however, I felt that Mr, Metz

would probably be the one they would want for this symposium.,

They will call Mr, Mets,




March 26, 1975

To: Doug Metz
From: Eva

Mr. Buchen asked me to
send these resumes

to you.
Thanks for your help.

% '.“

sEkay,
7 )
Fyad



Friday 9/19/75 Meeting
9/19/75
2:30 p.m.

11:30 Barry is scheduling a meeting this afternoon
(Friday 9/19) at 2:30 with Doug Bennett, Peter McPherson.
They will come here to disciss the Privacy Act and how
it will affect this office.

g SR S
S SEN



THE WHITE HOUSE

WASH NETON

September 15, 1975

MEMORANDUM FOR: DOUG BENNETT
FROM: ROD HILLS “ u
SUBJECT: The Privacy Act and Informatxon

Concerning Political Affiliation

Interior is correct in its opinion that the Privacy Act prohibits agencies
from maintaining any records describing the exercise of an individual's
First Amendment rights, unless expressly authorized by statute or
pertinent to and within the scope of an-authorized law enforcement
activity., Information concerning an individual's party affiliation, even
if taken from the public record, does fall in -this proscribed category
of materials. For the purpose of this statute, maintaining files includes

collecting, using or disseminating such information, as well as retaining
it in the files.

The White House is not an agency for the purpose of the Privacy Act,
and, therefore, you may continue to maintain files which include infor-
mation indicating the party affiliation of candidates for, or incumbents
of, the various ''political” positions in the non-career service, Simi-
larly, your files are not subject to mandatory disclosure under either
the Privacy Act of the Freedom of Information Act.

In dealing with agencies after September 27, the effective date of the
Act, your staff should be aware that the consent of the individual is
generally required before an agency can acquire such information,
whether from the public record or the White House. Either actual
consent to maintain such information, i.e., given directly to the White
House or the agency, preferably in writing, or implied consent, e.g.,
listing an individual's political affiliation in his resume, inclusion in
Who's Who, etc., is sufficient for this purpose.

In response to your request, we do not view as a legal problem resub-
mission by the agencies of the various 'clearance' sheets necessary

to bring your files up to date with respect to the pre-August 9, 1974
political appointees, provxde& this is accomplished prior to Septem&er 27’




However, I recommend that you also consider any political reaction
that could result from this resubmission procedure and our collecting
such information without the consent of the individual.

I would be
pleased to discuss this further at your convenience.



THE WHITE HQUSE
WASHINGTON

FOR: /')\u d H‘I‘I lﬁ

FROM: PETER McPHERSON F.Wh.

For your information.

L ftn T oy Pt
~ copy o

Attachments

AV
o



N RLPLY REFER TO:
UNITED STATES
DEPARTMENT OF THE INTERICR
OFFICE OF THE SOLICITOR

2
JUL 7 1975
Memorandum
To: Hugh M. Duncan, Office of the Secretary
From: Solicitor

Subject: Privacy Act Restrictions on Records'Concerning
Political Affiliation

A question has been raised as to what effect if any the
Privacy Act will have on records concerning incumbents

of and candidates for positions which are essentially
political in nature. We have considered three types of
such non-career pcsitions: Presidential appointees, non-career
executive assignments (supergrades) and Schedule Cs. The
comments below apply equally to these positions as well

as to incumbents of and candidates for various boards

and committees which advise Interior. BAlso, in our opinion
the restrictions of the Statute apply equally to incumbents
and candidates although the means of processing them

may be different, due to the differénce in relationship

of the individual to the Department.

The Privacy Act, which takes effect on September 27, 1975,
provides that agencies maintaining systems of records

-shall "maintain no record describing how any individual
exercises rights guaranteed by the First Amendment unless
expressly authorized by statute or by the individual about
whom the record is maintained or unless pertinent to and
within the scope of an authorized law enforcement activity.”
5 U.5.C. § 552a{e)(7).

e have reviewed this provision and are of the opinion
that, 1f faced with the matter, the courts would hold that
it precludes the Department from maintaining records con-
cerning the political affiliation or political activity

of persons holding the above-named positions, except with
the concurrence of these individuals.

The crux of the matter is whether affiliation with a oolitical
party is a rignt guaranueed by the First Amendment. . Ep;
determining wnat is and wnat is not guaranteed by thd r1r®t

1812¢
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Our review of the cases indicates that affiliation with

a political party is a protected right. In the recent case
of Xusper v. Pontikes, the Supreme Court stated, "There can
no longer be any doubt that freedom to essociate with others
for the common advancement of political beliefs and ideas is
a form of ‘orderly group activity' protected bv the First
Anendment . . . The right to associate with the political
party of one's choice is an integral part of this basic
constitutional freedom." 414 U.S. 51, 55-57 (1973). See
also, Williams v. Rhodes, 393 U.S. 23, 30 (1953); Cousins

v. Wigoda, 42 L.Ed.23d 595 (1975).

While it is true that employees in the Federal service

have been held to have forfeited some of their rights

to take active part in politicsl affairs, e.g., U.S. Civil
Service Commission v. National Association of Letter Carriers,
413 U.S. 548 (1973), no decision has held that Federal
employeses forfeit the right to be a member of a political
party. We think it unlikely that such a decision

would be reached. ’

That Congress intended section 552a{e)(7) to include party
affiliation as a matter not suitable for recordkeeping is
also made clear by the legislative history. The House
version of the section prohibited the keeping of records
.concerning “"the political or religious belief of any
~individual," H. Rept. 93-1415, ». 30 (1374), a formulation
which we would take to clearly include party affiliation.
When the final vaersion of the legislaticn was prepared by
representatives of the House and Senate (in a complicated
procedure not involving use of a conference committee),

their repwort stated that the f£inal formulation of the section
was designed to expand the House formulation. 120 Cong. Rec.
S21816 (daily ed. Dec. 17, 1974).

We believe that there is no express statutory authority
which would take records of political affiliation or
activity by incumbents to or candidates for the so-called
political positions out of the purviewy of the Privacy-
act. 5 U.S.C. § 3301 is the basic authority for appoint-~
ment into the Civil Service. Under E.C. 10577, Nov. 22,
1954, 1¢ F.R. 7521, as amended (see note to 5 U.S.C.

§ 3301), the President has set up basic Civil Service
Rules and charged the Civil Service Commission with the
resoonsibility for administering them. Rule VI govearns



positions excepted from the competl
includes Schedule C - Positions of

‘N e

itive service This
a confid enLlal or

volicy destermining character. ERule 5.20 concerns non-careerxr
executives who must 1) be involved in advocacy of admin-
istrative programs, 2) ocarticinate significantly in deter-
mining major political policies, or 3) serve as personal
assistant to a kev political figure. While gathering
information on political affilistion may be inferred from

rules VI and

I3

we do not believe it has the level of

express statutory authority.

Recognizing the need to collect information on a person's
political convictions in determining suitability for a
political appointment, such a record can be maintained
provided Interior has the person's consent. Obtaining

an incumbent's consent can be accomplished merely by asking,
and preferably by having the incumbent sign an appropriate

form.

The caﬁdldapes present a different and much more sen51t1ve
problem: there are larger numbers of persons involved and,
occasionally, they may not know they are. under consideration.
Depending on whether or not they know, scvera1 alternatives

are possible:

1)

2)

3)

4)

If an individual voluntarily in-
cludes such information on a
resumne', we can assume that such
act constitutes a waiver of the
prohibition. '

Use a form method of obtaining a
waiver. A statement such as failure
to check a block or reguiring one to
check a block is sufficient to grant
consent to maintain a record of a
person's political background.

A letter to the person reguesting

“consent and receipt of such consent.

dual only at the

ion is imminent and he
d know they are being
considered. If the individual
refuses - -to consent, he or she may

(%)



. be dropped from consideration.
consent is given, at that tims we
may begin to maintain the desired
record,

faed

£
i

5) In some cases 1t may not be
necessary to maintain a written
record.

There are other methods wnich will accomplish the result
which may reguire further dicussion. Being realistic,
however, the reguirements of the Act clearly will complicate
the legitimate vrocess of recruitment and staffing for non-
career positions, regardless of method.

In summary, then, it 1is necessary to cbtain an individual's
permission in order to maintain records on the individual
which reflect political activity or affiliation, absent
statutory authorization or the reguired nexus with law
enforcement activity. Securing the necessary permission

can bes done by any number of methods which allow an 1n61vldua1
the opportunity to indicate a willingness to have such

records maintained or a'desire not to have them.
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DOMESTIC COUNCIL COMMITTEE ON THE RIGHT OF PRIVACY -

WASHINGTON, R.C. 20504

‘October 15, 1975

MEMORANDUM FOR:" ' KEN LAZARUS
‘ | ~ LYNN MAY

FROM: ’ GEORGE B. TRUBOW
C General Counsel

SUBJECT: FBI Message Switching Plan

Quincy Rodgers gave me a copy of Lynn's second draft
memorandum on the above topic, dated October 13, 1975.

We talked about the matter, and Quincy asked me to send

a response since he had to leave town for a prlor commit~

. ment,

The second draft goes further, in our opinion, toward
providing a sound basis for a decision by the President on
this important issue. We still had some concern, however,

and I have attached a revised draft that reflects these
notions: :

1. The "Background" does not accurately portray
the difference between NCIC and CCH -(Computerized
Criminal Histories). The latter is what the
message switch problem is about, and comprises
only a portion of the total NCIC system. There is
little quarrel with the NCIC system itself, which
lists outstanding warrants and stolen property,
primarily. The CCH component was added about
four years ago, and raises the major issues
which the memorandum addresses. -Nor does the
background indicate the length of time this
matter has been pending, and the seriousness of the
controversy.
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2. It is not accurate to say that privacy is
not an issue. It is true that system security,
just one aspect of privacy, is not a difficult
problem since it can be accomodated by informa- _
tion system design. The larger privacy questions,
however, in terms of "big brother", a national
police force, and the access that Federal law
enforcement has to monitor state and local law
enforcement information, are very important matters.

3. The first option has been revised to emphasize
that the resolution of the issue should be
fashioned by state and local government, the
chief users and beneficiaries of the CCH
program.: : '

The second option is eliminated since we consider it
totally unacceptable. That option, though called \
"temporary", actually implements the plan, thereby incurring
all the negative implications of the proposal, while leav-
ing a continuing burden with the Federal government. to.-

* finally resolve the problem. This seems to us to be the

worst possible situation. Our revised statement of the
first option obviates the headache in the first place, and
leaves it to the states to develop a proposal in response
to the need they perceive.
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DRAFT

MEMORANDUM FOR THE PRESIDENT
FROM: JIM CANNON

 SUBJECT: Proposed MNational Criminal Information
Center Message Switching Plan

The Deputy Attorney General proposes to announce shortly

-the plan of the FBI to install a "message switching"
capability in the National Criminal Information Center

(NCIC). The proposal, which has been pending for more

than two years, has been held up in the department because

it raises substantial policy issues with political dimensions.
This memorandum places the underlying issues in some per-
spectlve and identifies the optlons available to you in
passing on the proposal.

BACKGROUND

As presently constituted, the NCIC System entails the |
~physical storage of State criminal information, e. g.
"stolen cars, wanted persons, arrest sheets, etc., with the
FBI. Those State law enforcment agencies which make such
information available to the FBI are eligible to access

the FBI's system for information upon request. This has
been the pattern of Federal/State information transfers

for a substantial period of time, though computerized
criminal histories (CCH), which gave rise to the message
switch plan, have been in the NCIC system on .an experimental
basis for only about four years. ~

The telecommunication of the bulk of criminal information
directly between the States, on the other hand, ‘has been
handled for a number of years by the National Law Enforce-
forcement Telecommunications System (NLETS) under a continu-
ing grant from the Department of Justice. NLETS is managed
by a consortium of officials from various States with no
direct involvement by Federal law enforcement officials, and
the performance capability of the system was substantially
upgraded in 1973. . Fuy
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The proposal advanced by the Deputy Attorney General in
behalf of the FBI would involve the return of records
of single State offenders, comprising the bulk of CCH
records, to the respective States, relieving the FBI
of the responsibility for their maintenance. The FBI
- would maintain an index of State records and would
establish a telecommunications system which would enable
it to query the data base and, upon receiving a request
for information from a State, to electronically check
its own records, poll other States for Records and then
transmit the information to the requesting State. The
FBI would retain all multi-State offender records,
Federal crime files, and single State offender records
for states that do no computerize their files. Several
Executive Department agencies (DCCRP, OMB and OTP)} as
well as members :é;?ongress ( Cong. Moss, Sen. Tunney),

Aare e Blar
DISCUSSION:

Qpposition to the "message switching" proposal is generally
based upon one or more of three arguments: (1) there is

no demonstrated need for the involvement of the FBI. in.-
. State-to-State communications -- NLETS is adequate to meet
‘present and future needs; (2) the proposal runs afoul of
the sound precepts of Federalism; and (3) the FBI's control
of a nation-wide telecommunications system of computer
records poses a severe threat to individual privacy.

The Deputy Attorney General defends the need for this
program by pointing out the readiness of 19 states to
join with the six States now participating in the limit-
ing message switching experiment. He agrees that message
switching arguably could be handled by a State-run organiza-
tion, like the current National Telecommuncations Law
Enforcement System (NLETS), but maintains that the FBI is
the only organization that can immediately implement
message switching, the latter allegation being denied by
- NLETS. 1In regard to the privacy threat, Tyler maintains

A that the FBI will only have the electronic capacity to

’ store information which it has had physically in its =
possession at the present, though this argument does not*
obviate the basic privacy problem.
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The real issue in this matter is not that of privacy in
terms of system security. Although the plan would pre-
sent some additional potential for abuse, safeguards
could be devised to minimize this potential. The key
"privacy" issues are the need, and the dictates of
Federalism. The other major issues are emotional fears
of "big brother", a national police force, and the matter
of Federal access to state law enforcement information.

NLETS would appear adequate to meet the short-term needs

for State-~to-State telecommunications. Moreover, a recent

study commissioned by the Department of Justice indicated

that long-term needs in this area could be met best by two
~ State~operated switching systems (one on each coast).

On the Federalism issue, it should be noted that the vast
majority of criminal information is State and local in
nature, and your Administration's policy has been to limit
the Federal role in matters where primary responsibility
lies with State and local authorities.

.

OPTIONS:

1. Inform the Attorney General that he may not implement
message switching within the Justice Department. If
the states recognize a need for a national message
.switching network, they can develop and propose an
alternative to Federal control.

Pro: Would elominate a controversial program
that has potential for political rapercus-
sions and administrative headaches. Would
also leave responsibility for further action
with state and local government, the principal
users and bheneficiaries of the proposal system.

Con: May possibly result in some delay'in the
computerization of criminal records.

- pp—— “, - o - e s Tty et - g R
B I T S S SRS, A i e e N T



2. Allow the Justice Department to implement the FBI
message switching plan.

Pro: Would satisfy FBI desires in this matter
and would promote rapid computerization of
criminal records in the State system.

Con: Would open the Administration to criticism
' from liberals about endangering individal
privacy and conservatives about the need or
desirability of Federal control of state
criminal justice information systems, as
summarized previously. May endanger your
Administration's credibility in areas where
- it has achieved notable success-in privacy
~and reduction of "big government"”.
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THE WHITE HOUSE

WASHINGTON

October 22, 1975

MEMORANDUM FOR

The Honorable Antonin Scalia
Assistant Attorney General
Office of Legal Counsel

This is to inquire about the impact of the Privacy Act of 1974
on the Presidential Personnel Office.

The Presidential Personnel Office is not considered to be an
'agency' for the purposes of the Privacy Act because its sole
purpose is to advise and assist the President. However, that
office works closely with agencies that are subject to the
provisions of the Privacy Act, Accordingly, it would be most
helpful to have your advice on the following questions.

1. In the course of an FBI background investigation,
'records’', as defined in the Privacy Act, are collected by the
FBI as well as disclosed to the F'BI by other Federal agencies
(IRS, DOD, etc.). Does section 552a,(b) of 5 U.S.C. require
the FBI (or these other agencies) to obtain the prior written
consent of the individual applicant or nominee before disclosure
of such records?

2. Prior to requesting a background investigation
from the FBI, the White House Personnel Office obtains basic
personal information on Form No. 86 from the individual., A
copy of this form is delivered to the F'BI by the White House
Security Office to assist in the investigation. Does section
552a. (e)(3) of 5 U.S.C. require the ¥FBI to comply with the
provisions of that section?
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3. Under certain cases, the White House Personnel
Office collects information on the political affiliation of persons
being considered for appointment or nomination. Such informa-
tion may be obtained directly from the individual under considera-
tion and/or from independent sources (national or state party
headquarters). When the appointment or nomination is for a
position at a Federal agency, the information on political affiliation
is disseminated to and maintained by appropriate persons at that
agency. ’

Does section 552a. (e)(7) require the individual to give
his express authorization for the agency to maintain a record of
his political affiliation

~~ if the individual volunteered the
information, such as in a resume?

-~ if the information is obtained through
independent sources and the individual
has not volunteered such information?

B

Philip W. Buchen
Counsel to the President





