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Polytechnic
Institute
of Naw ork

333 Jay Street Brooklyn, N.Y. 11201
DEPARTMENT OF MANAGEMENT

(212)643-4993 August 13,1974

Mr. Philip W. Buchen
The White House
Washington, D.C.

Dear Mr. Buchen:

As you can see from the accompanying materials I have been active in
dealing with the issue of privacy. I have appeared in testimony before
Senator Ervin’s Constitutional Rights Subcommittee and authored

The Death of Privacy: Do Government and Industrial Computers Threaten
our Personal Freedom?

At the regquest of Mr.Milton Hoffman, a community friend, T wrote to
President Ford in the early part of this year when yow Domestic
Council Comittee on the Right of Privacy was being formed.

Should there be any way that T may be of assistance to you, please
feel free to call upon me. ’

With best wishes to you and the new Administration, I remain

Sincerely,

-
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| Jerry M. Rosenberg, Ph. D.

September 1974

An expert on the relationship of technology to man, Dr. Jerry
Rosenberg has written on this subject, testified before government
agencies on the issue of privacy and security, practiced industrial
psychology and is presently Head of the Management Department and

Professor of Management at Polytechnic Institute of New York.

! Considered one of the country's foremost psycho-technologists,
he is the author of The Death of Privacy, which was hailed by the New
York Times as one of the year's 20 best boocks of general interest in 1969.
He has also written The Computer Prophets(also translated into Japanese),
The Need for a Renewed Conception of Technical Education, and Automation,
Manpower and Education.

When the issue of privacy, rights, computerized-data bank and
surveillance as affected by technological advances has been brought before
government agencies, Dr. Rosenberg has been called upon to testify. In
1971 he appeared as an expert witness before Senator Sam Ervin's Senate
Judiciary Committee on Constitutional Rights. His testimony appeared in
the March 12, 1971 proceedings of the U. S. Congressional Record.

Dr. Rosenberg also specializes in Organizational Psychology and
has written, consulted and taught on this subject. Prior to his arrival
at Polytechnic Institute of New York, he had been on the faculties of
Columbia Universibty, Cornell University and City University of New York.
He was a visiting Professor at the University of British Columbia and at
the Israeli Institute in Tel Aviv.

He received his B. S. degree in psychology and science from the
City College of New York, an M. A. degree in industrial psychology from
Ohio State University and Ph. D. from New York University. As a recipient
of Fulbright and French Government Awards, he studied at and received a
certificate from the Sorbonne's Center of Higher Studies in Paris.
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Education: Ph. D. New York University, 1962
Certificate La Sorbonne, Center of Higher Studies, 1958
M. A. Ohio State University, 1957
B.S. City College of New York

Honors: Psi Chi Award - 1956

Fulbright and French Government Awards - 1957

Book - "Death of Privacy'" - chosen by New York Times
as one of the best 22 for the year 1969

Testified as an "expert witness' or. the psychological-
organizational implications of loss of privacy, before
the U.S. Senate Committee on Constitutional Rights -
1971

Experience: Polytechnic Institute of New York, Head, Department of
Management, and Professor of Management. 1974 - present.
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Books: The Death of Privacy, Random House, 1969, 236 pages
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Editor, Teachers College Press, 1967.
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1966, 179 pages.

- Additional: Visiting Professor, University of British Columbia, Summer,
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Witness before several government 11 agencies, 1968- present.
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STATEMENT OF SENATOR SAM ERVIN, JR. pertaining to testimony

of Dr. J.M.Rosenberg before Senate Constitutional Rights

Committee's hearings on "Federal Data Banks, Computers

and The Bill of Rights," February 23,1971

"Dr.Rosenberg,I am delighted to welcome you on behalf of the
subcommittee to this hearing,and wish to express our deep
apppreciation for your willingness to come. I would like to |
make this statement for the record. : g
The subcommittee has been extremely privileged today to have
the testimony of Dr.Miller and the testimony of yourself in
this area. You and Dr.Miller are the authors of two books
which I think are the most profound books on this subject.
Each of you shares the distinction of having a very acute
awareness of the threat which present methods of collection
and preservation ofdata concerning individuals pose to the
privacy of individuals, and each of you has made constructive
suggestions as to how we can try to take advantage of the
efficiency which computers make possible without sacriricing
those precious individual liberties which the first amendment
is designed to secure to each citizen.

I would like to say that you have written a remarkable book
on this subject entitled THE DEATH OF PRIVACY.¢e0ese
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PUBLICATIONS:

a)

b)

Books

Automatlon, Manpower and Education, Random House, N.Y. 1967

Renewed Conception of Technical Education, Columbia University,

Teachers College Press, 1968 (Editor) _

The Computer Prophets, Macmillan, New York 1969

The Death of Privacy, Random H,use, New York 1969

The Computer Prophets, translated into Japanese, Tokyo

Broadcasting System, Japan, 1972 |
7

Articles .

Automation and The Shorter Work Week, M.A. Thesis, Ohio State

UnlverSLty, 3957

Gahiers D*Etudes De L! Automation, A French Government Publication, 195&

Training and Education - The Uses of Simulation in Sensitivity

Training, Teachers Association Conference, Spring 1960

Perceptual Differences in Sociometric Patterning - The formation

of group interactions, Group Psychotherapy, March 1960 »

Role~Playing - A Useful Tool in Understanding the Impact of

Industrial Automation, Journal of Group Psychotherapy, 1961, Vol. IV,

No. 1-2, March

The Impact of Automation on Youth Employment, New York City Youth

Board, May 1961

Perception of Automation Issues, Worker Background and Interpersonal

Background, Ph.D. Dissertation, New York University, 1962

Automation and Manpower Utilization, Editor, Cornell University

Press, 1963

Nine Approaches to Cushioning the Impact of Technologlcal

Displacement, National Office Management Association Bulletin,

February 1963

The Impact of Automation en the Labor Movement, Adult Education

Quarterly, Vol. XIII, No. 3, Spring 1963 v

Improved Interviewing Skills (in programmed format), U.S. Industries

Publication, 1964

Sensitivity Training and Group Dynamics in Action, Cornell Univ., 1965

Techniques for Teaching Civil Liberties and Equal Opportunity

Issues, Columbia University, Arden House Conference, 1966

Computers and Man's Psychological Submission and Loss of Privacy,

U.S Congressional Record, March 12, 1971

Surveillance and Privacy," Union of American Hebrew Congregations,

Los Angeles, California, 1972, Position Paper
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| PUBLICATIONS (continued):
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Professional Papers

January 13, 1971 - Wesleyan College, Macon, Georgis, "The College
Student and Freedom" ;
February 23, 1971 - U.S. Senate, Committee on Judiciary, Subcommittee
on Constitutional Rights, testimony titled, "Computers and Man's
Psychological Submission and Loss of Privacy”

March 12, 1971 - U.S. Congressional Record, "U.S. Senate testimony
introduced into Congressional Record by Congressman Jonathan B.
Bingham"

March 24, 1971 - North Dzkota State Unlver51ty, Fargo, North

Dakota, "Student's Rights"

March 25, 1971 - College of St. Mary, Omaha, Nebraska, "The Death
of Privacy"

May 19, 1971 - State University of New York at Oswego, New York,
Convocation Address, "The Right of All Men to Privacy"

August 19, 1971 - The Council of State Governments National
Convention, Minneapolis, Minnesota, "The State Government's
Responsibility to Protect the People's ‘Right to Privacy"

November 9, 1971 - Canadian Information Processing Society, Toronto,
Canada, "The Threat to Individual Freedom"

January, 1972 - Hearings before the Subcommittee on Constitutional
Rights, "Federal Data Banks, Computers and the Bill of Rights,"

pp. 69-84, Published by U.S. Government Printing Offlce, 62-032,
Washington, D.C.

February 9, 1972 - LaSell Juniox College, Auburndale, Massachusetts
"Student's Rights on a Changing Campus"”

April 13, 1972 - High Point Cnllege, High Point, North Carollna,
"Campus Surveillance"

May 8, 1972 - Muskingum College, New Concord, Ohio, "The Right

of All Men to Privacy"”

May 25, 1972 -~ Southern IllanlS University, Carbondale, Illinois
Convocation Address, "The Age of Aguarius versus the Age of
Aquariums" :
September 28, 1972 - Plymouth State College, Plymouth, New
Hampshire, "Student's Rights and Psychological Submission.

November 6, 1973 - St. Lawrence University, Canton, New York
"Watergate - Implications for Student's Rights"
A 1 Fo;b\
(

-
i
=)

=

> Qik‘lo

>/
T

PRI ..



.
»;Li* *r“w'/ . {‘bﬂu;‘j

United States ’ J
ojAmcrica PROCEEDINGS AIND DEBATES OT THE 92‘ CONGRESS, FIRST SESSION

S =

Yolili7 WASHINGTON, FRIDAY, MARCH 12, 1971 No. 34

COMPUTERS AND PRIVACY 5

HON. JONATHAN B. BINGHAL

! OF NEW YORK
IN THE HOUSE OF REPRESENTATIVES
Thursday, March 11, 1971 |
i
|

Mr. BINGHAM. Mr. Speaker, in the!
course of the recent hearings before the;
Scnale Constitutional Rights Subcom-
mittee of the Commitice on the Judiciary

«econcerning Government invasion of pri-|
vacy through collection of personal data,
a most informative statement was pre-
sented by Dr. Jerry M. Roscnberg on the
role of computers in the decline of indi-
vidual privacy. Dr. Rosenberg is a resi-
dent of the 23d Congressional District
of New York, which I represent, and is

. a practicing psychotherapist and man-

) agement consultant.

Dr. Rosenherg’s paper emphasizes the
difficulties in developing surveillance-
prool compuler systems and urges cre-

| ation of an Institute for the Responsible

Use of Technology to help instill greater
responsibililty in this field. I am sure
many Members and readers of the Rrc-
orp will find Dr. Rosenberg’s views pro-
voecative and stimulating. The text of his
testimony before Senator SAaM ERVIK'S
subcominittee follows:

CoMPUTERS AND NAN'S PSYCITOLOGICAL i

SUBMISSION AND L0SS OF PRIVACY }
(By Jerry M. Rosenberg, Ph. D.) {

Mr, Chairman, thank you for inviting me
to submit my thoughts on the matters of
your current conecern, the question of pro-
tecting personal privacy from being reduced
under the influence of computerization,

I wounld like to sz2y that my particular em-
| phasis, supported by my psychclogical train-
# ing and research efforts, has been the impact
on the individual of pressure generated by
advancing tcehnology. My receut book “The
Deoath of Privacy—Do Government and In-
dustrial Comiputers Lhreaten Our Personal
Freedom?” was speeifically conecrned with
the erosion of individual privacy, both from
dircct application of compuler designs as
well as from a more subtle loss of psycho-
logical Independence, ofien unknown to the
person affected.

At present, computers in and out of gov-
ernment have an almost limitless capability
to store, Intermingle and, at the push of a
button, retrieve information on persons, or-
% gawizalions and a variety of their activitics,

all without the knowledge of those Involved. Fo
Lven now, stacks of punched cards and tapes .- 0
store statistics about us that we may not 3 c
know exist. We might never escape in time or el ;
(5
o ~
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distance the bureaucratic machinery keeping
tabs on us.

With present technical capability, it is pos-
sible to develop a composite pleture of an
individual that can be stored 1n a single in-
formation warehouse. Each year we offer
information about oursclves which becomes
part of the record. It is often scatiered across
the continent and is usually inaccessible ex-
cept after considerable effort. It begins with
our birth certificate and is Iollowed by a
series of medical notations. Early in life we
are documented as an added income tax
deduction by our parents. Then there is in-
formation on what high school, public or
private, and what college, publig or private,
we attended. At school, records are made of
our abilities, grades, tests of intelligence and
attendance. For some, there will be car regis-
iration and driver's lcense, draft status,
military service or Peace Corps. Then job
history is recorded—working papers, Social
Security mumber, a first job, our performance
with each employer, recommendations, and
references—all this makes an interesting
dossicr, Then, perhaps, a marriage license, a
home mortgage, and when children come,
the cycle begins anew. Should we divorce,
the court records will he added: These would
increase should we he arrested, convicled or
serve time In prison. And of course, when
we die, a last footnote is made,

In our daily activities we leave behind a
trail of records: the credit card carbon for a
luncheon meeting, the receipt from the hotel
where we spent last night, our airline ticket,
the check we cashed in a cily bank, and the
bill for the toys we charged for our children.

There are also government dossiers includ-

ing tax returns over a number of years, re-
sponses to census guestionnaires, Social Se-
curity records, passport files, and perhaps,
‘our fingerprints and military intelligence re-
ports. If we have worked for a defense con-
tractor or for the federal government, there
are lengthy files on us that may note our
associations and affitlations,

Information is power. These records may
at various times be of considerable interest
to people outside a specific government agen-
cy. Years after our birth, for example, an
interested party may be happy to pay for
information from our birth certificate which
is officially confidential. And in a number of
cities there are cntrepreneurs who obtain
and sell this information as well as hos-
pital records, police records, immigration
records, and so on,

Confronted with the erosion of his privacy,
the individual American has until now had
the consolation that all these files have been
widely dispersed and often difficult to put
together. It has been a time-consuming, ex-
pensive proposition to compile a sizable file
on any individual. Giant computers with
* their capacity for instant recall of a great
variety of available information are chang-
ing all this.

The evolution of computerized complexes
without effective public participation and
protest can have a serious impact en our
democratlic process. Under our present sys-
tem, individuals are expected to make funda-
mental choices where the fature welfare Is
at stake, as would be the case in an election,
By alienating the pcople from the decision~-
making process, control of the computer
technology is left in the exclusive hands of
ihose in possession of organizational power.

The publie iiself should question the drift
of these technologies. We should want to
make certain that human dignity, psycho-
logieal well being and civil liberties remain
intact, We should demand to know the pre-
cise nature of the information that will be
stored and who will have nccess to it. The
public has the right to know who will have
ilic power to control the computers and most
fmportantly, how confidentinlity and indi-
vidual privacy can and will be protected,

CONGRESSIONAL RECORD — Extensions of Remarks

Liberty is never gained once and for all. Tt
is forever in contlict with civilization—a con-
flict which has no clear-cut solution but
which reappears in eycles, usually in diflerent
forms. Each succeeding generation must win
it anew. Bach must defend it against ensuing
dangers. This Is necessary because we are
constantly changing our life environinent;
society may be aliered so frequently that
safeguards that in the past adequately pro-
iected our libertics bhecome obsolete.

Science and ilechnology are of immense
bencefit to society. And I for one, am a chame
plon of the comiputer. These advances are so
important to us that we would not want
under most circumstances to impede their
movement in advancing our knowledge of the
world. But they may also expose us to poten-
tial danger—to a pollution that could curtail
our anonymity, solitude and privacy. Unless
certain practices in the technological exploir
tation of scientific knowledge are restrained,
they will cost us more than we should be
willing o sacrifice.

And we must constantly evaluate these
technologies which are tools developed to
inerease man’s power to understand his
world, ‘The mere fact that an innovation pre-
sents itself docs not mean that we should
surrender years of experience and values tQ
its authority.\?et it is qifficult to bring social
pressure to biéar against the control of pos
tentially @angerous technologies, Oue reason
is that those who have the use of the teche
nology arc influential enough to prevent so-
cictal, or for that matter, legal restraints.

Today’s college generation, in particular,
is challenging the apparent complacency and
indifference-of its senior leadership. That
privacy will forever remain because it i3 im#
plied in the Constitution and Bill of Rights
is not credible to the new adult population.
With growing hostility toward the domi-
nating technology and the establishment, a
segment of this group fear that the docu-
mentation of their so-called acts of rebel-
lion -will only show that the freadoms once
assunied unave beein surendered. Snould our
older citizens in power fail to come to grips
with the issue of preservation of privacy, it
can be expected that the last struggle will
be made by those who question how their
present behavior, if documented, could be
used against them at some future time,

The computer cannot be .blamed for the
loss of privacy. It is but an instrument cre-
ated by man. Computers and other advanced
machine systems are not permitted to be in
error, but man {s not a machine and does
not have to be as eflicient as the tools he has
created to serve him. If man loses his right to
be wrong, will he react by withdrawing from
soclety? Will his curiosity to experiment with
life fulter? If this happens, man truly he-
comes nothing more than a machine,

Of course, not all computerized systems
contain potentially damaging information.
Some operations nierely act as accdunting
systems and high-speed calculators, while
others at more sophisticated levels are de-
positories for internal decision-making; some
store research infarmation from diverse
sources; and some are documentors for the
purpose of assimilation and distribution of
pertinent data to a large community.

Not all computerized complexes contain
ihe “sensitive’” or potentially “threaiening
information that might be found in a com=
puterized system designed to collect personal
data. But the possibility of incorporating
such information docs exist. Even the rather
elementary, antiquated computer has the po-
tential for bheing an information storage
center. It doesn't matter whether it is for-
mally called & “bank” or a “single unit proc=
essor'—any capacity to colicct, store and re-
irleve dala instantancously wupon request
may, f misused, infringe on personal
privacy.

There {s llttle doubt that as computierized

Mareh 12, 1971

systems spread throughout the nation and
world, surveillance by data processing is
bound to increase. If the trend continues, it
will soon be possible to have personal infor-
mation about an Individual gathered on a
continuous basis and held indefinitely until

requested. The snowballing effect is quite

pronounced here. When the decision is made

.to purchase a computer, more data are gath-

ered about the employees, customers or tax-
payers who are of interest to an organiza-
tion. Although this may provide for better
services, improved decision-making and po!-
ley-progranuming, it also provides personal
information about individuals never known
before the advent of cormputers,

ALONG THE ROAD TO PSYCHCLOGICAL SUBMISSION

Today man Mves in an atmosphere domi-
nated by the machine. He brushes his teeth
with an electric toothbrush; prepares his
meals with mechanical toasters; ovens and
broilers; works in an atmosphere of motors,
switches, fans, typewriters; goes to and from
home by car, bus and train, reduces the
chores of home life with scwing machines,
washing machines and drying achines. In
the past only the craftsman used the tool.
Today all of us take machinery for granted.
As long as machines served us and did not
threaten our rights as persons, we welcomed
technology.

The charm of the horse-drawn buggy
yields to the modern automobile; the caii-
dlestick maker Is not needed in this day of
eleetric power; the complezities of the abacus
are incorporated into the computer's mem-
ory unit. Often we are glad to say goodbye

to what we leave behind because many in--

novations freec man from monotony, physical
effort and waste of energy.

Computers are part of this advance, aid-
ing us in ways that arc valuable for our
everyday living and essential for progress on
all levels. Much of what has been achieved
in medical research and outer-space explora-
tion would have been impossible without the
wide range of sophisticated computers.

Unforiunately, sacrifices Irequently ac-
company these changes. With all the splen-
did wonders of the computer we find our-
selyes asking: has man become submissive 1o
the computers of today? Can each indi-
vidual profess to be more human in his ac-
tions than the complex system he has de-
veloped to assist in daily endeavors? Will
there be a growing tendency to create a
world where we treat each other as ma-
chines? Are we building more barriers which
prevent the individual from having the op-
portunity to eveolve his own unicue poiens-
tial—to be seif-realized?

Man submits more and more as his ability
{o make choices about and conarol his fu-
ture is gradually taken away from him. He
is willing to have the machine maxe numer-
ous decisions for him about his future; he
fs willing to permit the machine to build
towers of brick and metal, hoping that it
will not fail him when he has to live or work
in them; he is willing to have the machine
process his life's facts, hoping that it will
be accurate and objective.

It scems that we are not aware of what
s happening to us—that we are losing a lit-
tle cach day to the machines. We are usually
too busy to think about matiers which seem
on the surface not to be so “important” as
whether our cars are safe, or the price of
bacon or the way taxes are skyrocf:exing

From the psychologist’s point of view, there
{s an observable area of change in a com-
puterized atmosphere. The fact that informa-
tion can be processed in fractions ol seconds
with tremendous accuracy forces the rethiuk-
ing and redesigning of the use of people. With
greater integration, control is further cen-
tralized and the autonomy of groups reduced.
ed In the spring of
Wit Columbia Uni-
| question® o} computers and
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people's concern over loss of their privacy,
found that thoe public is troubled over how
much of their lives—their thoughts, emo-
tions and personal facte—ihey are encour-
aged to share with others.

What is most disturbing to the American
population is the undemocratic process which
starts at birth to make people believe that
they are unable to say “no” to divulging per=
sonal information, thus perpetuating a col-
lection of data that will follow them for the
remainder of their lives—*“frozen in time and
the computer.”

People want to determine for themselves in
every particular situation of life just how
much of their complex bellefs, attitudes and
actions they choose to disclose. To the Amer-
ican, this data is more than just statistics.
It 1s the data of judgment, a possible last
Judgment that can affect their schooling, em-
ployment possibillties, promotion, or role in
the community, The citizens of this country
want to have the right to a personal diary
that is away and free from the organization’s
outstretched hands. They plead the case that
if all thelr actions were documented, includ-
ing their mistakes, it would be difficult to
close a page of one's life anéstart anew. It
would be a tyranny over min&and destiny.

To maintain their dignity and fill their
needs for psychic distance, people construct
mental walls around themselves. To be a
total psychic being, with stability and cons
fidence, forces pcople to reject being in-
truded upon without permission. Psycholog-
ically, privacy demands a delineation of the
self, the acceptance that each of us are
unique and separate from all others. It rec-
ognizes an empathy toward the finer qualities
within man, It demands the perpetuation of
a private psychic domain, displaying a defen-
sive shield against psychological penetra-
tion, unless authorized.

There is a growing antagonism against
people désiring power, who will through
mental coercion try to intrude upon our
concealed thoughts. Unfortunately, we have
Jagrned that the men who wishés to gain
control will employ various techniques to in-
fluence and force individuals and groups
into submission,

People have a right to remain unique and
different, But there are many, and indeed the
number is growing, who intentionally or by
title of their office, are against the solitary
man. They may envy his uniqueness. They
want to keep a close watch on his behavior
so as to anticipate future moves, often de-
fended in the name of science or national
priority. They too often regard his privacy
as & denial of their own mechanized psy-
chology which hns a stercolyped and over-
simplified answer for everything,

Raymond Katzell, Chajrman of the Psy-
chology Department at New York University,
has spoken about protecting privacy. Con-
fining men in close quarters physically and
socially, as in submarines, he ppeints out
would “make them particularly prone to
peevishness and mutual hostility. Employing
the phrases “getting away” and “letting go,”
Katzell suggests that vacationers are really
seeking to avold the pervasive inspection by
society, “In short, there is reason to belicve
that a modicum of privacy is a necessary
condition to mental and emotional well-
being. Concelvably, a society which fails suf-
ficlently to preserve the individual’s privacy
may become characterized by undesirable be-
havior patterns such as irritability, mistrust
and hostility.” Campus disorders, including
the bombing of computer centers, may be
related to this growing phenomenon.

COMPUTER AND PRIVACY PROTECTION

A major problem in protecting oyr privacy
is that too often we believe in the principle
that the ends justify the means, When we
conslder that the goal s the greater good
of our people, we cannot undersiand why a
specific intrusion should be prohibited. The

CONGRESSIONAL RECORD — Extensions of Remarks

result; gradual erosion of the value we place
on individual privacy, Sometimes we are con-
fused and becomeo easily convinced that a
poarticular device that may lead to personal
intrusion is warranted on other grounds,
such as purposes of security. This is an in-
adequate argument I believe,

I will not attempt to explore with you.
many of the legal and Constitutional ques-
tions raised by the issue of computers and
privacy. My book “The Death of Privacy,”

" documents these areas quite thoroughly.

As computer networks spread throughout
the country and world, science and privacy
must be anle to thrive together, We will he
collecting thousands of facts about everyone,
depositing these details into the unforgetting
computers of the future. To date there are no
adequate legal protections to safeguard the
individual against computer leakage. Iur-
thermore, laws alone will not offer satis-
factory protection in the face of wicdespread
use of these systems. Although laws can im-
posec penalties for violation and can set the
limits of proper safeguards, legislative
actions have not always been efTective in
the control of surveillance activities like
wirctapping and eavesdropping.

There is reason to hesitdte before pass-
ing new legislation that might in fact back-
fire, Laws ihat give special agencies or de-
partments the responsibility of investigating
those who break the law would be introduc-
ing yet other bodies tbat decide who can
know what, thus putting a new .decision-
power in the hands of a few.

We have to make sure that information
given to a specific organization will not be
shared in such a-way that the person’s iden-
tity will be discovered. It is necessary to spec-
ify those who may use certain technological
devices, Neither the principal of a school nor
a personnel director should be allowed to
enter at will the dossier on a potential or
presant student or employee. The question of
duration of surveillance is most important.
In addition, we need to determine what kinds
ol clecbronic devices are appropriate aud
permissible.

What is a major concern of Senator Ervin—
we must define the penalties that would
be imposed on those who disclose informa=
tion improperly or without authorization, and
we must rezulate the use of information for
purposes other than those for which it was
originally obtained.

We must also bear in mind that we are
dealing with a super-technology that will
become increasingly complex and difficult to
evaluate. It is safe to assume that probably
the only persons who will understand the
complexities and operations of these systems
will be the computer designers and systems
engineers who are directly responsible for the
evolution of the industry.

Safeguards can be inserted into a system
already in use, but it would be more eflicicnt
and less costly to build them in at the time
the computer is designed. The burden of a
great deal of the responsibility must lle with
the computer manufaciurers. If they want
to avoid external regulations, they will have
to start thinking akout how, to design sys-
tems with built-in safeguards.

To date, the best attempt to identify the
relationships between computer surveillance
and invasion of privacy has been outlined
by Petersen and Turn of the Rand Corpora~
tion. They visualize two types of disclosures
of informtaion—accidental disclosures result-
ing from failure of the computer, and delib-
erate disclosures from infiltration of the
system. They suggest countermeasures to
prevent surveillance of data within a com-
puterized system,

Unfortunately, essential safeguards are not
as casily attained as is sugpested by some of
these outspoken specialists. It 18 one thing
to design countermeasures as they apply to
the “general” conceptl of computer leakage;
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it is quite another matter to build in protec-
tions for a speclfic computerized system.

For example, few can find fauit with Peter-
sen and Turn's countermeasures but they
are merely a theoretical framework for the
complex changes that are needed. These
countermeasures offer little assistance to
those attempting to design a surveillance-
proof computerized system in the medical
field, in au educational community, for a cor-
poration or for a government repository. Ex-
amples of a specific computer utilization
‘within a defined framework are necessary.
‘The rules that apply for one computer instal-
lation might be inadequate for another or
might fail to respond to the more crucial or
‘pressing needs. 1

Prior to the formal establishment of criti-
cal data complexes, an appropriate struc-
ture could be developed in the form of a su-
peragency composed of representatives from
government, law, the social and bechavioral
sciences, public interest, computer sciences,
corporations and the computer’s users. A* the
outset, they should review any of the pro-
posed computer legislation and, after con-
siderable study and approval, submit their
recommendations to the proper authority,
Before a government data center is approved,
everyone should be satisfied that only sum-
mary tabulations of data will be included, in
which individual’'s names are protected
against leakage, and that appropriate safe-
puards exist. Should a computerized repos-
itory he established, this group would re-
main responsible for the physical operation
af the center; the procedures for selecting
those who will survey the computers; the
decision on what data can be stored and re-
trieved; the control of validity; and the pe-
rennial watch for data leakage.

As an allernative to & new pgovernment
agency to supervise the expansion of com-
puterized data systems, I advocate the cstab-
lishment of a non-profit, private organiza-
tion that might be referred to as the In-
stitute for the Responsible Use of Tech-
nology. Among its activities, the Institute
would:

Conduct research studies to determine how
man’s rights are being submitted by techno-
logical advances and computers;

Present to the public major issues and
findings of studies conducted;

Act as a channel of communications be-
tween the public and appropriate organiza-
tions where individual rights and the needs
of society might be violated;

Publish reporits on pertinent issues affect-
ing citizens;

Identify and publicize the means for pro-
tecting the human dignity of man as he in-
feracts with technological changes and coms-
puters; and

Act as an “‘early warning system” of po=
tential technological “dangers” to the well-
being of man,

There are certain general rules of con-
duct pertaining to all computerized data
centers that should be followed in order to
increase confidentiality and reduce informas=
tion leakage:

1. Let people know what their records con-
tain, how they are used and protected, and
who has access to them.

2, Employ a verification process to insure
accuracy of data; in additien, permit the
individual to review the data for accuracy,
completeness, current application; and free-
dom from bias,

3. Categorize all stored information as in-
timate, private and therefore non-circulating
{such as physical, psychiatric and credit in-
formation): pertinent, but confidential and
having limited distribution; or public, and
therefore, freely distributed.

4. Regard personal pqsnxxal prop-
erty, requiring pernfls§on 1@1',3 é‘\ use, and
punishment for its yi)ropor usey

6. Appointing a mimbudsmmx

ney—or

‘, et e ‘,'
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a committee that represents all levels of the
organization—to take major responsibility

~for hearing and responding to complaints,

and (o determine appropriate measures to
minimize leakage,

6. Record cach request for access that 1s
made, along with the authorization.

7. Make security checks on computer per=
sonnel.

8. Assess, from time to tiime, people’s
attitudes toward and anxicties about the
issue¢ of invasion of privacy. Such studies
could be useful in determining what form of
records would be most acceptable,

9. Periodically review and update the
adequacy of the physical safeguards, Employ
capable outside consultants to attest to the
safety of the systems used, and to assist in
the development of appropriate technical
devices (such ns scrambled data and code
names), and B

10. Allow psychological seclusion and withe=
drawal from accountability to remain as a
permanent stronghold of our value system.
The individual must frecly choose whether or
not he wishes to become submissive to the
power of the computer.

A creative response by the computer ine
dustry to its technology will prohably serve,
and satisfy, the public hetter than rewriting
our laws. In fact, one can doubt that legal
measures—although necessary—will be as
effective as technological adjustments in the
protection of the public’s privacy.

What is needed before the establishment of
large government computerized centcers is a
rigorous research effort to answer the follow=
ing unresolved questions:

1. What are the purposes of a computerized
central facility? What kinds of information
are strictly relevant to these purposes?

2, How much information about an in-

dividual is required to guarantee that such -

services are useful to the person, community
and nation? How accurate, objective and
challengeable is the information?

3. What are the procedures for inter=~
agency cooperation in the system?

4. How will individuals be protected from
the creation and distribution of derogatory
data caused by clerical misiakes or computer
malfunction?

5. Will procedures be developed to permit
individuals to see their files?

6. Will the cost of such a facility be justi-
fied In terms of future savings?

7. Will there bo adequate safeguards to
prevent penetration from the outside?

8. In whose backyard should computerized

centers ‘be physically established?

9. Will a computerized center officially
created as a statlistical system eventually be=
come a storchouse of personal information?,
and

10. Does the concept of computerized data
centers suggest a changing value system and
furiber government intcrvention in the lives
of Americans?

The burden of proof of the security of the
adata facllity should lie primarily with those
who propose it. They must demonstrate that

‘they can create a virtually unpenetrable

end Incorruptible system and justify its
greater economy and expanding service,

The dialogue has just begun: The right to
preserve privacy is a right worth fighting
for. Computerized systems offer great po-
iential for increased cfficiency; yet they also
present the gravest threat of Invasion of
our innermost thoughts and actions. As we
charge, or are billed for, more and more of
ihe services and goods we buy, all these
iransactions of our personal moyvement and
financial status will giut the records of our
lives and offer a very up-to-date picture of
how we conduct ourselves in private, Some
see this irend as leading to an Orwelllan
nightmare with Big Brother watching over
us and reporting to the central record-con-
irol authorities any behavior adjudged out-
of-line with stated policy.

We are slowly drifting into a world of
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nakedness. Each year an increasing number
of technological devices invade the world
that once we considered private and per=
sonal, In spite of this, we arc still confident
that our llves, activities, ideas, thoughts,
and sensations are shared with no one un-
less we 50 chose, Will this confidence be per=
petuated?

Traditionally this cherished belief has been
based on an expectation that governments
would set the pattern that the rest of the
nation would follow. In fact, within the
decade, unless governments intervene, there
will be few questions left to ask about pri=
vacy; we will have taken for granted a so=
ciety in which everything about us may be
revealed. It will be diflicult to protest un=
guarded data surveillance if governments fail
to set themselves up as a safely model against
information leakage. ’

The snowballing effcct of computers is
very real indeced. The more you know, the
more you want to know and the better your
methods will become to get and integrate
this information. In the end, will there ba
any place to hide?

Computers may continue to prove them-
selves the worthy servant of man. But the
servant must yleld to his master, and the
necessary thought must be given to develop=-
ing essential safeguards. The computer man-
ufacturers have thus far shirked their re=
sponsibility, but they cannot long remain
bystanders if they wish to continue to make
their own decisions. Both the manufacturers
and then the consumer must seek ways to
control the.all-documenting, all-remember=
ing compuler systems and demonstrate that
machine technology need not necessarily
bear the stamp of increased surveillance.

The ultimate submission must be of the
machine to man. If we fail to act immedi=-
ately to preserve our claims to anonymity,
psychological independence and seclusion we
may develop & permanent fear—a fear to
cajoy the fulier opportunitics of life, We
will hesitate before experimenting with the
challenges of the world. We could become
carbon coples, of one another—conforming,
dull and psfhologlcally equivalent to the
computer—heartless and non-emotional,

PROTECTED AREAS FOR NONSMOK-
ING PASSENGERS ON COMMER-
CIAL TRANSPORTATION

HON. BILL FRENZEL

OF MINNESOTA
IN THE HOUSE OF REPRESENTATIVES
Thursday, March 11, 1971

Mr. FRENZEL. Mr, Speaker, on Fehru-
ary 22, our colleague, the Honorable C.
W. Birr Youne of Florida, introduced a
bill (H.R. 4776) aimed at requiring air-
liners, trains, and buses to sct aside a
protected area for nonsmoking pas-
sengers,

From across the Nation, the reaction
has been overwhelming, Letters, cards,
and telegrams—even telephone calls—
have poured into Congressman YOUNG'S,
office in support of this legislation.

The bill places no burden on the sinok-
er, but does provide relief for the non-
smoker who is distressed or made ill from
having to breathe sinoke from someone
clie's cigarette,

Many Americans feel stronegly that
their rights are being violated. The ma-
jorily of our citizens, in fact, do not
smoke.

I join Congressman Young in his con-
cern that nonsmokers should not be

-~
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forced to endure the distress and health
hazards resulting from a buildup of
smoke in the confines of public cairiers
under Federal regulation.

No one should be forced fo smoke—
even indirectly, No one is entitled to
pollute the air we breathe in confined
spaces.

I strongly urge my colleagues to join
in passing this needed Ilegislation
promptly,

A sample of the editorial support Con-
gressman YOUNG'S measure has gained,
follows: !

[From the St, Petcrsburg Times, Feb., 27,
1971}
AIn For NoN-SMOKERS, Too

Smokers are polluters,

‘Their cigarette and cigar puffs may- not
seriously befoul the atmosphere, but they
often make the immediate environment un-
comfortable for the non-smoking public, es-
pecially travelers.

U.S. Rep. C. W. Bill Young thinks re=
lief is needed. He proposed a law to re=
quire airlines, railroads and bus compan=
ies to provide protected areas for non-smok=-
er passengers.

The St. Petersburg Republican rightly
wants to protect “the person who prefers
not to be exposed to exhaled smoke and
smoke from the burning end of a feliow
passenger’s cigarette.” ;

Since transportation companies of all
kinds have been aware of such frritaticns
for years and have done nothing to solve
the problem, indeed retreated from smokers’
sections in rallroad cars, Congress should
pass Young's bill immediately.

No one should have to bear smoky plane
cabins, train coaches or buses any longer.

[From the Sarasota Herald-Tribune, Feb. 23,
1971}

BREATHING RIGHTS

It takes more than o single choked and of-
fended congressman to make it Jaw, bur it
takes only one to introduce o bill to prohibic
the pollution of the air on public conveyances
by smoking passengers.

And the one necessary congressman has
Just stood up.

He is US Representative C. W. Bill Young
of St. Petersburg, and after getting off an
airliner the other day coughing, wheezing
and with tears in his eyes, he declared thas
it is time for the Congress to come to the
aid of the non-smoking traveler.

So this week he is introducing a bill re-
quiring airlines, railroads and bus lines to
establish areas where passengers will not be
forced to breathe used tobacco smoke.

“My bill,” says the freshman Republican
from Florida, ‘“places no burden on the
smoker, but it does provide relief for the
person who préfers not to be exposed . .
The non-smoker is entitled to relicf and
protection.”

The assumption, of course, is that there
will be enough customers with a strong de-
sire to smoke to make it worth extra expense
to the carriers to provide separately ventilated
smoking areas. If not, then ithe law Young
proposes would restrain tlhie carriers from
letiting the tobacco-addicted impose on
others.

The proposal does not go as far as the US
Surgeon-General would. Dr. Jesse L. Stein-
field wants to outlaw smoking in all confined
public places, Including theaters and restaur-
ants—except, presmumably, when separate
smoking areas wo ‘provided where their
exhnled smok ’o?am"x{g.?gﬂ_sturb or offend
non-particip 3 patrons.®

But the laws Young propoies would be &
bold step in {HAt direction. !

It will be 'firgucd, of course, that non-
smokers don'i have to attenddentertainments.
Of course they¢don't. And‘s)axgx?ers don't have




DR. JERRY M.
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C\:D

An expert on the relationship of technology to
man, DR. JERRY ROSENBERG has written four
books on the subject, testified before government
agencies on the issue of privacy, practiced psycho-
therapy and is presently on the faculty at the City
University of New York.

DR. ROSENBERG, a psychologist and consultant,
is most famous for his book The Death of Privacy,
which was hailed by The New York Times as one
of the year’s 28 best books of general interest.

He has written three other books and numerous professional articles. The books are The Computer
Prophets (also translated into Japanese), The Need for a Renewed Conception of Technical Educa-
tion and Automation, Manpower and Education. He is presently preparing a study on technological
manipulation.

When the issue of privacy, human rights and surveillance as affected by technological advances has
been brought before government agencies, DR. ROSENBERG has been called upon to testify. In
February, 1971, he appeared as an expert witness on the hearings of the Senate Judiciary Commit-
tee on Constitutional Rights. His testimony appeared in the March 12, 1971, proceedings of the
U.S. Congressional Record. He is considered one of the country’s leading psycho-technologists.

He received his B.S. degree in psychology and science from the City College of New York in 1956;
an M.A. degree in psychology from Ohio State University in 1957 and Ph.D. degree from New York
University in 1962. As a recipient of Fulbright and French Government Awards, he studied at and
received a certificate from the Sorbonne’s Center of Higher Studies in Paris in 1957.

DR. ROSENBERG has taught at Cornell University and Columbia University. He was a visiting
professor at the University of British C