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LITIGATION APPENDIX: EXAMPLES OF RECORDS
IN CONTROVERSY

The Freedom of Information Act and The Privacy Act of 1974 can
both be subsumed under a larger rubric -~ the management of information
resources. FOIA tries to allow the ''public" greater participation in the
making of public policy; the privacy legislation tries to allow the ""person'
greater participation in the making of decisions that affect his own life.
FOILA, originally passed in 1966, was an effort to curb the government's
growing monopoly over information resources, and it attempted, through
a specific exemption, to coordinate the interests of both the "public' and
the "person.'" The mesh proved unsatisfactory because the determination
of the privacy rights of the ""person' was left largely in the hands of
government agencies. Privacy legislation has been viewed by some as an effort
to articulate and expand 'these rights. '

The sixth exemption to the coverage of FOIA, subsection 552 (b) (6),
permits agencies to withhold from the public "personnel and medical files
and similar files the disclosure of which would constitute a clearly unwarranted
invasion of personal privacy."

Efforts to invoke this exemption have gone to the courts 12 times.
Although a perusal of the decisions provides few patterns, it is instructive
to note the kinds of records that have been involved in the controversies:
medical records secured in the process of determining the dangerousness
of a chemical substance; the names and addresses of employees eligible to
vote in specified union elections; Bureau of Customs declaration forms;
survey reports made by the Environmental Protection Agency of radiation
levels in private homes; copies of case summaries of Air Force Academy
disciplinary adjudications; and the names and addresses of all persons
required to file registration forms for the production of wine for family use.

These kinds of records are interesting because they do not, clearly
and automatically, fall within the categories of (1) information that must
be released to the public and (2) information that is obviously so sensitive
and personal that the public's interest in disclosure cannot be satisfied.
These records fall into the gray area that lies between these two extremes.
And despite the enactment of the 1974 FOIA amendments and the enactment.
of a privacy bill with stricter definitions of what is private, there will
undoubtedly continue to be litigation over the future analogues of these
gray-area records.
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One of the few clear patterns that does emerge from the litigation

- is that the sixth exemption forces the courts to undergo a delicate balancing
for each and every specific controversy -- an awkward procedure for those
who hope to see a clearer definition of the limits of individual privacy.

The case-by-case approach has led the courts to come down on both
sides of the question. Most recently, in the Wine Hobby case, the U. S..

" Court of Appeals for the Third Circuit reversed a district court order re- '
quiring the Treasury Department to disclose the names and addresses of
persons who produce wine for family use. On the other hand, the
Fourth Circuit ruled in 1973 that the Environmental Protection Agency
must disclose the results of a survey it conducted of radiation levels in
homes in areas where uranium tailings had been used as clean fill dirt,
despite the agency's explicit promises to homeowners that the results would
not be disclosed to anyone other than the owner or occupier and federal
officials working on the problem.

On even the relatively straightforward question of whether U. S.
Customs declaration forms are exempted or not, the courts have found
sufficient grounds to hold diametrically opposed views. In Levine the court
said that the files in the third category of exemption six (... and similar
files the disclosure of which would constitute a clearly unwarranted invasion
of personal privacy) must have the same characteristics of confidentiality
that ordinarily attach to information in medical or personnel files and
held that the customs forms do not, therefore, fall within the exemption
relating to invasions of privacy. But in Ditlow v. Shultz, a more recent
decision, the court concluded that customs declaration forms contain
"intimate details' of a "highly personal nature'' and were therefore within
the meaning of the ""similar files' category of the sixth exemption. The
Ditlow court held that disclosure was unnecessary and the privacy interests
of the individuals involved outweighed the public interest argument for
disclosure.

The court's reference to the '"privacy interests of the individuals
involved' is worthy of note because, in fact, the subjects of the records
in all of the sixth exemption cases were never consulted on their views
about what should happen to the "intimate details'" of a ""highly personal
nature' that were recorded in government files. Instead, up to the present
time it has been the agencies and the courts (and also the plaintiffs) who
have been making the decisions about what is public and what is private.
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The Privacy Act of 1974 with its complex provisions for access, consent,
correction and conditions of disclosure, may expand the role of the subjects

in relation to some of these proceedings, but will not necessarily make'it
determining in any of them. ‘
















































DOMESTIC COUNCIL COMMITTEE ON THE RIGHT OF PRIVACY

WASHINGTON, D.C 20504

January 7, 1975

MEMORANDUM FOR: GERALD WARREN
FROM: DOUGLAS W, METZW )
SUBJECT: Relationships. Between Freedom of

Information Act and Privacy Act of 1974

This is in response to your request for this office's current views on the
relationship between the new Privacy Act of 1974 (P.L. 93-579), which
will be codified as 5 U.S.C. 552a, and the Freedom of Information Act,

5 U.S.C. 552, as amended by P.L. 93-502. I am sure you recognize that .
our views on the matter should be treated cautiously and preferably without
attribution. We are not the appropriate source of a definitive legal inter-
pretation and our views may change somewhat as we consult further with
the Office of Management and Budget, the Justice Department, and the
respective congressional staffs who had a hand in drafting the two laws.

Of most immediate interest and concern to you, I suspect, is Orr Kelly's
contention in his January 5, 1975 Star News article that there is an
inherent conflict between the disclosure prohibitions of the Privacy Act
and the disclosure requirements of the Freedom of Information Act. The
Kelly article is being widely read and commented on, but in our view the
several problems it identifies, including the alleged FolA conflict, are
more apparent than real. :

The principal difficulty arises from the fact that the Congress, in enacting
the privacy bill, consciously and explicitly chose not to treat it as guidance
to the agencies in interpreting the ''clearly unwarranted invasion of
privacy'' clause in exemption (b) (6) of the Freedom of Information Act.

That choice is reflected in subsection (b) (2) of the Privacy Act which
permits an agency to disclose a record about an individual without first
obtaining the individual's consent when disclosure 'is required under
section 552 of this title,'" which is to say, under the Freedom of Information
Act. In explaining subsection (b) (2), the report of the House/Senate staff
conference on the privacy bill states that subsection (b) (2) "'is designed

to preserve the status quo as interpreted by the courts regarding t ?‘63;} =
closure of personal information' under the FoIA. (Congression
December 17, 1974 pp. S21817 and H12244.)
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What this means, in effect, is that because court interpretatious of the
status quo under FolA vary, the agencies are no better armed to interpret
the ""clearly unwarranted invasion of privacy' exemption in the FoIA than
they were before the enactment of the privacy bill. But they are also no
worse off, at least in our view. '

The disclosure prohibition in the Privacy Act, and the exception to it,

applies to records maintained ina system of records. A 'record"is
defined, minimally, as an item of information which contains the name

of an individual or an identifying number or symbol or some identifying
particular assigned to him. A ''system of records' is defined as a group

of records from which inforrri'a—t“ianig_ retrieved by reference to the
individual's name or identifying number or the identifying particular
assigned to him. Thus, what is forbidden to be disclosed, except as
required under the FolA (and under other specified conditions not germane

to this analysis) is information about an individual which contains his name
or some identifying number or particular assigned to him and which also,

as a matter of practice, is retrieved froma system of records maintained by
the disclosing agency by reference to the individual's name or some identifying
number or particular assigned to' him.

Consider two illustrations:
Case A

. Agency Z maintains a file on the ABC Corporation which
lists among the other information in it, the titles and
salaries of the ABC Corporation's officers. The dis-
closure prohibition in the Privacy Act does not apply to
such a file unless Agency Z normally retrieves the title
and salary information by reference to the officers' names,
Social Security numbers, fingerprints, voice prints, or some
other similar identifying particular assigned to them. If
title or salary information is not retrieved that way but
rather by reference to the name of the ABC Corporation,
Agency Z's decision to disclose or not disclose under the
FolA will be made without any reference to the Privacy Act.
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Case B

. Agency X is confronted with an FolA request for copies of
forms filled out by individuals applying for benefits under
some Federal program. The information on the forms is

-not confidential by statute. The Privacy Act forbids Agency X
to make the forms available without expunging names, Social
Security numbers, fingerprints, voice prints, etc. unless
disclosure of the names, SSNs, etc. is required by the FolA.
The FolA requires, as it has always done, that the forms be
made available without expunging the identifying data unless
such disclosure would constitute a clearly unwarranted
invasion of personal privacy. In other words, nothing is
changed. Agency X must still consider whether a court -
would uphold its decision not to disclose in identifiable form
on the grounds that such disclosure would invade someone's
privacy. '

In some cases, the Privacy Act could simplify an agency's situation in
complying with an FolA request if the agency could readily obtain the consent
of the individual to whom a requested record pertains, or if compliance

with an FolA request for a record could be considered compatible with the
purpose for which the requested record was originally created. In the latter
case, the agency would have to identify compliance with specified types of
FolA requests as a ''routine use' of a system of records in its annual public
notice describing the system, but forethought is all that would be required.

Note also that there seems to be little danger that an agency, or an agency
employee,wouldbe subjected to any of the sanctions in the Privacy Act for
failing to invoke the ''clearly unwarranted invasion of privacy' exemption

in the FolA, i.e., for disclosing records requested under the FolA. The
Privacy Act provides criminal penalties only when an officer or employee
discloses information that he knows for sure should not be disclosed (an
unlikely circumstance if the FolA (b) (6) exemption is at issue). And it
permits civil suits to recover damages resulting from improper disclosure
only if the individual to whom a disclosed record pertains (a) is adversely
affected as a consequence of the disclosure and (b) can demonstrate that

in making the disclosure the disclosing agency intentionally or wilfully
ignored the withholding possibilities in the FolA or in regulations that it

has promulgated pursuant to the FolA. Indeed, the possibility that the
Privacy Act will have no substantial effect on agency behavior under the FOIA
explains why the President, in signing the privacy bill, lamented its failure
to protect the individual against unnecessary disclosures of per ;ama"l“*"’o

information. fo
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By this analysis I do not want to minimize the problems that occasional
discontinuities between the two laws could create. Certainly the
agencies will want to harmonize their administrative arrangements for
meeting privacy and FolA requirements and may find it difficult to do so
until both laws are in effect. We may even discover that a few technical
amendments here and there will make the implementation task much
easier. However, I think that our greatest need at the moment is for
some careful thought, a little imagination, and above all, calm.

All the other "problems' cited in Orr Kelly's article, for example, strike
us as either specious or easily resolved. To volunteer information to the
Justice Department for law eufoFéement purposes, an agency need only
declare in its public notice on a system of records that it intends to make
information in the system "routinely'' available to Justice when it suspects
fraud or some other violation pertinent to the purpose for which the _
information is maintained. Similarly, the assertion that agencies are not
authorized to make their records available to the Privacy Commission is
simply wrong; subsection 5 (e) (2) (A) provides such authority expressly.
And while I see how the Privacy Act could be read as applying to my
secretary's ""rolodex" file of names and telephone numbers, the legislative
history and the examples offered in the definition of a "record'" clearly
show that the Congress did not intend to encompass the office rolodex.

I hope that this brief analysis is helpful. The staff continues to discuss
and analyze the relationships between the two laws and always welcomes
new thoughts and questions.

Attachments:

Freedom of Information Amendments
Privacy Act of 1974
Litigation Appendix
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