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NSA's Version

SHAMROCK

It is factual to say that the U.S. Government was pro-
vided sgbstantial amounts of telegraphed information by a
number of private companies over the years, beginning in
World War II and continuing through the Korean period, the
Cold War era, and the SE Asian wars. This information was
asked for by the Government, under the authority and with the
knowledge of the highest levels, and freely provided by a
number of firms. B

The firms did not ask about nor know the use to which
the information was put, but they nad our assurance that
it was needed for legitimate national security purposes --
which in fact it was.

The question of possible impropriety in NSA's use of
some of the information provided by the companies should be
addressed, in my view, without reference to the source of
the information. The procedures used by the companies to
provide the information were dictated by the technology they
employed in going about their own business, and these pro-
cedures were not influenced by the subsequent use of the
information. In other words, hothing they did was designed
to provide NSA access to pri§ate U.S. citizen communications.
It was designed to support the U.S. in pursuit of legitimate

national security activities. PR D
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DoD

TAB A

1. A complete explanation of the kinds of communications obtained
by NSA which may unavoidably include communications of U.S. citizens.

2, A description, in general terms, of the computerized processes
which are employed to select our desired messages from those which are
not desired, This will include what happens to the acquired communica~

tions which are not processed as well as those which are subject to further
analysis, ‘ ' '

3, NBSA is also prepared to testify on the so~called watch lists
which were in effect between 1967 and 1973 and which did contain names of
United States citizens, NSA will discuss from whom the names were
received, the number of names involved and NSA's dissemination of informa-
tion pertaining to these names. NSA will also give & generic description
of the categories of names.,

4, NSA is prepared to testify on one method of collecting inter~-
national commercial traffic which was discontinued in May 1975, the so-

called operation ''Shamrock.'" NSA is prepared to offer pertinent records
and documents.



TAS A

1. bDocunents furnished the Souse Select Committes on
Intelligence Activities pertaianing to the FEI's slectronic
intercaption of cable tu!ﬁc, deleting refarences te targets.

2. mumuu!etthumaudmaéuuo!
the FEI's "drop copy” cabla traffic eperation.

3. Gasneriec list of individuals and organizations
ineladed in the NEA Watch List at the request of the PBI. The
NSA Watch Liet was furnished to the Sepats Select Cosmittee on
Intelligence Activities with a few deleticns based upon national
gecurity reasons. Appreximately 25 names appearing on one page
of the NS Watch List were deleted as they contained the ldantitcy
of a sensitive source of the CIA.




TAB B
1. The sophisticated collection and processing techniques
associated with NSA operations,

2. Information which would disclose NSA's total capabilities in
this area, or as they relate to obtaining foreign intelligence.

3, The names of U.S. citizens and organizations that appeared
on the Watch List maintained by NSA.

4. The kinds of information described in the FBI's Tab B, to
the extent that they involve or relate to NSA operations.
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TAR B

1. Instersgeucy corvespondance covering discussions of
fereign diplematic communicationg targets., the responsibilitiss and
interests in these matters of the FEI, NEA and its predecessors, the
wilitery invellizence services, the Unived States ertwent of State,
m.::: Special Advisor teo the President for Hatiomal Security

2. Speecific, detailed information regarding foreign
diplomatic establishments and tarpgets in the Vnited States vaziu
from a minimes of g:muly 42 to a masizum of appreximately
100 sovereisn countries.

3. Reguests, suthorizations, spprovals and procedures

collection, handling, analysis, and dissenination of forelsn
diplomatic, political, and commaercisl traffic by beth menusl and
technical means, wherein target nations are identified or easily
sscertainable.

4, Aetusl decrypted and/er plaintext messages.

, 5. The reeults of code-breaking efforts, successes, and
failures by the FBI Laboratory, NSA, and its predecessors.

6. Information impact upon and relating te the opening
and conduet of an unknown nusber countaresplonase cases.

; 7. Information fidentifying buman scurces withisn coeperating
United States comsunications cempanies, whe, over this od of time,
made informaticn available in good falth te representatives of the
United States Government.

Sone documents in categeries 1 and 3 geuld be made
available if ezeisions, in the interests of Matiomal fSecurity,
were allowed.




October 20, 1975

BACKGROUNL MEMOYRANDUM F2R OVERSIGHT HiARINGS OF, THE GOVERN-
MENT INFORMATI?N ANC INDIVIDUAL RIGHTS SUBCOMMITTERE ON Tilk
INTERCEPTION OF NON-VERBAE COYMMUNICATINNS BY INTELLIGINCI
AGENCIES.

. .
[N

This memorsanoum is prepared pursuent tH dule 2 H»f the
Government Operations Committee .Inuse Rule XI, 2(b) and pro-
vides reouired information for the suhcommittee's npenming
public hearings on the interception of csevle and telex
traffic by members »f the Fedaral Bureau of Investigatinn
and/or National Security Afency. .

Back=round .

In July 22, 1975, 80 apticle in the New York Daily News

(attached herewith) charged that'"for at least five years,

tne Federal Bureau »f Investisation and the National Securit:
fimency have rh>utinely monitored commercial cable traiilic t©»
and from the United States, inelwndins messartes betwern .
Toreipn embasaies here and incir rmovernmenhts armno thc.huoall"
N preliminrry StpbF (EXAM. € this SleqnTon | Shows The
geactice has boeny CArRIed on by Fed. tnwmtigqenc e :_.E;ue ies

on a selected and continuons vhsis, Siel W, W

interception has apparently taken several foras: Thesc el den

the physical examinatlon of all cables to selected countric:

!n one company office, the physicnl examination of all caples |
to selected countries in another company office, and tne |
securing from catle companies of telex "line channel" gumberS 1$

o 1

of selected accounts which, with telephone company cooperailnn,
allow a federal intelligence azency to intoercept all telex
traffic nn those lines.

Purpose of the Hearing

To detormine the nature of Federal intelligence agencieg!
intervention in non-verbal communicati ns, with a view o
estaklishin- the intrusion of such practices on iandivicunl
rirchts, ané the extent to which communicatinns companios gIVEs
Fedoral intelligonece arencics corte blanche to the cemminlen-
tions entrusted to them. Subtsecquent hearings can exasiae
the criteris br which XYXSOFERRNZIIRIMXXNEEE non-court orderca
cormunicntions tarrmets are selected, who determines the PargeTs
telected, how tae information received is filcd and disseminnted,
and the value of information received by intercepting "nttewesl
security" trafflc transmitted through comrercinl fecilitics.
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LEGALITY OF FOREIGN INTELLIGENCE
SURVEILLANCE AND INTERCEPTION

The Nixon administration took the position that
the President's constitutional responsibility to protect
the _nation empowered him to engage in warrantless tapping

other vaJz_

or{incerception of ai::i::?4communications where the '"na-
tional security" was involved. Under the Nixon theory,
this respongibility extended to both domestic and foreign
threats to national security. Further, went the Nixon hy-

pothesis, since the responsibility was of a constitutional

nature, Congress could not limit it by statute.
In enacting certain limitations on, and procedures
relating to wiretapping and interception and disclosure of

oral communications generally in the Omnibus Crime Act of

1968, Congress recognizedGREIEBIToCmm5msy the Nixon

position. 18 U.S.C. 8 2511(3) provides:

[insert text of statute]

In United States v. United States District Court,

decided June 19, 1972, the Supreme Court held that emctic=sa
U722 the President did not have the constitutional power
to intercept communications relating to domestic threats to
national security without a warrant. The Court also held

that section 2511(3) was not a statement of approval of the

Nixon position, but merely a statement that Congress did not /




&

by the enactment of the provision intend to limit such con-
stitutional power as the President might possess in this

area. The Court expressly reserved decision on the issue --
present in these hearings -- of whether the Fourth Amendment
applies where the target of the interception is a foreign .

threat (real or imagined) to our national security.cﬁ Tt—is

~-my=understanding=that several courts inferior to &Lithe Su-
preme Court have subse;uently decided that a warrant is
required even if the target is foreign in nature, but the
Supreme Court itself has yet to speak @don the issue. [The
Library of Congress—was supposed to get_me..the subsequent
_cases, bugégégzggﬁ;yéi:doné sev} If the Court rules the
President has the power to order foreign intercppts without
a court order - as so>me communications companies éuggest -
the compenies'wkkkxprzhzkixxkexprmhsakad activities 1n tkuxne

this area will probatly be protected.




Lerrality of Foreign Intelligence Surveillance & Intercégpion:

‘(Insert Eric memd)

Witnesces

Representatives »f ITT World Communcstionsz, RCA
Glotal, Western Union, Western Union Internati»nal,
the American Telephone & Telegraph Company, ond
the Chesapeake & Potomac Telephone Company.
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NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE
FORT GEORGE G, MEADE, MARYLAND 20755

October 23, 1975

Dear Madam Chairwoman:

I appreciate your taking the time to meet with Assistant Secretary Hall
and me yesterday concerning the hearing which you plan to hold this
morning. As I mentioned to you, there are matters of importance to
the national security of the United States which could come up during
this hearing. They involveé "communications intelligence activities”

as defined in 18 U.S.C. 798.

I share your deep concern that our legitimate collection efforts in the
national security area not be used to violate the rights of American
citizens which are protected by the Fourth Amendment. As you know,
we have discussed our activities concerning, in your words, "inter-
vention in non-verbal communications", with the Select Committees of
Congress which are now investigating the intelligence community. We
have given these committees and their staffs access to information con-
cerning this subject under procedures designed to prevent disclosure of
this information to unauthorized persons. V

I respectfully request that any discussion of this subject avoid public
disclosure of communications intelligence activities. I believe that this
is in keeping with 18 U.S5.C. 798 wherein Congress expressed its intent
that such information be kept secret and not made available to actual or
potential enemies of the United States.

Thank you very much for your consideration of my views on this critical

subject,
1

Lew Allen, Jr.
Lt. General, USAF
Director, National Security Agency

Honorable Bella S. Abzug, Chairwoman R
Subcommittee on Government Information o
and Individual Rights . » 74
Committee on Government Operations L o
House of Representatives N )
Washington, D.C. 20515



HEARING

COVERNMENT INFORMATION AND INDIVIDUAL RICHTS SUBCOMMITTEE

Interception of Non-Verbal Communications
By Federal Agencies

Thursday, October 23, 1975
Room 2203 - Rayburn House Offlce Building
10:00 a.m.

WITNESS LIST

RCA Global Communications

Mr. Thomas Algie, Cperations Manager, Washington Office
Mr. Edward Grunberg, Tormer Operations Manager, Washington Office

Accomnpanied by Mr. Lawrence McKay, Cahill Gordon & Reindel

ITT World Communications

Mr. George McMullen, Operaticns Supervisor, Washington Office
Mr. Joseph J. Jaccbs, Vice President § General Attorney

Accompanied by Charles Slfton LeBoeuf, Lamb, Leiby § MacRae

Western Union

Mr. John Walker, District Manager for Public Operations, Washington Office
Mr. Raymond Hooper, Technical Manager, Washington Office

Accompanied by Richard Hostetler, General Counsel, and
Richard Callaghan, Vice President for Governmental Relations

Western Union International

Mr. Thomas Greenish, Executive Vice President, Operations, New York
Mr. George Callahan, Operations Supervisor, New York Office

Accompanied by Norman Hammer, Stroock § Stroock § Lavan

Chesapeake § Potomac Telephone Company and American Telephone § Telegraph
Company

Mr. William Caming, Legal Department, AT&T, New York .
Mr. Earl Connor, Security Supervisor, C§P, Washington

Mr. Joe R. Craig ' P
Former FBI Agent e VO
Washington, D.C. ‘ ‘ :




BELLA S. ABZUG, N.Y., CHAIRWOMAN

LEQ J. RYAN, CALIF,

JOHN CONYERS, JR., MICH.
TORBERT H. MACDOMALD, MASS.
JOMN E. MOSS, CALIF,

MICTHAEL HARRINGTON, MASS,
AHDREW MAGUIRE, N.J.
ANTHONY MOFFEYT, CONN,

NINETY-FOURTH CONGRESS

Congresg of the TUnited States

SAM STEIGER, ARIY,
CLARENCE I, BROWN, OHIO
PAUL N, MU CLOSKEY, JR,, CALIF,

225-374%

PHouse of Representatives

GOVERNMENT INFORMATION AND INDIVIDUAL RIGHTS
' SUBCOMMITTEE
OF THE

COMMITTEE ON GOVERNMENT OPERATIONS

RAYBURN Housg OFfFIcE BuiLbing, Room B-345-B.C
WASHINGTON, D.C. 20515

October 24, 1975

Lt. General Lew Allen, Jr., USAF
Director

National Security Agency

Central Security Service

Fort George G. Meade, Maryland 20755

Dear General Allen:

This is to request your presence before the Subcommittee
on Government Information and Individual Rights on Tuesday,
October 28, 1975, at 10:00 a.m., Room 2247 of the Rayburn House
Office Building, to explore with the Subcommittee your reasons
for requesting that we not hold open hearings regarding our
examination of the National Security Agency's and the Federal
Bureau of Investigation's monitoring and interception of cable
and telex traffic.

At the Subcommittee hearing yesterday, the Members specifically
requested that you be invited to appear to develop more fully
your private assertion to me on Wednesday of this week that
national security was involved in this matter. When I asked
you to specify just what area or areas were concerned, you
replied that the national security questions were so intertwined
with the entire subject of the inquiry, that, though the inquiry
was valid, it should either not continue or, at least, be closed
to the public and press.

Sincerely,

BELLA S. ABZUG

Chairwoman
LI
T
:; .‘%



MAJORITY MEMBERS
JACK “BROOKR. TEX,, CHAIRMAR
b, M. FOUNTAIN, MG,

JIHN, E. MOSS, CALIF,
DANTE B. FASCELL, FLA,
TORBERT H. MACDOMALD, MASS,

NINETY-FOURTH CONGRESS

MINORITY MCMBERS

FRANK HOHTON, N.¥,
JOMN N. ERLENBORN, iLL.,

. JOHN W, WYDLER, MY,

CLARENCE 1, BROWHN, OHIO
GILBERT GUDE, MDD,

WILLIAM §. MOORHEAD, PA.
Wid, 1. RANDALL, MO.
RENJAMIN 8. ROSENTHAL, N.Y,
JiM WRIGHT, TEX.

FERMAND 1, ST GERMAIN, A1,
LOYD ¥, HICKS, WASH,

O UGUA, LA COMMITTEE ON GOVERNMENT OPERATIONS
IOHK CONYERS, JR,, MICH,
ELLA S, ABIUG, N.Y.
JAMES V. STANTON, OMIO
O J. RYAN, CALIF,
LARDISS COLLING, i,
IOHN L. PURTOHN, CALIF,

Congress of the United States
House of Repregentatives

PAUL. N. MC CLOSKEY, JR,, CALIF,
SAM STEIGER, ARIL.

GARRY EBROWN, MICH.

CHARLES THONE, NEBR,

ALAN STEELMAN, TEX,

JOEL PRITCHARD, WASH,

EDWIN B. FORSYTHE, N.J,
ROBERY W, KASTEN, JR., WIS,
WILLIS D, GRADISON, JR,, GHIO

2157 Rapburn BHouse Office Builving
Washington, D.E€. 20515

MAJORITY—-225-5051
MiNGRITY—225-5074

RICHAFDILON PREYER, N,C,
AMCHAEL HARRINGTON, MASS,

TOBERT F, DRINAN, MASS,
TDWARD MEZVINSKY, I0WA
SARBARA JORDAN, TEX,
GLENN ENGLISH, OKLA,

FROM THE SUBCOMAMITTEE ON GOVERNMENT
INFORMATION AND INDIVIDUAL RIGHTS

SLLIOTT M. LEVITAS, K,

SAVID W, EVANS, IND,
ANTHONY MOFFETT, CONN,
A\NDREW MAGUIRE, N.J,

FOR IMMEDIATE RELEASE

S ASPIN, WIS, THURSDAY, NOVEMBER 6, 1975

FOR FURTHER INFORMATION CALL
TIMOTHY INGRAM AT 225-3741

NEWS

l

ABZUG APPLAUDS CHURCH RELEASE OF ''SHAMROCK' REPORT

Rep. Bella S. Abzug (D-N.Y.) today commended the release of the '"Operation
Shamrock" report by the Senate Select Committee on Intelligence.

The report expands on information recently released by Rep. Abzug's House
Government Information and Individual Rights Subcommittee. In hearings held before
that subcommittee on October 23, 1975, it was stated that commercial cable companies
had been cooperating with the FBI and National Security Agency for over 30 years
in monitoring cable and telex traffic.

Rep. Abzug stated: "This finding reinforces my determination that Congress must
continue to investigate abuses of the intelligence agen;ies and must outlaw the
abuses disclosed. It is a shame that thé American people should have to fear the
intelligence agencies ostensibly dedicated to protecting them."

Rep. Abzug said that her Subcommittee would continue its own investigation of
the allegations and would hold further hearings on the matter in the near future.
Subpoenas will be sought for the cable companies involved and for other necessary
witnesses.

Ms. Abzug also stated that she had asked General Lew Allen, head of NSA, to appear
before the Subcomnmittee in open session on Friday, November 15, 1975. :,ffsgilj;

The text of the Abzug-Allen correspondence is attached.
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. CALIE,
JERS, JR., MICH,

. M. MACONALD, MASS. NINETY-FOURTH CONGRESS

.. MOSS, CALIF,
”l L HARRINGTON, MASS.

Cougress of (he Tnited States
Douge of Representatives

GOVERNMENT INFORMATION AND INDIVIDUAL RIGHTS
SUBCOMMITIEE
OF THE
COMMITTEE CN GOVERNMENT OPERATIONS

RayBURN House OfFFIcE BuiLDING, Room B-349-B-C
WASHINGTON, D.C. 20515

SAM STEIGER, AFIZ,
CLARINCE J. BRONN, OHIO
PAUL N, MC CLO%KEY, JR., CALIF,

223-3741

November 6, 1975

Lt. General Lew Allen, Jr.

Director

Central Security Service

National Security Agency

Fort George G. Meade, Maryland 20755

Dear General Allen:

Thank you for your letter of November 5, 1975, acceding to the
Subcommittee's request that you appear before it in connection with
our investigation into the monitoring of cable and telex traffic
by the Federal Bureau of Investigation and the National Security
Agency.

I appreciate your concern, as noted in your letter, that classified
information not be disclosed to unauthorized persons. I have previously
stated that should information which would damage the national security
be involved, the Subcommittee would receive the information in execu-

tive session and appropriate procedures would be taken to safeguard
that information.

However, one of our principal concerns is to seek from you guide-
lines as to what portions of the Subcommittee's inguiry into the
question of cable and telex interception, if any, should be conducted
in secrecy. A discussion of such guidelines -- much like a discussion
of classification standards -- can, it would seem to me, be conducted
in open session.

In other words, the session should begin in the open, as with any
other hearing of this subcommittee. Should matters arise which would
require discussion in closed session, the members can then decide to

-go into executive session as provided for under the Rules of the House
and of the Committec on Covernment Opcrations.




Lt. General lew Allen, Jr. Page 2

I would request, therefore, that you appear before the Subcommittee
next Friday, November 15, at 10:00 a.m. in the House Govermment

Opcrations Committee hearing room, as ocutlined in my earlier letters.

With best regards, I am

Sincerely,

BELLA S. ABZUG
Chairwoman




NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755

Serial: N1276
5 November 1975

The Honorable Bella S. Abzug

Chairwoman

Subcommittee on Covernment
Information and Indivicdual Rights

House of Representatives

Washington, DC 20515

Dear Madam Chairwoman:

Please accept my condolences upon the recent death
of your mother.

With regard to your reguest of 30 October 1975 that
I appear before your Subcommittee, I would prefer to accept
your offer to postpone my appearance until at least Friday,
7 November 1275. Preferably because of the press of other
business and to have ample time to prepare for your hearing,
I would appreciate a delay, if possible, until early the
following week.

As you can well appreciate, the subjects on which you
have asked me to testify in public hearings involve highly
classified information. In an open forum, I could not
testify on them in any meaningful fashion, and if asked
guestions on these subjects, I would have to decline respect-
fully to answer for reasons which I would ask to explain in
closed session.

While I want to cooperate with the Subcommittee, I
must take all reasonable steps in accordance with the law
and the President's directions, to ensure that classified
information is not disclosed to unauthorized p=rsons.

My staff is available to meet at any time with your
representatives to work out appropriate procedures to safe-
guard this classified information. These arrangements should
cover access to and protection of the information. In
addition, appropriate arrangements concerning publication




My

Serial: N1276

of the classified information, such as the procedures agrced
to by the House Select Committee on Intelligence,. will need-
to be worked out.

Once these procedures are established, I will be
available to meet with your Subcommittee in executive session.

Sincerely,

LEW ALLEN, JR.
Lieutenant General, USAF
Director :
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(MOTE: e expect Western Union to be available to testify. John

Walker, ho has been nanager of the Washington public office since 1970.

tr

By
ne
I

Q

stated that Craig visited ffice frequently on a social basis. Ray

e

Hooper, manager of Technical Services in the Washington office, stated

Craig and his successor recuestad and received numbers of telex lines.

The Western Union pecple deny that they ever gave the FBI access to cables

in the Washington office. Agent Craig refused to confirm or deny that £e~
collected cablies at the Wesrern Union office. It should be kept in mind

that since Western Union is enly involved in domestic traffic, any foreign-
bound cables they accept are passed along to one of the international companies
(e.g., RCA Global, ITT World, Western Union International) for actual trapns-
mission abroad.) {

WESTERN UNTON INTERNATIONAL

(NOTE: We expect Thomas Greenish and Ceorge éallaﬁén of ﬁUI to
testify, though Greenish may not veturn in time from a trip to Japan.
(Creenish, who is an Executive Vice President for Op'érations, states
that in early 1965, he learned of a Recordak machine located in the company's
operations room which was not owned by the company. He learned that the

machine belonged to NSA and was serviced once a week by an NSA operative

who would take away the exposed roll of film and install a new one. The

specific procedure was that whenever a cable was sent under a "foreign govern-

' ment tariff"' (i.e., a special rate for foreign governments), the WUI operator

would take it over to the Recordak and photograph it. When Greenish
discovarod the gxistence of tha nachine in 1965, he asked/fhe NSA man who -
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serviced it for an authorizing letter. No such letter was forthcoming, and
NSA removed the machine about a week later.)

George Calliahan has been with WUI and its predecessor for 29 years, is
presently i supervisor 1n the operations division. Since 1970 he has been
a supervisor in the company's New York operations center. From then umtil
1971 or 1372, FBI agent #alter Zink (and subsequently Agent David Jenkins)
would call or visit the orffice from time to time and ask Callahan whether
they had specified foreign mission or foreign agent accounts-(i.e., supplied
their telex facilities}; if Callahan answered in the af}irmative, the agent
would request and receive tne telex channel number (which, with the coopera-
tion of the telephone ccmpany, would permit the FBI to intercept directly
telex messages flowing to and from that telex facility). The 1list of countries
;aﬁbut which Callahan was asked included about 50 names, of which WUI had only
about four accounts. The countries about which the FBI asked were both
communist and noncomunist. Callahan says that this practice was discontinued

about a yvear ago.)

CHESAPEARE § POTOMAC TELEPHONE COMPANY

(NOTE: Earl Connor and William Caming are expected to testify for C&P,
which is a subsidiary of AT§T. Connor is a Security Supervisor at C&P and Caming
is an attorney for ATET. |

(Connor, who has been Qith C&P for about 30 years, was interviewed on
' October 20. He stated that CE&P routinely cooperated with the FBI on "“national

security’’ requests as to which no court order was presented. This practice of

cooperation goes back at least to World War II. However, Connor said that

lCﬁP makes its facilities available to the FBI without demanding to know whose

e e SaTa.
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phones or telex lires are the subject of in
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WITNESS LIST

RCA Global Cormun:ications

———
pr TN

Mr. Thomas Algie, Operations Manager, Washington Oftice
Mr. Edward (.mnh:né,. Former Operations Manager, Washington Oftice

Accorpuntied by Mr. Iowrence McKay, Cahill Gordon & Reindel

ITY Vorld Communications

"Mr. George Mchul len, Cperations Supervisor, Washington Office
Mr. Joseph J. Jacobs, Vice President § Generul Attorney

Accampanied by Charles Sifton, LeBoeuf, Lamb, Leiby § MacRae
fe stern lnion

Mr. John Walker, District Manager for Public Operations, Washington Office
Mr. Raymond zk)«.\;‘.c_r, Technical ’L’magcr, Washington Office

Accompanizd by Richard Hostetler, General Counsel, and
Richard Callaghan, Vice President for Covernmental Relaticns

Western Union Internat Lonal

Mr. Thomas Greenish, Executive Vice President, Operations, New York
Mr. George Callauhan, Operations Supervisor, New York Office

Accompanied by Nogman Hammer, Stroock & Stroock § lavan

Chesapeake & Potomac 'If'__l‘g}p}mne Company and American Telephone & Telegraph
Coinpany : :

Mr. William Limmg, !.tn,,ﬂ naparmen ATET, New York
M. Farl Comor, %ommty Supervisor, C&P, Washington

Mr. Joe R. "r aig

Forar B Aent
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MESSEAGE NUMBER

—30;4_
DATE AND TIME (EO“I)
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STATEMENT £ CHAIRWOMAM BELLA S. ABZGG FOR HEARING
ON THE- INTERCEPTION OF NON-VERBAL COMMUNICATIONS BY

FEDERAL AGENMCIES, BEFORE THE SUBCOMMITTEE ON GOVERN-
MENT INFORMATION AND INDIVIDUAL RIGHTS

4

. e em—

This hearing was scheduled to examine allegations that certain Federal
agencies -- specifially the Federal Bureau of Investigation and the National
Security Agency -- have regulariy intercepted and copied personal telegrams

and cables for at least the last 30 years, without court order and probably

in violation of the Fourth Amendment. Facts relating to these allegations
have been fully developed in an investigation carried on by the staff of
this subcommittee over the past six weeks and it was our intention to place
on the record today the testlmony of various witnesses as to the details of
these mterceptlons.-

Yor reasons that I will explain in a fow minutes, almost all of the
witnesses we ha.d scheduled to appear have rcfused to do so, though they
originaily indicated that they would appear. Accordi.ngly, I shall now
place upon the record the results of our staff investigation, results that

.ww.—-Q. MM
that Lhn I‘B[ and NSA, °

: 3( ap‘qM Zndna
jHLY

- 111c‘ga zmd unconstitutional interception and copying

of private cominmications sent by private individuals.
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Jus Glasy s od jonticr PBL aguent who has been contacted by our stafl
.. and.spoken to at some length. I asked him, in writing, to testify in public
session. 7The subccmmittee's letter requesting that he testify was answered

not by him, but by FBI Director Clarence Kelley, who stated that the TBI wviould

-

not permit Craig to appear because the matter was under investigation., When

! e

I met with Deputy Attorney General Harold Tyler yesterday afternoon, the onlys?a;::.{—;.—"
COACRT™ A - : 3 . 3 ;
S%w he expressed relative to the claim that the matter was under investigation

was that we would fail to warn witnesses of their rights and thus risk tainting

any subsequent criminal prosecution. 1 informed Mr. Tyler that we would

o

inform each witness of his rights under the Miranda decision and asked whether 4
he could cite any other reason why we should not proceed as scheduled. He
could not and did not. Nevertheless, FBI representatives later informed
me that the Bureau persisted in its refusal to pemit' Mr. Craig to appear. —
" - - ¥
RCA Global and ITT World Comnunications had indicated a willingness
to testify before the subcommittee. ‘Suddenly, only a day or so ago, they i
informed me that they would uot appear unless < -sv +-. 'subpoenaed. I don't
know for certain what.caused theém to changs their minds so suddenly and so y
.completely, buw the circumstantial evidence provided by yesterday's visitations ”
is strong to say the least. ' : Ay ¥ -
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' BACKGROUND

On July 22, 1975, an article in the New York Daily News charged that
for at lecast five Years, the Federal Bureau of Investigation and
the National Security Agency have voutinely monitored cowmmercial
cable traffic to and from the United States, including messages

batween foreign embassics here and thelr govemmeuts around the
vorlid.

N
The staff investigation siows that such prattices have been conducted at

least, since World War II and that they have taken several forms. These forms
include the physical exam’ma’tion of ‘all cables' in the Washington office of
RCA Global Comnunn.un.ons Inc., the physical exammauon of all cables to and

. from selected countrJ.es in the Washington office of I’I‘I World Conmunications {a
s'u.bsi'diary of ITET) and the securing from cable companies of tel;.x ""line channel" .
nwﬂbars which, 3 ‘\ji th telephone company cooperation, permit interception of all telex
traffic on .c.‘.?;;’;;- lines. (Telex is a method of written communication, partaking of
features of both telegram :;s'nd tclephone. -Iﬁ allows the user of telex equipment
"to commmncatc du'ectly from one station to another in private written messages.
It is mdcly used by’ JndJ.v;Lduals and busmesses having a need for extensive
private commmication among a network of offices. Written messages are sent
over nommal telephone lines and interception is done in"the same manner in which
a t-.lephone line is tapped.) |

The subconunlttee s staff has talked with numerous potent1a1 witnesses, in-
cluding present and former emloyees of the cuble companies who had direct
IILTLCRN G,

knowlcdge of the procedures followed and 'a former agent of the IBIi\tmo for many
years had the job of visi.ting the cable companies on a regular basis and either

- going through the cables in the companies' olfices or taking them away for

a time and returning them later. Since these witnesses are not with us today,

~duz to sudden, suspicious, last-minute rcfusals to attend, T shall
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now set forth the substance of what they suid in their -interviews with our
stafk.

RCA GLO3AL COMMUNTICATIONS, INC.

“ihomas Aigié, Operations Managec of RCA Glubal's Washington office, was
interviewed bfl inves';‘:iga'tor'aohert Firk on September 10, 1§75. At that time,
Algic stated that it was the practice of Goverrment agents, either from the
FoI or the NSA, to come to RC\ .(lobal's Officl“ at about 3:00 a.m. esach morning

and read throuqh all of the uuematlonal cables, photographmg any in which

they had a part:.cular 1!‘.!’.'—‘!‘“:1:. This procedure continued until approximately

May 1975. ' ‘
Algu. also stated that he was mtroduced to FBI Agent Joe Craig shortly
after takina over the management of the Washington office in early 1973. At

that time, Cmtg requeqtpd that Algie allow the FBL to scan all the cables

$"Q¢- (kg .l

and photocopy ‘trafflc. Algie permitted this because he understood

that it was merely a continuation of the long-standing practice of the office.

VACL 5Tl
Craig also requested and recelwd from Algie numbers ofAtelcx lines,

Agent Craig, whose statcments will be covered in more detail shortly, has

acknowledge that he picked up cables from company offic.es daily, but says that

his work was done during the day. This claim, if true, suggests that the

Soyne e M Vg, MFBI

nighttime vis.its were from

ITT WORLD COMMUN [C!\TIONS

L 4

George r»cr-mllcn, who has been with ITT World Commumications (or its

pradscessors) for 36 years, was interviewed on Scptember 30, 1975. He stated

e

(4

1

b it

*

T
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that IBI Agent Craig would visit ITT's Washington office daily at about 11:00 a.n.,
would pick up the company's coples of all -cable traffic to and from a selected
list of countries, and would retumr the material at about 3:00 p.m. the same

day. P i -

I stress hers
that all cable traffic to and from these countriés was examined by the FBI,
whether sent -'-)oibor addressed to American cit;.izen's or not.

The specific procedure .w'as that eéch operator in the operations room would
set aside the cables to and from countries on the current list and give them
to the supfe:r;/isor, who would the;il place them in an envelépe’ and give them
to Agent Craig and, after Craig xctired last year, to Agent "Bucky'' Loomis.

.Thé prepaved statement pf Joscp?rJécobs, Vice President and Ceneral
Attomney, which was transmitted to us before ITT's sudden refusal to cooperate,
acknowledges the existence of the practice but claims that it is legal as
an adjunct of the President's suﬁposecll authority to ‘'demand' disclosure
of international commmications in spite of the pronibitions contained in the
Communications Act and the Federal Criminal Code (Title 18, United States dee).

Mr. Jacobs cites in support of his position a committee report on t'né
Communications Act which rcfers to "the acquisition of counter-intelligence
against the hosi:ile action of foreign powers.'" That is not the kind of
‘act.‘wl‘tyl at issue here. Vhat we are concerned with is the indiscriminate

interception of cables sent by and to private .citizens..

fey
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‘ JOE R. __‘__!\IG
Jog R. Craig, a former FBI agent, was intervie#ed at his howe in Springfisld,
Virginia, on Cctober 13. Mi". i *‘aiq retired last December after 35 years with the
lbI, most of which were S"eht 1n the Washmqton field offx.ce. Fof- about a decude
" between 1964 and lJ?d- Craig waa the FBL's liaison man to the telegtapn company

offices in the ‘.m:.:*-._.:xgg.on area, Keeping in close contact m.th.‘ them On an ongolny

. = ]
basis. : - : .
t
l

i TR ' e : b A;taged:hat

he mode hls p.\.c.k-up> c.unr'g the day and never at night; the returns of the
messages were made the afternocon of the day they were ongmally p;.c.Led up.

Craiyg claimed to lmve no lmo«.lcdge of m.ghttme pickups by any othar auencze:-
(Testimony of ITT's Mchullen is that Craig_ came’ around during the day to pick
up'messétgés; ’t‘l.e:stern~ Union says that he came by day and ‘did n.ot: pick up messages,
but Craig rc,fused to (_cin:i:lm or deny whether he picked up messages at Western

. Union; PCl\'s Algie testifies that the cables were plcked up at night, but did
not name CraJ.g or even any specific agency.)

Craig 1_'efuse<1 to say what messages he picked up, #rha.t criteria (if any)
governed their sele'c':t.in'n for pick-up, or who made the selectioﬁ. He refused to
conEirm or deny téh_(-:'thé"f cable "coafrq:vany emplc;)(ees were'paid by ::i:he ifBI for
selecting out or tumning over cables, instead launching into an extended dis-
cussion of how funds paid .by ‘the FBI to i_nformants and nonsalaried ﬁdividuals
had to be carcfully accounted for. . . .

: Craig helicves that acrangements between the I'BL and the companies were

intormal and urmrittézn, though he thinks that intemmal FBI rccords exist relating

to the atjranger ts. He b"ueves that the arrangements included dorestic
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P ~‘,_.m..., LUy Gede Lo wiste vy Lum veersion fu Uniied ..il.dl.ca v, U.u. m..luc...
,Court 407 U.5. 297 (1972) as hell as "natlonql security". |

Craig conrlnned that he-had requested‘telox channel nunbers from cuble
companies, tut refused. to provide any additional information on this subject

fbday is Thursday,'OCtoher-?S. As of last Monday, October ZO,.the four
cable companies -- RCA Global, ITT World Communications, Western Union and
Western Unlon internaxional -- and the CE&P Telephone Company had agreed to
produce the appropriate individuals today as witnesses. ﬁr.‘Craig had ‘
coaperated with the subccmmittee's lnvestigation and had-not tefused to testify
before the hearlng. | ' |

Since Monday, RCA hlobal and ITT WOrld Cominunications have reneged on
their agreements,demanding on almost no notice that they be subpoenaed before
they will appear. Although all of our conur;mica'tion with Mr. Craig, who is
a- former FBI agent, had been directly with~hiﬁ, we received Tuesday a letter
from FBI'Director Kelley stating that he would not permit Craig to appear
because the matter in question is under investigation. As I noted earlier,
quuty Attorney General Tyler, with whom I met yesterday afternoon, was unable
to provide any valid reason why Mr. Craig should not appear before this

Suocommxttbe. 2 e .
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I had cdﬁvérsafions ?esterday with representatives
of the'NationaltSecurity Agency who made unspecified claims
that "national sechrity" reqq}réd tha; this hearing be

"abandoned, postponed or closed to the public and the press.
I informed tiem that we would‘he willifng to hear in execu-
tive session.any information actually damaging to national
security. However, they offcred me no guidelines on this
point, simply stating that the entire hearing involved
“national security"”. This cannot be the way a;coﬁgres-
siondl committee investigating matters of privacy and
individual rights operates. '

I am compelled by the course of cvents I have out-

lined here today to conclude that while the objections raised

by the Justice Départment, the NSA and the White House may

relate to "hationél"sedurity", they also rcflect embarass-

ment at the crude and. unconstitutional way in which the FBI,

the NSA and similar Executive branch agencies have for too

' long been conducting their business in this country. These

objections and this pressure are further proof of the need
for this ‘inquiry’ and for greatly increased accountability
to Congress on the part of thesc agencics. Sadly, the

record speaks for itself.
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BACKGROUND MEMORANDUM FOR OVERSIGHT HEARINGS OF THE GOVERNMENT INFORMA-
TION AND INDIVIDUAL RIGHTS SUBCOMMITTEE ON THE INTERCEPTION OF NON-VERBAL
COMMUNICATIONS BY INTELLIGENCE AGENCIES

Thursday, October 23, 1975
Room 2203, Rayburn
10:00 a.m.

This memorandum is prepared pursuant to Rule 2 of the Government
Operations Committee House Rule XI, 2(b) and provides required informa-
tion for the subcommittee's upcoming public hearings on the interception
of cable and telex traffic by members of the Federal Bureau of
Invesitgation and/or National Security Agency.

Background

On July 22, 1975, an article in the New York Daily News (attached
herewith) charged that "for at least five years, the Federal Bureau of
Investigation and the National Security Agency have routinely monitored
commercial cable traffic to and from the United States, including messages
between foreign embassies here and their governments around the world."

A preliminary staff examination of this allegation, shows the practice .
has been carried on by Federal intelligence agencies, on a selected

and continuous basis, since World War II.

The interception has apparently

taken several forms: These include the physical examination of all
cables in one company office, the physical examination of all cables to
selected countries in another company office, and the securing from
cable companies of telex '"line channel' numbers of selected accounts
which, with telephone company cooperation, allow a federal intelligence

agency to intercept all telex traffic on those lines.

Purpose of the Hearing

To determine the nature of Federal intelligence agencies' intervention
in non-verbal commmications, with a view to establishing the intrusion
of such practices on individual rights, and the extent to which commmica-
tions companies give Federal intelligence agencies carte blanche to the
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comrunications entrusted to them. Subsequent hearings can examine the
criteria by which non-court ordered communications targets are selected,
who determines the targets selected, how the information received is
filed and disseminated, and the value of information received by inter-

cepting ''mational security" traffic transmitted through commercial
facilities.

Legality of Foreign Intelligence Surveillance § Interception

The Nixon administration took the position that the President's
constitutional responsibility to protect the nation empowered him to
engage in warrantless tapping or other interception of oral communica-
tions where the "naticnal security" was involved. Under the Nixon
theory, this responsibility extended to both domestic and foreign
threats to national security. Further, went the Nixon hypothesis, since
the responsibility was of a constitutional nature, Congress could not
limit it by statute.

In enacting certain limitations on, and procedures relating to,
wiretapping and interception and disclosure of oral communications
generally in the Cmnibus Crime Act of 1968, Congress recognized the
Nixon position. 18 U.S.C. 8§ 2511(3) provides:

(3) Nothing contained in this chapter or in section 605

of the Communications Act of 1934 (48 Stat. 1143;-47 U.S.C.
605) shall 1imit the constitutional power of the President

to take such'measures as he deems necessary to protect the
Nation against actual or potential attack or other hostile
acts of a foreign power, to obtain foreign intelligence
information deemed essential to.the security of the United
States, or to protect national security information against
foreign intelligence activities. Nor shall anything contained
in this chapter be deemed to limit the constitutional power

of the President to take such measures as he deems necessary
to protect the United States against the overthrow of the
Covernment by force or other unlawful means, or against any
other clear and present danger to the structure or existence
of the Covernment. The contents of any wire or oral commumnica-
tion intercepted by authority of the President in the exercise
of the foregoing powers may be received in evidence in any
trial hearing, or other proceeding only where such interception
was reasconable, and shall not be otherwise used or disclosed
except as 1s necessary to implement that power.

In United States v. United States District Court, decided June 19,
1972, the Supreme Court held that the President did not have the
constitutional power to intercept communications relating to domestic
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threats to national security without a warrant. The Court-also held
that section 2511(3) was not a statement of approval of the Nixon
position, but merely a .statement that Congress did not by the enactment
of the provision intend to limit such constitutional power as the
President might possess in this area. The Court expressly resexrved
decision on the issue -- present in these hearings -- of whether the
FourthAmendment applies where the target of the interception is a
foreign threat (real or imagined) to our national security.

The U.S. Court of Appeals. for the D.C.. Circuit has subsequently
decided that a warrant is required.even if the investigation is in the .
‘name of foreign intelligence and national security, but the Supreme Court
itself has yet to speak on the issue. Zweibon v. Mitchell, 516 F.2d 594
(D.€C. Cir. 1975) (Court expressly noted that target was not an -agent
of a foreign power). If the Court ultimately rules the President has the
power to order foreign intercepts without a court order -- as some
commmications companiés suggest -- the companies’ activities in this
area will probably be protected by section 2511(3). So far as we are
aware, the specific issue is not presently under consideration by the
Supreme Court.

Witnesses

Representatives of ITT World Communications, RCA Global, Western
Union, Western Union International, the American Telephone and Telegraph
Company, and the Chesapeake & Potomac Telephone Company.
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Such activity, possibly in vxol‘ttxon of fedéral- Jaw, was
carried on with the tacit approval of personnel of the c'xb‘e

firms involved, informed sources told '1he \ews. e

Section 605 of ‘the Tederal

" . Coramunications Act makes it a

© telezraph employes,

. erime, p\mvshab!e by a year in
- _prison or a $10,000 fine, oY both,

{for anyone to un‘ulae the ¢ exxst-

_._ence 6r contents” of tele"mph
_.nnd telephone messages.

Spokesimen for the  FBI ..nd
the National Sceurity - Agency
would not :.omment on the "re-
port. SN
< ADnly C!\eck y "

The intcrcep*lon and “inspec- |

tion of the cuhle traffic, accord-
jng to -the scurces, occurre

. early each morning as. FBI aud

* security agency

agents  visited

" éable offices in downtown Wash-

sugton. With the help of willing
the agents

photovr'tphec. vopies of c.xbles
< that the carriers I\Lpt on me for

bl"ll‘l e s
Atgune of the c:\rners, I’.C&
Clabal Communications Ine., tha

. FBI used its own microfilol ma-
“ chine, which was kept in an RCA

h.s.,emrnt storage roon. The

© agents' key to the room appar-

® that

entl) was supplied bv RCA ac-

.7 cording to the sources.”

“Wouldn't Want to Say” .-
"Thomas Algie, manager "of

s ‘R(‘ A’s+ Washinzton operations,

- Commuaications

would reither - :¢confirm nor .deny
g,o»emment. agents. . had
Leen granted mnccess to cable
traffic. Asked if he was aware
of such activity, Algie replied;

~*1 wouldn't w ant, to ny one way

or thy other ., . 1 don *t think I
can, talk zbout th at.” Algie said
he was luoh\‘mtctl by the ch:r'tl
Act Iwm dns-

. cussing the matter.

Henry C.\tuccx
of another
¢ran Urien
that “any

vice prc:.ulent
wajor carrier, ¢Wst-
International, (‘uned
govecpment agoney”
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cesy to copits of cable tmtfxc s
“Get ~ Court Order (‘ntuccl
maintained that, “if anybody, the
FBI, the President of the Umted
States or snybody, asks to in-
spect ‘our cable traffie, we tell
them to get a court: order first.”
Catuect added th.xt he knew of
no such requests since- he Jumcd
‘the company in 1962, .

Jack Hnrner a spo!\eaman for

3 the third major carrier .of inter-

nahon'\l cahh, trafﬁc, Interna-|.

]hon.ﬂ Tdephone &.

had asAed for or been given ac-

;
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and’ *helr governmenls
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Tdegraph
dssued a statement quoting an
unidentified exccutive in 11T1's
New. . York headquarters. The
statément said that JTC “has
never ‘had any dealings of this
nature with these agencies (the
FRBI or "the National Security
| Ageney).” Horner would not go
bcynnd this statement. -

: l'ohc} of Conhdt.nlmhly

fo- the *three carriers that the
massages Lhey transmit are kept
confidential — that the only per-
sons in addition to sender and

~|'recipient who read the messages

are 'the t‘le'rnpb. employes

ing, in Kazakhstan at 6: 50
am, New York time.

of Soviet space flight, the event
was televnsed ln—e a.round the
world., - Wy se

Amenc:\n~~ =Astronauts . Tom
Stafford, Vance Drand and Dele
Soavton, ‘who were asleep when
the cosmonauts landed, "will re-
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Drop Chcu-g'es Against DA s Aide

. Grand larceny chnrgcs against Walter Buchbinder, former
chief Invesiigalor of the Brookiyn district stlorney's raciels
bureau; were dismissed yesterday in Erooklyn Supre"ne Court.

. Buchbinder, 52, had been accused of '-x'n"d Inrceny and per-
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tcrday by the Brooklyn Appellzte Division, C. Dine Efstatien of

3 Forest Ave, was originally brought up cn charges by the
gnevnnce comnitlce of the Richmond County Bar Association.
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.f'xllcd to lﬂ.cp tue grievance commlttee appraised of his where-

Indm‘ Arsen Suspect in Sheotings
- Ralph Lanzot, the arson suspuct who allegedly shot and 'cn-

o r. 1len 3 e bae? -
'."d D' Lukash is studying the Ten _ days aftér his ywifc’s)sccretary pow lives in Denmark, ously wounded t.wo fire marshals und was himself w oundcﬂ ina
‘r.lv tissue to det crmine where | death, “Friedgood, 56, boarded a|and thaf Friedzood reportedly is! thootout July 12 in a Dronx apartment house, was mdxm \:erf
e t.r-'.,.‘ was. injecied, » _p)anc for Denmark with $650,000 | the father of ber iwo young terday on two counts of attempted murder of & peace oftls £
o Mra, lnm’g-oc,, ~.?. died Junel'in nc,r:nmble securities in hiz! children, . * ‘convicted he n»cec 26 years to life, in mxcon —James £
,‘r,;-_- . 3 ';; . . .a ' . :.H g ;:"J 7 f{f’?
1Py mrm o el g 3 \ e s 0 oreapmqtidl o
Loy '-"_,‘ i‘f’z"h ‘;f"l‘ “.i !l 'f /4' ‘ /‘\ il # \',- ”l_: r 4{ 1 5 (( ..4.?;') T I ;’ 4
FGO Gl WWerde 4 \'{.;.( dey J? L}z’f J R ESETEL?
7 r . - .
(Centinued from pege 2) t‘.e scrvice. 'The going rate, ne- the ngents, ln t\\o-*mm teams, ‘the agents wewe ' in code. Thc‘ oxzration  recalled * 2= similas
: cording to the sources, was $50 made their visits, - ‘Pakistanis, for example, routine- | interception, involvine mail to

feing the " transmission, . These
cmployez,  according  to’ the
renpanics, are  under  striet

orders rot ‘¢ dn-x]gﬂ the con-
teals of.eables-ta L. ird pax‘tmq.

:‘-’"::‘v." " A\. ‘1!\: % Uchn
‘ewrned that &t one of tha carris
ers tuiegraph opereters not only
surned ovar eable traffle to the
cevarnment who
et \11,,\' ghowed

/C 4!.

e
ais

Ll

g6 - that
"’\”' *’J w
trunsissiony  bLetwe
A gad th GNCY:
S “X Hersen:

Hl”

¥ ;'\’...
TOWNEN
A

i‘nrcirn,
sone

{
i

ey ofeted thed

a weel for ceopcmtwc telegraph
employes. .,

“When Lhe t'ynnts walkcd in the

door,” szid ore source, sll.thoy !

had to do was pick up the cables
they waanted, mierofitn them and
hand them "back ns if nothmg
happened.””

. Two-Man Tcam-s 4

There were Indieations that in-
snectiont of ifhe eahle traffic,
particut=y !1 on; ues" L.Jm, had
cn sar lenger than five

:ad, had str”tc'u' in the
l he Newe hins canfirme
the praclice wveal hack
five yvears,

years
cald veay,

at
= vmn? Sl
Ry .

LI
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RED TAG | THE WHITE HOUSE

WASHINGTON

January 19, 1976

MEMORANDUM FOR: . JACK MARSH
THRU: MAX L. FRIEDERSDORF
~ VERN LOEN
FROM: | CHARLES LEPPERT, JR.%‘
SUBJECT: - House Government Operations Committee

On Thursday, January 22, 1976, Rep. Bella Abzug will request the House
Government Operations Committee to issue subpoenas for the appearance of
certain individuals before the Subcommittee on Government Information and
Individual Rights concerning violation of privacy and individual rights, violations
of the fourth amendment and violations of federal communications laws.

The subpoenas will direct the appearance of the following individuals with certain
corporate documents: “

(1) Mr., George Knapp, President of ITT World Communications and
Mr, George McMullen, ITT Operating Supervisor, Washington, D.C,
(2) Mr. Howard Hawkins, Chief Executive Officer, RCA Global Commun-
ications, and Tom Algie and Edward Grunberg, RCA Global Commun-~
ications, Washington, D. C, office,
(3) Mr. Tom Greenish, Executive V.P., Western Union International,
and George Callahan, Washington, D.C. representative.
(4) Mr. Joe Craig Retired FBI Agent
Mr. Bucky Loomis H " "
Mr, Walter Zink " " "
Mr, David Jenkins " H "
(5) Mr. Joseph J. Tomba, Retired NSA Employee now living in
Ellicott City, Md.

Considering the 29:14 membership ratio of the House Government Operations
Committee and the disposition of the Chairman Jack Brooks on the issuance of
these subpoenas it appears that there are sufficient votes to issue the subpoenas
if the matter comes to a vote before the Committee on Thursday, January 22.



Three members of the Government Operations Committee who are sitting
members of the Pike Committee could be helpful in this matter if necessary.

They are:

Rep.
Rep.
Rep.

James V. Stanton (D-Ohio)
Les Aspin (D-Wisc,)
Robert Kasten (R-Wisc.)

Strong proponents for the issuance of the subpoenas will probably be:

Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.

Bella Abzug (D-NY)

Leo J. Ryan (D-Calif. )

John Conyers (D-Mich,)
Torbert Macdonald {(D~-Mass. )
John Moss (D-~Calif.)
Michael Harrington (D-Mass.)
Andrew Maguire (D-N. J.)
Toby Moffet (D-Conn, )

Chairman Jack Brooks indicated to me some time ago that if Mrs. Abzug
requested the Committee to issue these subpoenas that he saw no reason for
the Committee not to go along since the information being sought had already
appeared in the newspapers.

© cc: Tom Liceffler
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GEMERAL COUNSEL OF THE DEPARTIAENT OF DEFENSE A H‘ﬁ
VWASHINGTON, D. €. 20301
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Honorable Bella S. Abzug, Chairwoman
Government Information and Individual

Rights Subcommittee
Committee on Government Operations
Rayburn House Oiffice Building, Room B-349-B-C
Washington, D, C, 20515

Dear Chairwoman Abzug:

This letter is intended to supplement two earlier letters
from Deputy Secretary Clements to you dated 18 February 1976
~and 23 February 1976 respectively.

We wish by this letter to reconfirm to you and to the
members of your Committee the willingness of the officials of
this Department and of the National Security Agency to cooperate
in every appropriate way to satisfy your Committee's requirements
for documents and testimony as they affect the activities of Awsewicen)?, *

(227
citizens. f»_/
, ;:;-'-_.,__\
As you know, during the past two days representatives of £ 0%

this Department, the National Security Agency, the Department
of Justice and the Federal Bureau of Investigation met with several
of your Committee's staff on two separate occasions to discuss

in detai’l)\the national security concernsyw «%Q‘Q:;Qfﬂ&ggﬁ:gr&al/\

Qun
iriformational documents /\T—he-s-e 1nc1uded
n/hl

a specific and detaifed list of those topic/sd ich we believed tha.t

@:&Mw‘z&
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open session testimony would be appropriate. In addition, we/\de-‘c'a-i-l-ed those
topics which, for those reasons previously stated to your Committee,
were only appropriate for discussion in?:/{ecutive session.
For the record, the following is a summary of the proposals
which we made during these recent discussions., In open session NSA

' S

is prepared to testify on certain aspects of ewr dnternational commercial

A

traffic operations insofar as they may affect the communications of
United States citizens. NSA is prepared to state that wekkin th:;‘s."e

operatio;lf&st the communications of United States citizens are sometimes
inadvertently acquired. and to testify as to current directives which
pertain to @ processing of and handling of this type of traffic when
it is acquired. Additionally, NSA is prepared to testify on one method
of collecting international commercial traffic which was discontinued
in May 1975, the so-called operation”Shamrock.“

NSA is also prepared to téstify on the so-called}‘étch/Zists which
were in effect between 1967 and 1973 and which did contain names of

: Ao moumin uslre

United States citizens. NSA will discuss from whom wareceived Hee
snamess; the number of names involved and NSA's dissemination of

information pertaining to these names. NSA will also give a generic

: ¢
description of the,\nanw?




It is ung€rstood in the foregoing that NSA will not discuss

sophisticated collection or processing techniques associated with these
operations{ In closed session NSA is prepared to elaborate in more
detail on the above and to discuss the procedul;‘s involved when a
United States citizen or entity is discussed in foreign governmental
traffic. o % ¢ enune Mﬂzy.a

Aepre sentatives of the Federal Bureau of Investigation also

outlined areas which might also be the appropriate subject of both

open and %{ecutive session testimony. /\
==

C The Federal Bureau of Investigation offered to furnish testimony
in open session as to the procedures, policy and utilization of inter-
national "drop copy cable traffic.!” The ¥ederal Bureau &-lwasugauea/-j
also offered to testify concerning the ”Y/atch ists'' and to provide
a generic breakdown of the categories of individuals or entitities which
appeared on&elists. Testimony would also be provided concerning
the dissemination policies with respect to any information obtained by
FBI communications intelligence activitiés.‘ Additionally, in,E/xecutive
session the Bureau is willing to testify gene‘ral‘ly concerning the intercept
of international cable traffic and in greater det‘ail about the }étch}/ists
and the ""drop copy cable traffic! operation. National security concerns

would)of courseﬁeclude identification of foreign countries which may

: . . . : et g o 2 FOR
have been the object of communications intelligence activities. J*’-,-/—X
4 = S
\o ?‘/



We notedda-t—%h-at_ﬁme that the testimony of the private
communications carriers might also raise serious national security
concerniespeciauy if they should be questioned about targeting
of any foreign governmental organizations, Furthermore, we

(ot PCaat~
indicated that the cempeny themselves might not be in a position to
- identify sensitive communications intelligence information.

As was clearly stated by us at the recent meetings with your

staff we are quite sympathetic with the objectives of your Committee.

Ga we g astwed o4 oL
We are concerned,/\ﬁldw&kne%&h&%wniwm

o

Leommititee—is-eorrcaumed that in connection with your inquiries all
A ép y q

appropriate steps be taken to insure that the Committee's investigation
] : : Tar
does not esteewedr upon important national security interests.

We will be pleased at your convenience to engage in further dis-
cussions looking toward agreement between the Committee and ourselves
regarding the matters appropriate for, and the procedures applicable
to, testimony during open and Jxecutive sessions.

We have been authorized by the Department of Justice to state

that th;\ Department joins in the statements made in this letter.
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We are not concerned that the companies will testify that inter-
national paid traffic was turned over to the United States Government,
We are also not concerned that the traffic was selected on the basis
of tariff rates, i, e., governmental traffic. We are not concerned that
this blanket turning over of traffic may have included the communica-~
tions of some United States citizens,

We are concerned about any testimony that would pinpoint the
targeting of any foreign governmental organizations based in this
country. We are also concerned with sophisticated techniques that
may have been used to select the traffic of foreign entitites,

-%



In open session NSA is prepared to testify on certain aspects of
our international commercial traffic operations insofar as they may
affect the communications of United States citizens, We are prepared

- to state that within this operation that the communications of United

States citizens are some times inadvertently acquired, We will
testify as to current directives which pertain to our processing of and
handling of this type of traffic when it is acquired.

Additionally, we will testify on one method of collecting international
commercial traffic which was discontinued in May 1975, the so-called
operation Shamrock.

We will also testify on the so-called Watch Lists which were in
effect between 1967 and 1973 and which did contain names of United
States citizens., We will discuss from whom we received the names,
‘the number of names involved and NSA's dissemination of information
pertaining to these names., We will also give a generic description
of the names, ' '

It is understood in the foregoing that we will not discuss

sophisticated collection or processing techniques associated with these
operations, '

In closed session we are prepared to elaborate in more detail on
- the above., Additionally, we will discuss the procedures involved when
. a United States citizen or entity is discussed in foreign governmental
traffic, ; . i

i
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~ to state that within this operation that the communications of United

In open session NSA is prepared to testify on certain aspects of
our international commercial traffic operations insofar as they may
affect the communications of United States citizens, We are prepared .

States citizens are some times inadvertently acquired., We will
testify as to current directives which pertain to our processing of and
handling of this type of traffic when it is acquired. '

) Additionally, we will testify on one method of collecting international e
~ commercial traffic which was discontinued in May 1975, the so-called j
' . operation Shamrock. i

We will also testify on the so~called Watch Lists which were in
‘ effect between 1967 and 1973 and which did contain names of United

States citizens., We will discuss from whom we received the names, ) Ez
~ the number of names invelved and NSA's dissemination of information , i
- pertaining to these names. We will also give a generic description’ N

of the names. ‘

It is understood in the foregoing that we will not discuss

Tk
sophisticated collection or processing techniques associated with these F
operations, ' -

T e,

In closed session we are prepared to elaborate in more detail on
- the above, Additionally, we will discuss the procedures involved when

~ a United States citizen or entity is discussed in foreign governmental
~ traffic,
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In open session NSA is prepared to testify on certain aspects of
our international commercial traffic operations insofar as they may
affect the communications of United States citizens, We are prepared
to state that within this operation that the communications of United
States citizens are some times inadvertently acquired. We will
testify as to current directives which pertain to our processing of and
handling of this type of traffic when it is acquired,

Additionally, we will testify on one method of collecting international
commercial traffic which was discontinued in May 1975, the so-called
operation Shamrock.

We will also testify on the so-called Watch Lists which were in
effect between 1967 and 1973 and which did contain names of United
States citizens, We will discuss from whom we received the names,
the number of names involved and NSA's dissemination of information

pertaining to these names, We will also give a generic description
of the names.

It is understood in the foregoing that we will not discuss

sophisticated collection or processing techniques associated with these’
operations. : '

In closed session we are prepared to elaborate in more detail on
the above, Additionally, we will discuss the procedures involved when

- a United States citizen or entity is discussed in foreign governmental
traffic,
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CHRONOLOGY OF REQUESTS BY
ABZUG SUBCOMMITTEE TO FBI

Date of Request Description

June 12, 1975 Letter to Attorney General Levi from Ms. Abzug;
requesting by June 23, 1975, information on all
FBI non-court ordered wiretapping since 1960:
target, duration, purpose, approval.

June 16, 1975 Letter to Attorney General Levi from Ms. Abzug;
requesting tour of FBI wiretap monitoring installation.

June 19, 1975 Letter from Attorney General Levi from Ms. Abzug;
requesting names and addresses of all FBI and
_Internal Security Division personnel who served
on IEC and IES between 1970 and 1973,

June 26, 1975 Letter to Attorney General Levi from Ms. Abzug;
requesting his testimony and all memos on present
policy of Department of Justice regarding
investigation and prosecution of felonies or civil
violations committed by employees of Federal

- agencies, ‘ '

Aug 16, 1975 Letter to Mr. Michael E, Shaheen, Dept. of Justice,
- from Ms. Abzug; requesting disposition of 20 cases
referred to Justice by CIA since 1954.

Aug 21, 1975 ' Letter to Ms. Abzug from Michael E. Shaheen in
reply to her Aug 16th letter, giving dispositicns of
the 20 cases.

Aug 26, 1975 . Letter to Attorney General Levi from Ms. Abzug;
requesting information on alleged improper activities
of FBI agent Kenneth Whittaker.



Date of Request

Sept 4, 1975

Sept 30, 1975

October 8, 1975

"~ Qctober 17, 1975

October 18, 1975

October 20, 1975

October 22, 1975

October 22, 1975

Description

Letter to Attorney General Levi from Ms. Abzug
and her Committee requesting information on
FBI involvement in case of three Puerto Rican
nationals sentenced to 30 years hard labor in
Dominican Republic.

Letter to Director, FBI, from Ms. Abzug;
requesting information and testimony on FBI
record keeping and on destruction of Hoover
Files and Oswald letter sent to FBIL.

Letter to Mr. Michael Uhlmann from Ms, Abzug;
requesting information about a teletype message
sent Nov. 22, 1963, to the effect that the
assassination of President Kennedy may have
been a conspiracy.

Letter to Director, ¥FBI, from Ms. Abzug;
requesting hearing about the FBI record-keeping
system and the ""Do Not File'! system.

Letter to Mr. Joe R. Craig from Ms. Abzug;
requesting he appear before her Subcommittee
to discuss non-voice communication intercepts.

Letter to Director, FBI, from Ms. Abzug; requesting
hearing and information on files removed from Mr.
Hoover's office following his death.

.Letter to Director, FBI, from Ms. Abzug; about
present policy of the Archives regarding papers
of the Warren Commission.

Letter to Director, ¥BI, from Ms. Abzug;
requesting certain documents referring to
Kennedy assassination.

g



Date of Request

October 2.4, 1975
Octoi)er 24, 1975
November 20, 1975
November 2(?, 1975
December 16, 1975

December 16, 1975

December 11, 1975

December 26, 1975

Description

Letter to Director, FBI, from Ms. Abzug;
requesting he appear before her Subcommittee
on QOctober 28, 1975,

Letter to Director, FBI from Ms. Abzug;
asking for photocopies of all index cards in
FBI central card file index for L.ee Harvey Oswald.

Letter to Attorney General Levi from Ms. Abzug;
noting that information so far received about Mr.
Hoover'!s files was inadequate.

Letter to Director, FBI from Ms. Abzug;
requesting information on FBI record-keeping
systems.

Letter to Mr. Thomas Bressnon, FBI, from
Ms. Abzug; about review of access policies for
documents pertaining to Warren Commission.

Letter to Mr, John McDermott, FBI, from
Ms. Abzug; requesting directives on FBI
permanent files maintained of all handwritten
notes,

Letter to Mr. John J. MciDermott, FBI, from
Ms. Abzug; submitting 32 detailed questions
on Freedom of Information and Privacy Acts

implementation,

Letter to Michael Uhlmann, Dept. of Justice,
from Ms. Abzug; regarding memo on Tolson
signing of correspondence,



Date of Request,

January 15, 1976

January 29, 1976

January 27, 1976

January 23, 1976
Febr'uary 6, 1976
January 23, 1976
January 30, 1976

January 19, 1976

Description

Letter to Director, FBI, from Ms. Abzug

enclosing copy of letter from Michael Wells;
requesting information on FBI's policy with
respect to fingerprints, notarization and
advance fees for Freedom of Information
requests,

Letter to Attorney General Levi from Ms. Abzug;
recommending discontinuation of use of polygraphs
and similar devices.

Lietter to Attorney General Levi from Mx. Abzug;
regarding report by FBI to the Criminal Division
and other answers to questions concerning U.S.
Recording Company.

Letter to Director, FBI, from Ms. Abzug;
regarding allegations of ¥BI agent misconduct
made by Mr. Robert Peterson, SBA Counsel,

Letter to Mr, Richard Taylor, FBI, from Eric
1,. Hirschhorn, Counsel, transmitting six
subpoenas for employees of the FBI.

Letter to Mr. John J. McDermott, FBI, from
Ms. Abzug referring to her December 16, 1975,
letter and requesting an answer as soon as possible.

Letter to Director, ¥FBI, from Ms. Abzug;

requesting under the Freedom of Information Act

the Pike Report.

Letter to Attorney General Levi from Ms. Abzug;
regarding alleged unconstitutional collection
of intelligence information by state and local

police departments,

TN
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Date of Request

January 19, 1976

February 24, 1976

Description

Letter to Mr. John J. McDermott, FBI, from
Ms. Abzug; asking what steps are being taken
by the FBI to remedy the backlog of Freedom
of Information and Privacy Act requests.

Letter to Director, FBI, from Ms. Abzug;
requesting moratorium on destruction of files
and records.

LL



SUBCOMMITTEE ON GOVERNMENT INFORMATION AND INDIVIDUAL RIGHTS

Hearing on the Interception of Non-Verbal Commmications

By the FBI and NSA

Wednesday, February 25, 1976

Room 2154 RHOB -- 9:30 a. m.

WITNESS LIST

JOE R. CRAIG

- Former FBI Special Agent

JOHN P. LOOMIS '
FBI Special Agent, Washington, D.C.

WALTER C. ZINK

FBI Special Agent, New York

DAVID G. JENKINS
FBI Special Agent, New York

JOSEPH J. TOMBA , ‘
National Security Agency Employee
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lﬁ‘.\‘)mw MEMBERS
.!Aa( BROOKS, TIOX,, CHAINMAN
L. H. FOUNTAIM, N.C,

"JOMN K. MOBS, CALIF,

DANTE 8. FASCKLL, FLA,
TORSENT H. MACDONALD, MARE,
WilliaM S. MOORMEAD, PA.
WM. J. RANDALL, MO,
BENJAMIN 5. ROSENTMAL, N.Y,
M WRIGHT, TEX.

FERNAND J. ST GERMAIN, R,
FLOYD V. HICKS, WASM.

DOM FUQUA, FLA,

JOHN CONYERS, JAR,, MICH,
BELLA 3. ARIUG, N.Y.

JAMES V. STANTON, DMIO
LEQ J. RYAN, CALIF,

NINETY-FOURTH CONGRESS

ashington, BD.C,

Congress of the Wnited States

Bouse of Representatives
COMMITTEE ON GOVERNMENT OPERATIONS
2157 Rapburn PHousge Sffice Builing
20515

MINORITY MKMBERS

FRANK HONTOMN, M.Y,

JOHH N. ERLENSOMM, Ll

JOHN W, WYOLER, N.Y.
CLARENCE J. BROWN, OMNIO
CILBENT GUDE, MD,

PAUL. N. MC CLOSKEY, JAR., CALIP.
BAM ITEIGKR, ARIZ.

GARFRY BROWN, MICM.

JOKL, PRITCHARD, WASH,
EDWIN R, FORSYTHE, NJ,
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ABZUG PANEL RECOMMENDS CONTEPT CITATION
FOR FBI AND NSA E?IPLOYEES
The Subcommittee on Government Information and Individual Rights, chaired
by Congresswoman Bella S. Abzug (D-L-N.Y.), recommended to the House Committee on
Government Operations today that three special agents of the Federal Bureau of
Investigation, a former FBI agent, and an employee of the National Security Agency

be cited for contempt of Congress.

The recommendation was approved by a 6-1 vote after the witnesses refused
to testify at a subcommittee hearing on allegations that the FBI and NSA have
systematically intercepted international communications of private U.S. citizens.

The witnesses based their refusal on written instructions from Attorney
General Edward Ii. Levi and Deputy Secretary of Defense William P. Clements, Jr.
In letters to Chairwoman Abzug, Levi and Clements said they were acting under orders
from President .Ford.

Special Agents John P. Loomis, Walter C. Zink and David G. Jenkins, former
Agent Joe R. ‘Craig, and Joseph J. Tomba of the NSA were judged in contempt by
Chairwoman Abzug for their failure to testify. In addition, all but Tomba were
judged in contempt for failure to comply with committee subpoenaé to produce docu-
ments relating to the interception of cables and telex commmications.

'What the government has done today is tantamount to interference with wit-
nesses before a congressional committee,' said ifs. Abzug. ‘'There is no valid claim
for that interference. Executive privilege went out with the American Remlutign.

That is a privilege of monarchs, not presidents.' P

(more)



.f-",,' - .
* Abzug Release...FBI/WSA Contempt Citation...p. 2

The Government Operations Committee has also subpoenaed documents and appear-
ances of officials of three private cable companies in connection witn the inquiry.
iMs. Abzug said she had been informed by one of them, Western Union International,
that it has been ordered by President Ford not to comply.

"It is absolutely unprecedented for a President to seek to extend his claim of
executive privilege to a private company,'' said iis. Abzug. She said the cable
company witnesses would be called before the subcommittee next week.

As the witnesses, one by one, were called and refused to testify, iis. Abzug
informed them their stated reasons were not valid and that their continued refusal
to answer questions would place them in contempt of Congress, subject to fine and
imprisonment if convicted.

The witnesses said they were relying solely on their written instructions
from their superiors and were not invoking any Constitutional right in refusing to
comply with the subpoenas or answer questions.

' The four present government employees were represented at the hearing by
Irwin Goldbloom, ieputy Assistant Attorney General in the Ciyil Division of the
Justice Department. Craig was represented by private counsel and also by Goldbloom.

‘Rep. John E. Moss (D-Calif.) a subcommittee member, said ‘'the real contempt"
at the hearing had been committed by Levi, Clements and Ford. ‘'They have acted
arrogantly and contemptuowusly of the people's representatives,’ he said. '"This is the
most arrogant display by government officials that I have ever seen."

If the full Government Operations Committee accepts the reconmendation of
the subcommittee, the recommendation will be sent to the iouse floor for a vote.

In addition to Chairwoman Abzug, the other iembers of the Subcommittee are
Representatives Leo J. Ryan (D-Calif.), John Conyers (D-Mich.), Torbert H. liacdonald
(D-Mass.), John E. iboss (D-Calif.), Michael Harrington (D-iass.), Andrew Maguire
(D-N.J.), Anthony Moffett (D-Conn.), Sam Steiger (R-Ariz.), Clarence Brown (R-Chio),

and Paul N. licCloskey (R-Calif.). Ex officio members are Representatives Jack Brooks
(D-Tex.) and Frank Horton (R-i.Y.).
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g The Subcommittee on Government Information and Individual Rights, chaired

by Congresswoman Bella S. Abzug (D-L-N.Y.), recommended to the House Conmittee on

Government Operations today that three special agents of the Federal Bureau of
Investigation, a former FBI agent, and an employee of the National Security Agency
be cited for contempt of Congress.

The recommendation was approved by a 6-1 vote after the witnesses refused
to testify at a subcommittee hearing' on allegations that the FBI and NSA have

systematically intercepted international communications of private U.S. citizens.

The witnesses based their refusal on written instructions from Attorney
General Edward lI. Levi and Deputy Secretary of Defense William P. Clements, Jr.

In letters to Chairwoman Abzug, Levi and Clements said they were acting under orders
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from President Ford.

Special Agents John P. Loomis, Yalter C. Zink and David G. Jenkins, former

Agent Joe R. Craig, and Joseph J. Tomba of the NSA were judged in contempt by
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Chairwoman Abzug for their failure to testify. In addition, all but Tompa were

judged in contempt for failure to comply with committee subpoenas to produce docu-

ments relating to the interception of cables and telex commmications.
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"What the government has done today is tantamount to interference with wit-
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nesses before a congressional committee,' said ifs. Abzug. ‘'There is no valid claim

for that interference. Executive privilege went out with the American Revolution.
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That is a privilege of monarchs, not presidents.'
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The Government Operations Committee has also subpoenaed documents and appear-
ances of officials of three private cable companies in connection with the inquiry.
is. Abzug said sne had been infonﬁed by one of them, Western Union International,
that it has been ordered by President Ford not to comply.

"It is absolutely unprecedented for a President to seek to extend his claim of
executive privilege to a private company,'’ said iis. Abzug. She said the cable
corpany witnesses would be called before the subcommittee next week.

As the witnesses, one by one, were called and refused to testify, kis. Abzug
informed them their stated reasons were not valid and that their continued refusal
to answer questions would place them in contempt of Congress, subject to fine and
imprisonment if convicted. |

The witnesses said they were relying solely on their written instructions
from their superiors and were not invoking any Constitutional right in refusing to
comply with the subpoenas or answer questions.

" The four present government employees were represented at the hearing by
Irwin Goldbloom, ileputy Assistant Attorney General in the Civil Division of the
Justice Department. Craig was represented by private counsel and also by Goldbloom.

‘Rep. John E. HMoss (D-Calif.) a subcormittee member, said ‘'the real contempt'
at the hearing had been committed by Levi, Clements and Ford. 'Tney have acted
arrogantly and contemptuously of the people's representatives,'' he séid. "This is the
most arrogant display by govermnment officials that I have ever seen."

If the full Govermment Operations Committee accepts the recommendation of
the subcommittee, the recommendation will be sent to the iHouse floor for a vote.

In addition to Chairwoman Abzug, the other iMembers of the Supcommittee are
Representatives Leo J. Ryan (D-Calif.), John Conyers (D-Mich.), Torbert H. liacdonald
(D-Hass.), John E. lioss (D-Calif.), lMichael Harrington (D-ldass.), Andrew Maguire
(9-N.J.), Anthony loffett (D-Conn.), Sam Steiger (R-Ariz.)}, Clarence Brown (R-Ohio),

and Paul N. McCloskey (R-Calif.). Ex officio members are Representatives Jack Brooks
(D-Tex.) and Frank Horton (R-N.Y.).
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SUBCOMMITTEE ON GOVERNMENT INFORMATION AND INDIVIDUAL RIGHTS

Hearing on the Interception of Non-Verbal Commmications

By the FBI and NSA

Wednesday, February 25, 1976
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Former FBI Special Agent
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FBI Special Agent, Washington, D.C.
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FBI Special Agent, New York
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FBI Special Agent, New York
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National Security Agency Employee





