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NSA 1 s Version 

SHAMROCK 

It is factual to say that the U.S. Government was pro­

vided substantial amounts of telegraphed information by a 

number of private companies over the years, beginning in 

Worl.d War II and continuing through the Korean period, the 

Cold War era, and the SE Asian wars. This information was 

asked for by the Government, under the authority and with the 

knowledge of the highest levels, and freely provided by a 

number of firms. 

The firms did not ask about nor know the use to which 

the information was put, but they had our assurance that 

it was needed for legitimate national security purposes --

which in fact it was. 

The question of possible impropriety in NSA's use of 

some of the information provided by the companies should be 

addressed, in my view, without reference to the source of 

the information. The procedures used by the companies to 

provide the information were dictateq by the technology they 

employed in going about their own business, and these pro-

cedures were not influenced by the subsequent use of the 

information. In other words, nothing they did was designed 

to provide NSA access to private U.S. citizen communications. 

It was designed to support the U.S. in pursuit of legitimate 

national security activities. 

Digitized from Box 15 of the Loen & Leppert Files at the Gerald R. Ford Presidential Library
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TAB A 

1. A complete explanation of the kinds of communications obtained 
by NSA which may unavoidably include communications of U.S. citizens. 

2. A description, in general terms, of the computerized processes 
which are employed to select our desired messages from those which are 
not desired. This will include what happens to the acquired communica­
tions which are not processed as well as those which are subject to further 
analysis. 

3. NSA is also prepared to testify on the so-called watch lists 
which were in effect between 1967 and 197 3 and which did contain names of 
United States citizens. NSA will discuss from whom the names were 
received, the number of names involved and NSA' s dissemination of informa­
tion pertaining to these names. NSA will also give a generic description 
of the categories of names. 

4. NSA is prepared to testify on one method of collecting inter­
national commercial traffic which was discontinued in May 1975, the so­
called operation "Shamrock." NSA is prepared to offer pertinent records 
and documents. 
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TABB 

1. The sophisticated collection and processing techniques 
associated with NSA operations. 

2. Information which would disclose NSA' s total capabilities in 
this area, or as they relate to obtaining foreign intelligence. 

3. The names of U.S. citizens and organizations that appeared 
on the Watch List maintained by NSA. 

4. The kinds of information described in the FBI' s Tab B, to 
the extent that they involve or relate to NSA operations. 
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October ?.O, 1975 

l3ACl(fJR·')UNr l"~EM'")RA!~DUH F·iR Q".,TJi;fl :>Ir:~rr !{i /\[ Pi'1S "'r' 'I'!TJ.i~ GOVE?:­
Mt.~N'r INF1P.MATI')N AN'C Ii-JDJVIDUATJ 1nr;IITS SUBC Ml'·~]-~"l'i!:J~ ·'))I 'l'IJJ'.. 

I~TE~CEPTION 0F NON-VE~B4~ C1MMUNIC~7IlNS BV I~TELLIGE!~E 
t\ 'JE~'1C 1 E~ • 

Tb is mem0ranoum is prep A red pursurn t t..., .itule ? f t!1 P­

G'1vernmant ')perations Cornrr.lttee .Irrnse Rnle XI, ?(h) nnc pr·'1 -
vidcs reouired informati'Jn for the sul;c0inrni ttce' <1 np<!rnni n~~ 
pu~lic hnnr5n~s on the 1nteroeption of ca~le ond telex 
trnffi c bv members :>f tho Fe1dflral Burenu of Inve:Jtiv·1t.:i rm 
nncl/0r N n t. i 0nn l Security- A,r~oncy . ' -

Back1round 

')n July ?2, 1975, an article in the New York IJ::iil~1r N ...... : 
(att.ached horewith) cbarf5cd thn 111 f"Jr at 1..east five ye3r;; , 
t11e Federal Bureau ')f. Investi~ntirm and the l'Iat5·:m:31 8 1 c11r.i t. : 

f,rrrancy h:;ive r)ut1 nely nnni tored corrmerc ial cable tr'lff\ c r. ' 
-snd fr1m thP. United Stato:;, :inclnciin;.,. m13s:rn·-c.'l hct..w,r" n . 
f0rrd1~n erribas:des 1-iere one 1n ·ir r:JVPrn·r.,,nt:: armn·· t.h,~wc»RlA'' 
'A p.ta.c!.J i.lhl~F.y .$ r:-.1·~ ·:~X A:~. df::. ~'S ~1.\c,tVl'lO:N p s ~O~':> ~ 
~a.-.c."T\e-e ~'5 l:.c!V.U CtAl.£~ec:\ ou ~'1 . F"ec!. .. f ... -.elhl\~~~· -e.. i\:uclirS 
on o. s e1 ec ted and conr, .... rn; 111~ :. ..... • , , S Jwti!. u .. t. w. · 
interception hns appo.rtlntlJ tnken sevcrnl f,...,r~is: Thn.; )~,c.\v6~ 
the physical examination of oll co.hles to nelected c~nnt ·· 
l n one company off ic c, the phys~ c nl exorr:i no. ti on of nl . crib \c S 
to selected countries in another c~mpnny office , nnd tnJ 
::.ecuring fro~ coble c oF.panic::; of telex "line ch~nncl" ~iu·M'-~te.S 
or selected accounts which, with telephone compnny coonorn o , 
allow a federal intelligence a ~ency to intercept all telex 
traffic 0n those lines . 

Purpose of t~e Hearin& 

To detorm~ne the nature of Federal intollir,ancc '.l,.e1ic:i•S' 
intervonti0n in non-vcrbn l c ~::imunicnti ns, \Ii th n view 
est ah 1 is hi n • t tie intrusion of such pr n c t j co 3 ~rn i n d ·j v-j 1 r- 1 

ri:--: ts , and the extent to which c~r-1rnunic"lti.")ns c r.,pnn:i ~:: 51v~ 
1',ndorsl intellir;oncc o .. ,rncio:> c::irLo blnncho t:> the c•M11tiri 11 ·:1-

tionn entrusted to thor.i . Sub-;c(ilionthonrfn s cnn c;-:::J ~ iir • 

the cr:i teria b : which xx.x.:-:X:.Y.:iD~.Y.iX.X~j-:;'{XY.iX~~~z. non - court orch!'"' I 

c or•:muni c n ti ems tnrr~et!J urc noloc tcd , wh / d c tcrrninc::; ti1 "JJa,~"t.$ 
. elected , how the inforinntion received is filco nnd otS:JRl"htA1ore.l1. 
and the value of inf-:> rm a t:!.on roe ci veo by intercep ti nr: "n ·rt.t -011,1·•'­
sccuri ty" traffic tronsmi t ted through comr1ercinl fccj li ti 

. . 
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LEGALITY OF FOREIGN INTELLIGENCE 
SURVEILLANCE AND INTERCEPTION 

The Nixon administration took the position that 

the President 's constitutional responsibility to protect 

th~~~-on empowered him to engage in warrantless tapping 
other o--rr,i:fl.:_ 

or 1n ~ ception of ;;;:; ..... :...... ... ~communications where the "na-

tional security" was involved. Under the Nixon theory, 

this respo~bility extended to both domestic and foreign 

threats to national security. Further, went the Nixon hy­

pothesis , since the responsibility was of a constitutional 

nature, Congress could not limit it by statute. 

In enacting certain limitations on, and procedures 

relating to wiretapping and interception and disclosure of 

oral communications generally in the Omnibus Crime Act of 

1968 , Congress recognizedt;"'~~...;;:.:::::.:.:;;_ ... i"~.... ·':1 the Nixon 

position. 18 U.S.C. § 2511(3) provides: 

[insert text of statute] 

In United States v. United States District Court, 

decided June 19, 1972, the Supreme Court held that~.:.---~~ 

C.--.. ;_~ the President did not have the constitutional power 

to intercept communications relating to domestic threats to 

national security without a warrant. The Court also held 

that section 2511(3) was not a statement of approval of the 

Nixon position, but merely a statement that Congress did not 

. . 
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by the enactment of the provision intend to limit such con­

stitutional power as the President might possess in this 

area. The Court expressly reserved decision on the issue 

present in these hearings -- of whether the Fourth Amendment 

applies where the target of the interception is a foreign 

threat (real or imagined) to our national security.~ I-t-i-s 

,--mY:=.unde.rst.andin-g--that several courts inferior to .Qthe Su-
·-.: 

preme Court have subsequently decided that a warrant is 

required even if the target is foreign in nature, but the 

Supreme Court itself has yet to speak aon the issue . [The 

Library of-=-· c·ongie sS::Was-supposed to .get._me_. the sub-sequent 

s..~-~-e .s, bu!_;.:ha~q_t~ye-::-t=done £-EF."} If the Court rules the 

President has the power to order foreign intercppts without 

a c0urt order - as s :>me c'Jmrnunica t ions companies suggAst -

this area will probab ly be protected • 

. · 
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' Le~ality of Foreign Intelligence Survaillonce & Interceetion: 
I 

· (Insert Eric :rrwmo) 
•t •• 

. · 

W:itnes.r:es 
. 

Representativea ~r ITT W~rld CommuncRtion3 , RCA 
Global , Western Vni9n , Western Union Internnti~n8l , 
the American Teleph~ne & Telegraph C0mp3ny , ond 
the Chesapeake & Pot~moc TelAphone C~mpBnJ • 
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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755 

October 23, 1975 

Dear Madam Chairwoman: 

I appreciate your taking the time to meet with Assistant Secretary Hall 
and me yesterday concerning the hearing which you plan to hold this 
morning. As I mentioned to you, there are matters of importance to 
the national security of the United States which could come up during 
this hearing. They involve 11 communications intelligence activities 11 

as defined in 18 U .S .C. 798. 

I share your deep concern that our legitimate collection efforts in the 
national security area not be used to violate the rights of American 
citizens which are protected by the Fourth Amendment. As you know, 
we have discussed our activities concerning, in your words, 11 inter­
vention in non-verbal communications 11 , with the Select Committees of 
Congress which are now investigating the intelligence community. We 
have given these committees and their staffs access to information con­
cerning this subject under procedures designed to prevent disclosure of 
this information to unauthorized persons. 

I respectfully request that any discussion of this subject avoid public 
disclosure of communications intelligence activities. I believe that this 
is in keeping with 18 U .S .C. 798 wherein Congress expressed its intent 
that such information be kept secret and not made available to actual or 
potential enemies of the United States. 

Thank you very much for your consideration ofmy views on this critical 
subject. 

Sin~~ 

c?(~ 
Lew Allen, Jr. 
Lt. General, USAF 
Director, National Security Agency 

Honorable Bella S. Abzug, Chairwoman 
Subcommittee on Government Information 

and Individual Rights : '; ~ 
.~. I 

~-,. ~ Committee on Government Operations 
House of Representatives 
Washington, D .C. 20515 

.~~/ 
_.< 



HEARING 

GOVERNMENT I.N'F0Rt\1AT!ON AND INDIVIDUAL RIGHTS SUBCQ\JMITIEE 

Interception of Non-Verbal Communications 
By Federal Agencies 

Thursday, October 23, 1975 
Room 2203 - Rayburn House Office Building 

10:00 a.m. 

WI1NESS LIST 

RCA Global Communications 

Mr. Thomas Algie, Operations 'Manager, Washington Office 
Mr. Edward Grunberg, Fonner Operations Manager, Washington Office 

Accompanied by Mr. I.;awrence McKay, Cahill Gordon & Reindel 

ITI' World Communications 

Mr. George McMullen, Operations Supervisor, Washington Office 
Mr. Joseph J. Jacobs, Vice President & General Attorney 

Accompanied by Charles Sifton, LeBoeuf, Lamb, Leiby & MacRae 

Western Union 

Mr. John Walker, District ·Manager for Public Operations, Washington Office 
Mr. Raymond Hooper, Technical Manager, Washington Office 

Accompanied by Richard Hostetler, General Counsel, and 
Richard Callaghan, Vice President for Governmental Relations 

Western Union International 

~1r. 1homas Greenish, Executive Vice President, Operations, New York 
Mr. George Callahan, Operations Supervisor, New York Office 

Accompanied by Nonnan Harrnner, Stroock & Stroock & Lavan 

Che~apeake & Potomac Telephone Company and American Telephone & Telegraeh 
Coll!_pany 

l'v1r. William Caming, Legal Department, AT&T, New York . 
Mr. Earl Connor, Security Supervisor, C&P, Washington 

~tr. Joe R. Craig 
FOrmt:r FBI Agent 
Washington, D.C. 

'•,: 



bEu.A S. AS'ZUG, N.Y., CHAIRWOMAN 

LEO J. h:YAN, CAUF. 

SAM STEIGER, AJtt:t!. 
CLARENCE J. aROWN~ OHIO 

JOHN CONY£.R$, JR., MICH. 
TORBERT H. MACDONALD, MASS"' 
JOt-!N £. MOS$, CAUF. 

PAUL N. MCCLOSKEY, JR •• CAL.IF~ 

MICt-!AEL HARRINGTON, MASS. 
ANOfltSW MAGUIRE+ N.J. 
ANTHONY MOFFETT, CQNN, 

NINETY-FOURTH CONGRESS 

Qtongrtss of tbt i!lniteb g;tatts 
J}ou'e of l\tpt~tntatibt' 

GOVERNMENT INFORMATION AND INDIVIDUAL RIGHTS 
SUBCOMMITTEE 

OF THE 

COMMITTEE ON GOVERNMENT OPERATIONS 

RAYBURN HOUSE OFFICE BUILDING, ROOM 8-349-8-C 
WASHINGTON, O.C. 20515 

October 24, 1975 

Lt. General Lew Allen, Jr., USAF 
Director 
National Security Agency 
Central Security Service 
Fort George G. Meade, Maryland 20755 

Dear General Allen: 

11lis is to request your presence before the Subcommittee 
on Government Infonnation and Individual Rights on Tuesday, 
October 28, 1975, at 10:00 a.m., Room 2247 of the Rayburn House 
Office Building, to explore with the Subcommittee your reasons 
for requesting that we not hold open hearings regarding our 
examination of the National Security Agency's and the Federal 
Bureau of Investigation's monitoring and interception of cable 
and telex traffic. 

225-3741 

At the Subcommittee hearing yesterday, the Members specifically 
requested that you be invited to appear to develop more fully 
your private assertion to me on Wednesday of this week that 
national security was involved in this matter. When I asked 
you to specify just what area or areas were concerned, you 
replied that the national security questions were so intertwined 
with the entire subject of the inquiry, that, though the inquiry 
was valid, it should either not continue-or, at least, be closed 
to the public and press. 
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FR0!1l TIIB SUBCOI .. NIT1EE ON GOVERNMENT 
INFORMATION AND INDIVIDUAL RIGHTS 

FOR IMMEDIATE RELEASE 
TI IUHSDAY, NOVEi·IBER 6, 19 7 5 

r~EWS RELEASE FOR FURTilER INFOR.t\11\TION CALL 
TH/OTllY INGRAM AT 225-3741 

ABZUG APPIAUDS QIDRQi RELEASE OF "SIW•iROCK" REPORI' 

Rep. Bella S. Abzug (D-N.Y.) today corrnnended the rele~e of the "Operation 

Shamrock" report by the Senate Select Committee on Intelligence. 

The report expands on information recently released by Rep. Abzug's House 

Government Infonnation and Individual Rights Subcorrnnittee. In hearings held before 

that subcommittee on October 23, 1975, it was stated that commercial cable companies 

had been cooperating with the FBI and National Security Agency for over 30 years 

in monitoring cable and telex traffic. 

Rep. Abzug stated: 11This finding reinforces my determination that Congress must 

continue to investigate abuses of the intelligence agencies and must outlaw the 

abuses disclosed. It is a shame that the American people should have to fear the 

intelligence agencies ostensibly dedicated to protecting them." 

Rep. Abzug said that her Subcorrnnittee would continue its own investigation of 

the allegations and would hold further hearings on the matter in the near future. 

Subpoenas will be sought for the cable companies involved and for other necessary 

witnesses. 

Ms. Abzug also stated that she had asked General Lew Allen, head of NSA, to appear 

before the Subcorrnnittee in open session on Friday, November 15, 1975. 

'!he text of the Abzug-Allen correspondence is attached. 
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GOVERNMENT INFORMATION AND INDIVIDUAL RIGHTS 
SUBCOMMITfEE 

OF THE 

COMMITTEE ON GOVERNMENT OPERATIONS 

RAYBU~N HOUSE OFFICE BUILDING, ROOM 8-349-8-C 
WASHINGTON, D.C. 20515 

November 6, 1975 

Lt. General Lew Allen, Jr. 
Director 
Central Security Service 
National Security Agency 
Fort George G .. Meade, Maryland 20755 

Dear General Allen: 

Thank you for your letter of November 5, 1975, acceding to the 
Subconmtittee's request that you appear before it in connection with 
our investigation into the monitoring of cable and telex traffic 
by the Federal Bureau of Investigation and the National Security 
Agency. 

ZZ!:l-3741 

I appreciate your concern, as noted in your letter, that cl~ssified 
infonnation not be disclosed to unauthorized persons. I have previously 
stated that should infonnation which would damage the national security 
be involved, the Subco1mnittee would receive the infonnation in execu­
tive session and appropriate procedures would be taken to safeguard 
that infonnation. 

However, one of our principal concerns is to seek from you guide­
lines as to what portions of the Subcommittee's inquiry into the 
question of cable and telex interception, if any, should be conducted 
in secrecy. A discussion of such guidelines - - much like a discussion 
of classification standards -- can, it \vould seem to me, be conducted 
in open session. 

In other words, the session should begin in the open, as with any 
other hearing of this subc01rnnittee. Should matters arise which Hould 
require discussion in closed session, the members can then decide to 

.go into executive session as provided for under the Rules of the House 
and of the Committee on Government Operations. 

. ;'\,. 
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Lt. General Lew Allen, .Jr. Page 2 

I would request, therefore, that you nppear before the Subcommittee 
next Friday, November 15, at 10:00 a.m. in the House Government 
Operations Corrm1ittee hearing room, as outlined in my earlier letters. 

With best regards, I mn 

Sincerely, 

BELLA S. AEZUG 
Chainmman 

; . 
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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755 

The Honorable Bella S . Abzug 
Chairwoman 
Subconunittee on Government 

Information and Individual Rights 
House of Representatives 
Washington , DC 20515 

Dear Madam Chainmman : 

Serial: Nl276 
5 November 1975 

Please accept ~y condolences upon the recent death 
of your mother . 

With regard to your request of 30 October 1975 that 
I appear before your Subcoronittee , I would prefer to accei_)t 
your offer to postpone my appearance until at least Friday , 
7 November 1975. Preferably because of the press of other 
business and to have ample time to prepare for your hearing , 
I \vould appreciate a delay , if possible , until early the 
following week . 

As you can well appreciate , the subjects on which you 
have asked me to testify in public hearings involve highly 
classified information. In an open forum , I could not 
testify on them in any r.:eaningful fashion, and if asked 
questions on these subjects, I would have to decline respect­
fully to answer for reasons which I would ask to explain in 
closed session . 

While I want to cooperate with the Subcorri.mittee, I 
must take all reaso;iable steps in accordance with the law 
and the President's directions , to ensure that classified 
information is not disclosed to unauthorized persons . 

My staff is available to meet at any time with your 
representatives to work out appropriate procedures to safe­
guard this classified information. These arrangements should 
cover access to and protection of the information . In 
addition , appropriate arrangereents concerning publication 

. . 



~ - Serial : Nl276 

of the classified information , such as the procedures agreed 
to by the House Select Committee on Intelligence, "ti-1111 need 
to be worked out . 

Once these procedures are established , I wil l be 
available to neet with your Subcommittee in executive session. 

Sincerely, 

LEW ALLEN, JR. 
Lieutenant General , USAF 

Director 

.. 
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(
\ ..... -'J.: 1,t, 11 _: i~~ c'\?~Ct '.·:~:'tern Linion to he available to testify. .John 

Walker, · .. ho has been r..1.r1ager o.f the i\ashington puhl ii.: offke since 1970. 

stated tt:at Craig visiteu :i:e offic~ frequently on a social basis. Ray 

Hooper, r.'.ana~er of Technical Services in the Washington office, stated 

Cr:J.ig an<l his success0r requested :l.-id received numbers of telex lines. 

The Western Union pecpl~ deny that they ever gave the FBI access· to cab.Les 

in the Washington office. .\~ent C,rai~ refused to confirm or deny that he 

collected cables at th.e l1iesrern Uaion office. It should be kept in mind 

that since i\'estern Union i:; only involveJ in domestic traffic, any foreign-

bound cables they accept are passeJ al0ng to one of the international cqmpe14ies 

(e.g., RC..\ Global, Irr WorlJ, Western Union Intern:itional) for actµal traps-

~ission ahroad.) 

WES'lt? .. ~ LNICA~ INTER."IATtONAL . 
I 

(~CJI'E: We e~-pect Thomas Greenish and George Callahan of t~U.I to 

testify, though Greenish may not l·eturn in time from a trip to Japan. 

(Greenish, who is an Executtve Vice President for Operations , states 

that in early 1965, he learned of a Record.'l."1< machine located in the company's 

oper;:itions room which \oias n•)t owned by the company. He learned that the 

machine belonged to NSA and was sen;.ced once a week by an NSA operative 

who would tak~ away the exposed roll of film and :tnstall a new one. The 

specific proc~ was that whene\le:r a cable was sent tmder a "foreign govern­

ment tari ff' t (i.e., a special rate for foreign governments) , the MJI operator. 

would take i t over to the Rccordak and photograph it. \•,hen. Greenish 

discovered the exis.teru..:e of :th~ t.iad1ine i.n 1965, he asked th~ NSA man who 

I 

. . 
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serviced 1 t for .::-L"1 au:h0l'i:i..:.g l~tte:r. No such letter was forthcoming, and 

Ne .. , r"'~·o·-- ·1 '" 1·e i~.,c~; ""\-"' ... ;... ... ,1 .. ·1 • ·'"'ek late•r ) vi\ . <; ... ! v '::"U l d I~ "·'-· ·- <- ..;L• • '- , •''-' • • 

(George Callahan has been i.dth l'llJI and its predecessor for 29 years, is 

presentl;- ;1 supervisor irl th~ operations division. Since 1970 he has been 

a supervis0r in the cot::p~-141Y' s :\'ew York operations center. From then tmtil 

1Y71 or 1J72, FBi ngent \';al :er Zink (and subsequently Agent David Jenkins) 

\\ould call or '\ii.sit the oifice from time to time and ask Callahan whether 

they had specified foreign mission or foreign agent accoLUlts (i.e., supplied 

their telex facilities); if C:llla..'1311 answered in the affinnative, the agent 

would request and receive t~1e telex charmel number (which, with the coopera-

tion of the telephone ccr.ipany, "·oul<l permit the FBI to intercept <lirectly 

telex messages flowing to o.n<l from that telex facility). The list of countries 

~ah.out which Callahan was asked included about 50 names, of which \~UI had only 
' ' 

about four accot.mts. The· countries about which the FBI asked were both 

co.'illm.mist and noncorrununist. Callalmn says that this practice was discontinued 

about a year ago.) 

(NOTE: E3il Connor and h"illiam 'Caming are expected to testify for C&P, 

which is a subsidiary of ATf1T. Cormor is a Security Supervisor at C&P and Ca.ming 

is an attorney for AT&T. 

(Connor, who has been with C&P for about 30 years, was interviewed on 

October 20. He stated that C&P routinely cooperat.:..'d with the FBI on "national 

security" requests .as to hhkh no cmfrt otder wa;; presented. Thls practke of 

~ooreration goes back at least to World \Var II. rbwever, Connor said t,hat 

'Cf1P ftlakeS: it.:; faeilitits 2Yai lablt? to the FBI ~.!!!~.'! demanding to know whose 

. . 

' .. 
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phones or telex liEes 2rc tht- suhject of interception; accordingly, C&P has 

no way 0: knowing \.;}-}ether th~ inte rccptiuns in fact h:.ive any connection with 

"national s.::·:.1Jrity".) \ 

,, 
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WITNESS LISf 

RCA Global Co1m1un:.('..:1t:orL~ 

Mr. Thomas A1gie, Operat10ns Manager, Washington Office 
Mr. EJ.•ard C.'"tmh~rg ~ F\.)C1er Operatio11s Manager, Washington Office 

1\ccon1p<titie<l by ~·T. t;"-'·ffence ~fcKay, Cahill C:Ordon & Reindel 

I'lT l',\n)<l (01 ?m1tmica.tlon.~ 

·~Ir. Gt:orge Mc~·!td lc!1, ('perations Supervisor, Washington Office 
~:r. Jci.~~ph .J. ,Jnc.;ibs , \"l..:e Pn:s i<lent ~; licn~ral Attorney 

Accqml)Hf'lied by G1arles S i fton , I.c!beL!f, Lamb, Leiby ~ M8.cHae 

Mr .• John Walke r, Dhtrkt ~!anag.er fo·r Fu11lic Operotjons, Washi.ngt:Jn Office 
t-h·. Raymond dOl.~I~~r , Technii..:al Manag~r , l'ioshi.ngton Of flee 

Accoinpani:.'Cl by Richard Hostetler, General Counsel, and 
Ri.cffitrd Calbghan, Vice President for Governmental Rclaticns 

Nestern Union rntornational 

r·!r. Tho1iia.:> Grt~·~ni.sh, Executive Vice:' Prcs·ident, Operations, ~ew York 
~~r. wor!!i;: C~11Lahan, Oper~tioos Supervisor, New York Office 

A<;cob:panLed by i\01tn.1n fla.r:imer, Stroock & Stroock & Lavan 

q1~-~?t.ke __ ft;,_]:_o_t()mac: n~1!JP.00!'~_f_oi:.T.'..~.!1JC and i\nie!.!_c;al'!_ Tc 1-<::.Ph.9.!!_~_!j_ Tc}EZ!~b. 
~OinJ?_an}C 

Mr. William Caming, J.egal ti~Tartment, AT&T, New York 
~-if'. j~arl Cona•'r , Sl"turi.n~· .!Supervj~or. Cf1P , Washin~t0T1 

Mr • . l<)C r~ ._c r::tl ll 
E-()n·i-; r r '~ · ,\ ~(·nt 
Wfl;;hingtort, D.C. 
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· October 23, 1975 

STAID·1E'iT r_;:..: C-t\IRWOH~N BELLA 5. AJ3ZUG FOR HF.ARI);G 
ON TI-If. · INfl2.""\CE.UfION OF NON-VER.BAL CO~NUN[CJ\TIONS BY 
flillEP.AL ~\GDiCIES, BEFORE TI-ffi SUJ3CO~MITIF.E ON GOVERN .. 
ME?if H-.."FOR"t~fION ANO J.NDNIDUAL RIGlITS 

'· 

. . 
This hearing was scheduled to examine allegations that certain Federal 

agem:ies -- spec:ifially the Federal Bureau of Investigation and the National 
. . 

Security Agency -- have reeularly intercepted and copied personal telegrams 

'· 

L 

. . . 

.•. 
I ., 

and cables for at least the last 30 years, without court order and probably 
. . . . . ~c-r~ feMJ~tV~~~/~ .. 

in violation of the 1~ourth Amendment. Facts relating to these allegations 
/\ 

l1ave been fully developecl in an investigation carried· on by the staff of 

this subcommittee over the past six weeks and. it was our intention to place 

on the record todny the testimony of various witnesses as to the details of 

these interceptions. 

i-:or reasons that I will cxpiain in a few minutes. almost all of the 

witnesses we had scheduled to appear have refused to do so, though they 

originally indicuteu that they would appear. Accordingly, I ~hall now 

pl.HCC upon th,c record the results of our stnff investigation, results that 
·w:Y-.... ~ M.~ 
. -- tlmt the FBI and NSAr • 

f
a..,,~~ Z.\>~,~» ~ . 

ha1tc , . . ~ illcg;il and unconstitutional interce_ption and copring 

of p1·iv<\te conum.micat ions sent by private indivi.<lunls. 

. . 

f -
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Jv·~ l·H• J·j t.:' a i ota,..:r l ·.iH agent \-;ho ha:s bcc•l '-~mLa~Lc.;J by our stuH 

aJiid. sp~ken to at some len_gth. I asked him, in writing, to testify in public 

session. 111c suhccmmlttee's letter requesting that he testify was answel"e<l 

not by h.irn. but by r-BI Director Cl:irence Kelley, '"ho statetl l:ha~ th~ f.BI \f;oulU. 

not pe1rut Craig to appear because the matter was under investigation. When 

.. 

1 

. . -
... •. 

I met with Deputy ·Attorney· General l!.arold fyler yestor~y afternoon, the onlysp~fi·-
c.o-,.c.un : 
~ he exp_ressed · relative to the claim that the matter was \mcler investigation 

was tho.t \.;e would fail to warn \~itne.sses of theit" rights· and thus risk tainting 

any subsequent criminal proseoition. I informed 1vlr. Tyler that ·We would 

inform each ·witne:;s of his r:l:ghts umle:r the Mirru\tla <lt:cision and asked \"hefaer . . ... 
he could cite any . ot.1-ier reason '1-ihy we should not proceed as scheduled. He 

could not and did not. Ncv·ertheless, FBI repre:;entatives .lator informed 

me t~at the Bureau persisted in its refusal ~o permit ~Tr. Crnig to appear. 

RCA Global and ITr World Conununica.tions had- .inclicated a willingness 

to test.ify ~Je~ore the subcornd t tee. Suddenly, only a day or so ago, they 

infonned me that they would not appec:'-r 'Wlless {:.~~.' .. .,..-... ·. subpoenaed. I don't 

know for certain what .caused them to change their minds so suddenly and so 

. completely 1 bU: the circumstantial evidence pro~rided by yesterday's visitations 

is strong to say the least. 

I 
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On July 227 1975, Ul\ axticle in the New York Daily News charged that 

for at least five years·, the Fecleral nureau of Inve~tigatlon ancl. 
the Nation.:tl Sccurit:y Ag~~u.cy have routin~ly monitore<l COlfl.merc.ial 
cuble traffi•:. to and. ;from the United States, inclucling message:; 
batween foreign e1:ibassic;i here ancl their governments aroun.J. th~ 
worhl. · . \, 

.111e staff im;e:itigation shQws that such. practices ·have be~n conduc·ted a~ 

least; since World War II a..'l.d that th~y have taken· several forms. 111ese forms 

inclutle the physical examination of ·all cables· in the Washington office of . - . . 
RCA Global C0irmunications 7 Inc.; the ·physical examination of all cables to and 

. . from selected countries in the Washi;Iigton off ice of ITr World Communications (a 

s~bsidiary of ITt(T) ·a.ncl the sec\.lring f:rom cable coinpanies of telex "line channel' '. 

numbers which, with telephone company cooperationt permi.t interception of all telex . -·~.:!::... 4;'1'-'~ 

traffic on t~~ lin~s. (Telex is a method of: written convnunication, pa:rtaldng of 

features of both tcle2ram and telephone. It allows the user of telex: equipment 

to couununicatc directly from one station to another in private written m~ssages. 
. I 

It is widely used by· individuals and businesses havi_ng a nee<l for extensive 

private communication among a neti-iOrk of offices. Written messages are sent . 
over normal telephone lines and interception is done in the srune manner in \ihic.h 

a tcleph~ne line is tapped.) 
.. 

The subconunittce's staff has talked with numerous potential witnesses,. in-

cluding present and former employees of the cable companies who had cli"rect 
· .>tr;i-C~ltr, 

knowledge of the procedures fo}lowed and a fonner agent of the FBii\who for many 

yc:.irr. had the job of visiting the cable comp:mies on a ~·cg,ulnr basis 211d ei th~r 

· going thr~ugh the cables in tho companies• offices or tnk.ing them away for 
. . 

a tjme and rct.un1ing them later. Since these witnesses are not with us ~~cay, 

· c\ur.: to su<.11.fon, suspicious 7 last-minute ·refusals to ·attend, T shall 

.. 
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now set forth t.a'le substance of what they said in the~r ·interviews wlth our 

staff. 

~C..\ GLOSAI .. CO.\~\.iUNIC.'\TIONS, INC. 

. . 
1'homa.s J\.lgie, Operations Manager of RCJ\ Global's Washington office, w~ 

int~rvi.e•,.1ed by in•1estiga_tor F.ohert Fink on ·september 10~ 197~. At that tL-n~, 

Algic :>tnted that it l-1-as the practice o·f Government agents, ci ther from the 

f3[ or t.he }iSA, to co111e. to RC:\.Global's office at about 3:·oo a.m. eac.'l mor:t.L'lg 

ancl read through al.l o.f ·the i.I'l.ternational cabl~s, photographing any in which · · 

they had a particular interest. Th.is pr0cedure continued Until approximately . . . 

Nay 1975. 

. .. 
"" 

Algie _also stated that he was introduced to FBI Agent .Joe Craig shortly ,.,: 

_aft.er taki~g over the managemen.t of the Washington office hi. en.rly 1973. At ~ lf;f 

tl1at time,· Cra:t!i requested th~t Algie allow the FIH to scan all the cables 
. s"~e. a-f;~.o . 

and photocopy / /\traffic. Alg.ie pennittcd this because he understood -that it·was merely a conti.nuation of the long-standing p-rac.tico of the office. 
. " . \f~(l~ ·f. 

Craig also reque~ted and received from Algie numbers of/\telcx. linas, _ 

. i. 

Agent Craig, whose statements will be covered in· more detail shortly., has 

acknowledge that he picked up cn~les from company off ices daily, but says that 

his work was done during the day. 111is claim, if true, suggests that the 
. . :;·'1'~ ln~ tf~ ~ +t.o_ F BJ: • 

ni~ht.time vis.its \.;ere from 

ITT \\DR.LO CO~MUN [CATIONS ........-------·---..,......,....-

George ~~Mullc1i, who ha~ hecm \vith ITf World Conmµnl:cati.ons (or its 

pr~d~cssors) for 36 years, wns interviewed on September 30, 1975. He st~tcd 

. . 

•.· 
.. ' : 
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that FB! Agent Craig would. visit ITT' s Washington office daily at about 11:00 a.l'l •• 

l.;oul<l pick up the compan.y's copl:es of all -cable traffic to and .from a selec~ed 

list of col.llltries, and \o;ould return the material at about 3:00 p.m. the same 

cby. 

I stress her~ 

that all ca.bl.e traffic to an9. from these countries was examined by the FBI~ 

whether sent ~or addressed to Arilerican citizen·s or not. 
f . . . . 

"flle specific procedure was that each operator in the operations room "l~Oul.d 

set ·a.side the cables to and from ·countries on the curr~nt list amt give them 

to the sup~:rvisor, who would thett. place them in an envelope. rnd give them 

to /\gent .Craig and~ nfter ·Craig r.ctired last year, to /\gent "Ducky" Loomis . 

. rflte p1·epared statement _<?f Joseph· Jacobs, Vice President and Gene:ral 

Attornt-sy, which \\l:lS trD.nsrnitte<l to us before ITI' s sudden refusal to cooperate, 

acknowledges the e.xi·stence of the practice but clai.m:s that it is legal as 

an adjunct of the President's supposecl authority to "demand•• disclosure 

of international cornmtmications in spite of the prohibitions contained in 'the 

Corrnnunications Act and the Federal Criminal Code .(Title 18, United States Code). 

Mr. Jacobs cites in support of his posi~ion a co1m1ittee report on the 

Communications Act whicli rcfors to "the acquisition of counter-intelligence 

against: t.he ho~·tile actlon of. foreign powers." TilClt is not the kind of 

I • • i h act.tv1ty at ssl~e ere. \'ihnt we arc concerned wit.his the indiscriminat<? 

interception of _cables sent by aml to prlvatc c:i.ti7.cns. 

. . 
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' Joe. lL Ci."'oJ.!!. a foniler fBC agent, was in.tervie\.;ed o.t his }lome in. Sp·ringfiald, 

Virginia, en October 13. Mr~ :Craig retir~d la.st December aftet" 35 years with the 
. . 

H.>I, tr.ost of 1..-hi.ch ware spent in the Washingtot1 field office. For about a deeadc ... 

· between "J.964- aml .. i~74~ Craig w~ the ·rar •s liaison man to the telegr:iph company 
\ 

0£.fices i.n t~ \'iash .. L""lgt.on a:e~, k~epln~ in close ~cmta~t withi th~m orl GI.!\ on~om~ 
• 

basis. . i 

. 
he inu.de his pick-ups <luring t.he day and neve~ at night; the returns o.E the 

·niessages were roa<le the afternoon of :the d:ay they ware · originally picke<l up. 

Craig cla~ed. to have no knowledge 9f 1\igh.ttime pickups by any other agencies·. 

(Testinmny of lT'f's f.fc}.fu~l':n is that Cra~ came around during the day to pick 

,UP. messages; Western' Union says that he CDme by day and 0d.id not pic:k tip lilessag~s, 

but Craig n~fused to confit,ln or deny whether he p:i,cked up rr.essages at. Nestem 
' ..... ,- . 

. Union; RCJ\'s A!&ie testifies that the cables were picked up at night, but did 

not name Craig or even any specific agency.) 

Craig refuse<l to say what messages he picked up, what criteria (if any) 

govern~ their selection for pick-up, or who made the selection. He refused to 
, .. . 

confirm. or d~~y \~hethe'.r cable ~~mpany emp.l~~ees were · paid by \he ~BI fo~ 
selecting out or turning o~er cables, instead laundii!lg into. aJ\ extended dis .. 

cussion of how funds paid by the FBI to informants ~nd nonsalaried :individuals 

h~c.l to be carc!uily nccotmtccl for. 

CTu.ig hellc.ves that arr~ngc::rnents bP-t:ween the i-=ur 3nd the companies were 

inforv.ia.l und urn-;-r"ittcn,, though he thinks that intel'nal. FBr records exist relating 

t~ the az::r.~mgements. u~ Ot}lie\l'eS that the aITMKements included doli'~$tic 

. . 

L 
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.Col!rt. '107 U.S. 297 (1972) as well as "national securlty". 

Crn.i.~ conf.inned that h~ ·· had requested tc:tex channel m.unbers .from cabl~ 

comp:.mies., but ··refused. to p:-o'lide any additional in.fonnation on this suhj~~t. 

Today is Thursday. October· 23. As 0£ last Monday, <ktober ZO, the iour 
• 

cable companies -- ~~CA Global., rrr Wo·rld Corrn1tmications. Western Union and 

lvestem Un.ion International -- and the Cf#P Tel~phone Company h~d agreed to 

produce the appropria:te indlvidual~ today as witnesses.· Mr. CTa.ig had 

coop~'t'ated ·with the subcc(J1'11.ittee?s lnvestigac.ion and lmd not ·reft.l!>~ to · testify 

before .the hearing~ 
. 

Since Mond..--ly. RO\ Global and l1T W9r).d Com1m.ulic:;ations have reneged on 

the.i~ agreements, demand.Ulg on a11nost no notice ·thnt they be subpoenaed before 

they will app~r. Al though all of our commlDlication with Mr. Craig. who is 

a- former ·FBI agent, had been <lirec.;tly with hiin, we received Tuesday n lett~r 

from FRI Director Kelley stating that he would not permit Craig to npp~ar 

because the matter in question is under investigation. As I not~d earlier~ 

Deputy Attorney General Tyler, \~i~h whom. I met yesterday afternoon, was unable 

to provide any "'.olid reason 1<1hy Mr. Cr~g ~hould not appear before this 

subcommittee .. 
·········-- .. 
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I ·had c<:fJnrersations yester<lay with representatives 

of' the ·National Securit-y Agency who made unspecified claims 
. 

that "nationa"i security" 1·equircd that this hearing be ,,. 
· abandoned, po~t·pon.ed or closed to the public an<.l th.e press. 

I .informed th.~m tha.t · we would be williflg to hear in e:c·~cu-

tive session any in.formation actually damaging to national 

security. However. they offered m~ no guidelines on this 

point, simply stati·ng that the entire hearing involved 

"'nat'ional secu_rity'·~· This cannot .be the way a .: congres­

sional committee investigating matters of privacy and 

in~ividual rights ·operates. 

· ; I am compe~·led by the course of events I have out-

1 ined here today tq conclude that while the objections raised 

by the Justice D~partment~ the NSA and the White House may 

relate to "national · security", they ai·so reflect cmbarass ~ 

ment at the crude a~d.unconstitutional. way in which the FBI~ 

the NSA and similar Executive branch agencies have for too 

long bt.:en conductil\g their business in this country. These 

o.bjections and this pressure are further proof of the need. 

for this ·inquiry ' and for greatly increased accountability 

to· Congress on t~1e pal"t of these agencies. S.adly, the 

~eeord speaks for itself~ 
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RAYBURN HOUSE OFFICE BUILDING. ROOM 8-349-8-C 
WASHINGTON, D.C. 20515 

October 20, 1975 

BACKGROUND MEMJRANDUM FOR OVERSIGHT HEARINGS OF 1HE GOVERi'lMENT INFORMA­
TION Ai'ID INDIVIDUAL RIGITTS SUBCOMMITIEE ON THE INTERCEPTION OF NON-VERBAL 
COM.\lUNICATIONS BY INTELLIGENCE AGENCIES 

Thursday, October 23, 1975 
Room 2203, Rayburn 

10:00 a.m. 

This memorandum is prepared pursuant to Rule 2 of the Gove mment 
Operations Committee House Rule XI, 2(b) and provides required infonna­
tion for the subcorrnnittee's upcoming public hearings on the interception 
of cable and telex traffic by members of the Federal Bureau of 
Invesitgation and/or National Security Agency. 

Background 

On July 22, 1975, an article in the New York Daily News (attached 
herewith) charged that "for at least five years, the Federal Bureau of 
Investigation and the National Security Agency have routinely monitored 
corrrrnercial cable traffic to and from the United States, including messages 
between foreign embassies here and their governments around the world." 
A preliminary staff examination of this allegation, shows the practice . 
has been carried on by Federal intelligence agencies, on a selected 
and continuous basis, since World War II. The interception has apparently 
taken several fonns: These include the physical examination of all 
cables in one company office, the physical examination of all cables to 
selected countries in another company office, and the securing from 
cable companies of telex "line channel" numbers of selected accounts 
which, with telephone company cooperation, allow a federal intelligence 
agency to intercept all telex traffic on those lines. 

Purpose of the Hearing 

To determine the nature of Federal intelligence agenc ' intervention 
in non-verbal communications, with a view to establishing the intrusion 
of such practices on individual rights, and the extent to which corrnnrn1ica­
tions co1npanies give Federal intelligence agencies carte blanche to the 
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comr.1Unications entntSted to them. Subsequent hearings can examine the 
criteria by which non-court ordered commWlications targets are selected, 
,.,·ho detennines the targets selected, how the information received is 
filed and disseminated, and the value of information received by inter­
cepting "national sec..irity" traffic transmitted through commercial 
facilities. 

Leg~lity of Foreign Intelligence Surveillance & Interception 

The Nixon· administration took the position that the President's 
constitutional responsibility to protect the nation empowered him to 
engage in warrantless tapping or other interception of oral communica­
tions where the "national !->ecurity" was involved. Under the Nixon 
L~eory, this responsibility extended to both domestic and foreign 
.threats to national security. Further, went the Nixon hypothesis, since 
the responsibility was of a constitutional nature, Congress could not 
limit it by statute. 

In enacting certain limitations on, and procedures relating to, 
wiretapping and interception and disclosure of oral corrrrnunications 
generally in the Omnibus Crime Act of 1968, Congress recognized the 
Nixon position. 18 U.S.C. § 2511(3) provides: 

(3) Nothing contained in this chapter or in section 605 
of the Corrrrnlfilications. Act of 1934 (48 Stat. 1143; ·47 U.S.C.· 
605) shall limit the constitutional power of the President 
to take such'measures as he deems necessary to protect the 
Nation against actual or potential attack or other hostile 
acfs of a foreign power, to obtain foreign intelligence 
information deemed essential to.the security of the United 
States, or to protect national security information against 
foreign intelligence activities. Nor shall anything contained 
in this chapter be deemed to limit the constitutional power 
of the President to take such measures as he deems necessary 
to protect the United States against the overthrow of the 
Goverrunent by force or other unlawful means, or against any 
other clear and present danger to the structure or existence 
of the Government. The contents of any wire or oral col11!Tilmica­
tion intercepted by authority of the President in the exercise 
of the foregoing powers may be received in evidence in any 
trial hearing, or other proceeding only where such interception 
was reasonable, and shall not be otherwise used or disclosed 
except as is necessary to implement that power. 

In United States v. U::iited State~ District Court, decided Jtme 19, 
1972, the Supreme Court held that the President did not have the 
constitutional power to intercept commtmications relating to domestic 
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threats to national security without a warrant. The Court-also held 
that section 2511(3) \\as not a statement of approval of the Nixon 
position, but merely a .statement that Congress did not by the enactment 
of the provision intend to limit such constitutional power as the 
President might possess in this area. The Court expressly reserved 
decision on the issue present in these hearings -- of whether the 
Fourth.Amendment applies where the target of the interception is a 
foreign threat (real or i~agined) to our national security. 

The U.S. Court of Appeals.for the D.C .. Circuit has subsequent;,ly 
decided that a warrant is required.even if the investigation is in the 

·name of foreign intelligenl:e and national security,. but the Supreme Court 
itself has yet to speak on the issue. Zweibon v. Mitchell, 516 F.2d 594 
(D.C. Cir. 1975) (Court expressly noted that target was no·t an·agerit 
of a foreign power)-.· the Court ultimately rules the President has the 
power to order foreign intercepts without a court order -- as some 
comrmm.ications companies suggest -- the companies' activities in this 
area will probably be protected by section 2511(3). So far as we are 
aware, the specific issue is not presently under consideration by the 
Supreme Court. 

Witnesses 

Representatives of ITT World Communications, RCA Global, Western 
Union, Western Union International, the American Telephone and Telegraph 
Company, and the Chesapeake & Potomac Telephone Company. 
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RED TAG THE WHITE HOUSE 

WASHINGTON 

January 19, 1976 

MEMORANDUM FOR: JACK MARSH 

THRU: 

FROM: 

MAX L. FRIEDERSDORF 
VERN LOEN 

CHARLES LEPPERT, JR.tJ<'/..~ 

SUBJECT: House Government Operations Committee 

On Thursday, January 2Z, 1976, Rep. Bella Abzug will request the House 
Government Operations Committee to issue subpoenas for the appearance of 
certain individuals before the Subcommittee on Government Information and 
Individual Rights concerning violation of privacy and individual rights, violations 
of the fourth amendment and violations of federal communications laws. 

The subpoenas will direct the appearance of the following individuals with certain 
corporate documents: 

(1) Mr. George Knapp, President of ITT World Communications and 
Mr. George McMullen, ITT Operating Supervisor, Washington, D. C. 

(2) Mr. Howard Hawkins, Chief Executive Officer, RCA Global Commun­
ications, and Tom Algie and Edward Grunberg., RCA Global Commun­
ications, Washington, D. C. office. 

(3) Mr. Tom Greenish,, Executive V. P., Western Union International, 
and George Callahan, Washington, D. C. representative. 

(4) Mr. Joe Craig Retired FBI Agent 

(5) 

Mr. Bucky Loomis 11 11 11 

Mr. Walter Zink " 11 11 

Mr. David Jenkins 
Mr. Joseph J. Tomba, 
Ellicott City, Md. 

11 II II 

Retired NSA Employee now living in 

Considering the 29: 14 membership ratio of the House Government Operations 
Committee and the disposition of the Chairman Jack Brooks on the issuance of 
these subpoenas it appears that there are sufficient votes to issue the subpoenas 
if the matter comes to a vote before the Conrmittee on Thursday~ January 22. 
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Three members of the Government Operations Committee who are sitting 
members of the Pike Committee could be helpful in this matter if necessary. 
They are: 

Rep. James V. Stanton (D-Ohio) 
Rep. Les Aspin (D-Wisc.) 
~ep. Robert Kasten (R-Wisc.} 

Strong proponents for the issuance of the subpoenas will probably be: 

Rep. Bella Abzug (D-NY} 
Rep. Leo J. Ryan (D-Calif.} 
Rep. John Conyers (D-Mich. } 
Rep. Torbert Macdonald (D-Mass.) 
Rep. John Moss (D-Calif.) 
Rep. Michael Harrington (D-Mass.) 
Rep. Andrew Maguire (D-N. J. ) 
Rep. Toby Moffet (D-Conn.) 

Chairman Jack Brooks indicated to me some time ago that if Mrs. Abzug 
requested the Committee to issue these subpoenas that he saw no reason for 
the Committee not to go along since the information being sought had already 
appeared in the newspapers. 

· cc: Tom Loeffler 
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Honorable Bella S. Abzug, Chairwoman 
Governrnent Inforn~ation and Individual 

Rights Subcommittee 
Committee on Government Operations 
Rayburn House Office Building, Room B-349-B-C 
Washington, D. C . 20515 

Dear Chairwoman Abzug: 

This letter is intended to supplement two earlier letters 
fron~ Deputy Secretary Clements to you dated 18 February 1976 
and 23 February 1976 respectively. 

We wish by this letter to reconfirin to you and to the 
members of your Committee the willingness of the officials of 
this Departn~ent and of the National Security Agency to cooperate 
in every appropriate way to satisfy your Conunittee' s requirements 
for docwnents and testimony as they affect the activities of _.oill¥i:eriee:nk: ' 

·' .. ·';(' 
~~ 

citizens. 

As you know, during the past two da~rs representatives of 
this Department, the National Security Agency, the Department 
of Justice and the Federal Bureau of Investigation met with several 
of your Committee's staff on two separate occasions to discuss 

v 

in detail,{he national security concerns / · · ~--1 \ 
~:1Q_n~.e-r::{:9' · · · - i=-elating t o t e stimon~r~-::£'-;srr:::::_;f= 

,. .... _ - '~ ... : - -~·-~- -rfr;-- ,\ 
.(t: l;-~ ~(,{_~(~ . 

~{:- -t ,q;~~~~(\ 

At these meetings:z:we ffered to conduct agency briefings, 

Ot.Vt ~. 
and provide background) formational docwnzents /\';Phcsc included _ 

/ ..- Op 

a specific and 7r.;d list of those topi;;: .: ch we believed thit • e 

___/ l-r;, LNl ~~\ . 

f:&l 'C: r4..- .-:" r/eJiutf'4,') ),<~. l I .-"' 

l 0..,f.~t: ~~t '~ ~¢% JrJ ~ dl'v'AM~fli d__ ~ , 

. . 
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open session testimony would be appropriate. In addition, we,\cktailefJ th~ re 

topics which, for those reasons previously stated to your Committee, 

were only appropriate for discussion in fxecutive session. 

For the record, the following is a su1n1nary of the proposals 

which we made during these recent discussio?s. In open sessio:)NSA 

is prepared to testify on certain aspects of :#"~e rnational commercial 
I\ 

traffic operations insofar as they inay affect the communications of 

United States citizens. NSA is prepared to state that ~in th&! ,, 
operatic/~ the communications of United States citizens are sometim.es ,.... 
inadvertently acquired and to testify as to current directives which 

pertain top-processing of and handling of this type of traffic when 

it is acquired. Additionally, NSA is prepared to testify on one method 

of collecting international com1nercial traffic which was discontinued 

, , ,, 
in May 1975, the s o-called operation Shamrock. 

NSA is also prepared to testify on the so-called 7atc~ists which 

were in effect between 1967 and 1973 and which did contain names of 

United States citizens . 
~~~~ 

NSA will discuss from whom ~Areceived ~ 
. ) 

;!J,awQf, the nUlnber of na1nes involved and NSA ' s dissemination of 

information pert aining to these names . NSA will also give a generic 

~u~~ 
description of the name I. 

I\ 

' 

.. 
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It is unr rstood in the foregoing that NSA will not discuss 

collection or processing techniques associated with these 

operations In closed session NSA is prepared to elaborate in rnore 

e 
detail on the above and to discuss the procedu~ involved when a 

_United States citizen or entity is discussed in foreign governmental 

traffic. i/-tfJ'T ~ ~.f,~ 
µ:presentatives of the Federal Bureau of Investigation also 

outlined areas which might also be the appropriate subject of both 

open and lxecutive session testimony. l\ 

C The Federal Bureau of Investigation offered to furnish testimony 

in open session as to the procedures, policy and utilization. of inter-

national 11drop copy cable traffic. 11 The -Federal Bureau Gf IR.m,_ • .,.tjgatiea _,._) 

also offered to testify concerning the 11fatch/;sts 11 and to provide 

a generic breakdown of the categories of individuals or entitities which 

~ 
appeared on~ listS

1 
Testimony would also be provided concerning 

the dissemination policies with respect to any information obtained by 

FBI conu.nunications intelligence activities. Additionally, injxecutive 

session the Bureau is willing to testify generally concerning the intercept 

of international cable traffic and in great~r <let.ail about the yTatchj.sts 

and the "drop copy cable traffic11 operation~ National security concerns 
. ~tf- I\ 

wouldJof coursef::?ude identification of foreign countries which may 

have been the object of communications intelligence activiti~s. u·. -. 
.:> 

. . 
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~ ~6).u~ 
We noted;t"t that t~ that the testimony of the private 

communications carriers might also raise serious national security 

concerns especially if they should be questioned about targeting 
.) 

of any foreign governmental organizations. Furthermore, we 

( .{_,"·-t.'-' ~1CH." lL"?..A 

indicated that the com~~;r themselves might not be in a position to 

identify sensitive communications intelligence information. 

As was clearl~r stated by us at the recent meetings with your 

staff we are quite sympathetic with the objectives of your Committee. 

We :re concerned, ~d ~R.~aa:~!eat:-:der of your 
~ t\ 

Cemffiitte~i• eancmuua tha~ connection with your inquiries all 

appropriate steps be taken to insure that the Committee 1 s investigation 

does not ~t::'t:h upon important national security interests. 
,1 

We will be pleased at your convenience to engage in further dis-

cussions looking toward agreement between the Corri1nittee and our selves 

regarding the matters appropriate for, and the procedures applicable 

to,,. te~timony during open and fxecutive sessions . 

We have been authorized by the Department of Justice to state 

that th(nepartment joins in the statements made in this letter. 

lf) 
'-._/ 

. , 



We are not concerned that the companies will testify that inter­
national paid traffic was turned over to the United States Government. 
We are also not concerned that the traffic was selected on the basis 
of tariff rates, i.e., governmental traffic. We are not concerned that 
this blanket turning over of traffic may have included the communica­
tions of some United States citizens. 

We are concerned about any testimony that would pinpoint the 
targeting of any foreign governmental organizations based in this 
country. We are also concerned with sophisticated technique• that 
may have been used to •elect the traffic of foreign entititee. 

I t 

. . 

• I 



In open session NSA is prepared to testify on certain aspects of 
our international commercial traffic operations insofar as they may 
affect the communications of United States citizens. We are prepared 
to state that within this operation that the communications of United 
States citizens are some times inadvertently acquired. We will 
testify as to current directives which pertain to our processing of and 
handling of this type of traffic when it is acquired. 

Additionally, we will testify on one method of collecting international 
commercial traffic which was discontinued in May 1975, the so-called 
operation Shamrock. 

We will also testify on the so-called Watch Lists which were in 
effect between 1967 and 1973 and which did contain names of United 
States citizens. We will discuss from whom we received the names, 
the number of names involved and NSA' s dissemination of information 
pertaining to these names. We will also give a generic description: 
of the .names. 

It is understood in the foregoing that we will not discuss 
sophisticated collection or processing techniques associated with these 
operations. 

In closed session we are prepared to elaborate in more detail on 
the above. Additionally, we will discuss the procedures involved when 
a United States citizen or entity is discussed in foreign governmental 
traffic • 

. ,1' 



In open session NSA is prepared to testify on certain aspects of 
our international commercial traffic operations insofar as they may 
affect the communications of United States citizens. We are prepared 
to state that within this operation that the communications of United 
States citizens are some times inadvertently acquired. We will 
testify as to current directives which pertain to our processing of and 
handling of this type of traffic when it is acquired. 

Additionally, we will testify on one method of collecting international 
commercial traffic which was discontinued in May 1975, the so-called 
operation Shamrock. 

We will aleo testify on the so-called Watch Li•ts which were in 
effect between 1967 and 1973 and which did contain names of United 
States citizens. We will discuss from whom we received the names, 
the number of names involved and NSA' s dissemination of information 
pertaining to these names. We will also give a generic description 
of the names. 

It is understood in the foregoing that we will not discuss 
sophisticated collection or processing techniques assoc:ta ted with these 
operations. 

In closed session we are prepared to elaborate in more detail on 
the above. Additionally, we will discuss the procedures involved when 
a United States citizen or entity is discussed in foreign governmental 
traffic • 

. r' 

i ,I 
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In open session NSA is prepared to testify on certain aspects of 
our international commercial traffic operations insofar as they may 
affect the communications of United States citizens. We are prepared 
to state that within this operation that the communications of United 
States citizens are some times inadvertently acquired. We will 
testify as to current directives which pertain to our processing of and 
handling of this type of traffic when it is acquired. 

Additionally, we will testify on one method of collecting international 
commercial traffic which was discontinued in May 1975, the so-called 

. operation Shamrock. 

We will also testify on the so-called Watch Lists which were in 
effect between 1967 and 1973 and which did contain names of United 
States citizens. We will discuss from whom we received the names, 
the number of names involved and NSA' s dissemination of information 
pertaining to these names. We will also give a generic description 
of the names. 

It is understood in the foregoing that we will not discuss 
sophisticated collection or p.rocessing techniques associa. ted with these· 
operations. 

In closed session we are prepared to elaborate in more detail on 
the above. Additionally, we will discuss the proceaures involved when 
a· United States citizen or entity is discussed in foreign governmental 
traffic. 

~ t ,., 
i .. 

fl 

!''i. ~: 
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Date of Request 

June 12, 1975 

June 16, 1975 

June 19, 1975 

June 26, 1975 

Aug 16, 1975 

Aug 21, 1975 

Aug 26, 1975 

[ce:J.. !'11'-1 

CHRONOLOGY OF REQUESTS BY 
ABZUG SUBCOMMITTEE TO FBI 

Description 

Letter to Attorney General Levi from Ms. Abzug; 
requesting by June 23, 1975, information on all 
FBI non-court ordered wiretapping since 1960: 
target, duration, purpose, approval. 

Letter to Attorney General Levi from Ms. Abzug; 
requesting tour of FBI wiretap monitoring installation. 

Letter from Attorney General Levi from Ms. Abzug; 
requesting names and addresses of all FBI and 
Internal _Security __ Diyision p~rs_9nnel who served 
on !EC and IES between 1970 and 1973. 

Letter to Attorney General Levi from Ms. Abzug; 
requesting his testimony and all memos on present 
policy of Department of Justice regarding 
investigation and prosecution of felonies or civil 
violations committed by employees of Federal 
agencies. 

Letter to Mr. Michael E. Shaheen, Dept. of Justice, 
from Ms. Abzug; requesting disposition of 2.0 cases 
referred to Justice by CIA since 1954. 

~etter to Ms. Abzug from Michael E. Shaheen in 
reply to her Aug 16th letter, giving dispositions of 
the 20 cases. 

Letter to Attorney General Levi from Ms. Abzug; 
requesting information on alleged improper activities 
of FBI agent Kenneth Whittaker. 

~ ... 



Date of Request 

Sept 4, 1975 

Sept 30, 1975 

October 8, 1975 

October 17, 1975 

October 18, 1975 

October 20, 1975 

October 22, 1975 

October 22, 1975 

z 

Description 

Letter to Attorney General Levi from Ms. Abzug 
and her _Com..rnittee requesting information on 
FBI involvement in case of three Puerto Rican 
nationals sentenced to 30 years hard labor in 
Dominican Republic. 

Letter to Director, FBI, from Ms. Abzug; 
requesting information and testimony on FBI 
record keeping and on destruction of Hoover 
Files and Oswald letter sent to FBI. 

Letter to Mr. Michael Uhlmann from Ms. Abzug; 
requesting information about a teletype message 
sent Nov. 22, 1963, to the effect that the 
assassination of President Kennedy may have 
been a conspiracy. 

Letter to Director, FBI, from Ms. Abzug; 
requesting hearing about the FBI record-keeping 
system and the "Do Not File" system. 

Letter to Mr. Joe R. Craig from Ms. Abzug; 
requesting he appear before her Subcommittee 
to discuss non-voice communication intercepts. 

Letter to Director, FBI, from Ms. Abzug; requesting 
hearing and information on files removed from Mr. 
Hoover 1 s office following his death. 

. Letter to Director, FBI, from Ms. A bzug; about 
present policy of the Archives regarding papers 
of the Warren Commission. 

Letter to Director, FBI, from Ms. Abzug; 
requesting certain documents referring to 
Kennedy assassination. 



Date of Request 

October 24, 1975 

October 24, 1975 

November ZO, 1975 

November 20, 1975 

December 16, 1975 

December 16, 1975 

December 11, 197 5 

December 26, 1975 

3 

Descrietion 

Letter to Director, FBI, from Ms. Abzug; 
requesting he appear before her Subcommittee 
on October 28, 1975. 

Letter to Director, FBI from Ms. Abzug; 
asking for photocopies of all index cards in 
FBI central card file index for Lee Harvey Oswald. 

Letter to Attorney General Levi from Ms. Abzug; 
noting that information so far received about Mr. 
Hoover 1 s files was inadequate. 

Letter to Director, FBI from Ms. Abzug; 
requesting information on FBI record-keeping 
systems. 

Letter to Mr. Thomas Bressnon, FBI, from 
Ms. Abzug; about review of access policies for 
documents pertaining to Warren Commission. 

Letter to Mr. John McDermott, FBI, from 
Ms. Abzug; requesting directives on FBI 
permanent files maintained of all handwritten 
notes. 

Letter to Mr. John J. McDermott, FBI, from 
Ms. Abzug; submitting 32 detailed questions 
on Freedom of Information and Privacy Acts 
inlplementation. 

Letter to Michael Uhlmann, Dept. of Justice, 
from Ms. Abzug; regarding memo on Tolson 
signing of correspondence. 



Date of Request: 

January 15, 1976 

January 29, 1976 

January 27, 1976 

January 23, 1976 

February 6. 1976 

January 23, 1976 

January 30, 1976 

January 19, 1976 

4 

Description 

Letter to Director, FBI, from Ms. Abzug 
enclosing copy of letter from Michael Wells; 
requesting information on FBI1s policy with 
respect to fingerprints, notarization and 
advance fees for Freedom of Information 
requests. 

Letter to Attorney General Levi from Ms. Abzug; 
recommending discontinuation of use of polygraphs 
and similar devices. 

Letter to Attorney General Levi from Mx. Abzug; 
regarding report by FBI to the Criminal Division 
and other answers to questions concerning U.S. 
Recording Company. 

Letter to Director, FBI, from Ms. Abzug; 
regarding allegations of FBI agent misconduct 
made by Mr. Robert Peterson, SBA Counsel. 

Letter to Mr. Richard Taylor, FBI, from Eric 
L. Hirschhorn, Counsel, transmitting six 
subpoenas for employees of the FBI. 

Letter to Mr. John J. McDermott, FBI, from 
Ms. Abzug referring to her December 16, 1975, 
letter and requesting an answer as soon as possible. 

Letter to Director, FBI, from Ms. Abzug; 
requesting under the Freedom of Information Act 
the Pike Report. 

Letter to Attorney General Levi from Ms. Abzug; 
regarding alleged unconstitutional collection 
of intelligence information by state and local 
police departments. 



Date of Request 

January 19, 1976 

February 24, 1976 

Description 

Letter to Mr. John J. McDermott, FBI, from 
Ms. Abzug; asking what steps are being taken 
by the FBI to remedy the backlog of Freedom 
of Information and Privacy Act requests. 

Letter to Director, FBI, from Ms. Abzug; 
requesting moratorium on destruction of files 
and records. 

5 
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ABZUG PAl.ffiL REca.i'.ffiiIDS COi'TI'Ei lPT CITATION 
FOrl. FBI AND NSA F.IIPLOYEES 

The Subcommittee on G:>verrunent Infonnation and Individual Rights, chaired 

by Congresswoman Bella S. Abzug (D-L-N.Y.), recorrmended to the House Committee on 

Government Operations today that three special agents of the Federal Bureau of 

Investigation, a fonner FBI agent, and an employee of the National Security Agency 

be cited for contempt of C.Ongress. 

The recommendation was approved by a 6-1 vote after the witnesses refused 

to testify at a subcommitt~ hearing on allegations that the FBI and NSA have 

systematically intercepted inteI11ational communications of private U.S. citizens. 

The witnesses based their refusal on written instructions from Attorney 

General Edward II. Levi and Deputy Secretary of Defense William P. Clements, Jr. 

In letters to Chaitwoman Abzug, Levi and Clements saiu they were acting tmder orders 

from President.Ford. 

Special Agents John P. Loomis, Walter C. Zink and David G. Jenkins, fonner 

Agent Joe R. Craig, and Joseph J. Tomba of the NSA. were juJ.ged in contemyt by 

Oiairwoman Abzug for their failure to testify. In addition, all but Tomba were 

judged in contenq:>t for failure to comply with corranittee subpoenas to produce docu­

ments relating to the interception of cables and telex communications. 

"What the goverrunent has done today is tantamotmt to interference with wit-

nesses before a congressional committee," said i4s. Abzug. 1 '1bere is no valid claim 

for that interference. Executive privilege went out with ti1e American Revolution • ., 

That is a privilege of JOOnarchs, not presidents." /.:;_--~:·.,., 
/ .~._ <~ ....... 

(rore) 
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1he GoveTillllent Operations Corrnnittee has also subpoenaed docurnents and appear­

ances of officials of three private cable companies in connection \viti1 the inquiry. 

Ms. Abzug said s.he haci been .infonned by one of them, Western Union International, 

that it has been ordereJ by President Ford not to comply. 

;•It is absolutely tmprece<lented for a President to seek to extend his claim of 

executive privilege to a private company /f said i-Is. Abzug. She said the cable 

company witnesses would be called before the subcorrnnittee next week. 

As '81.e witnesses, one by one, were called and refused to testify, Hs. Abzug 

informed them their stated reasons were not valid and that their continued refusal 

to answer questions would place them .in contempt of Congress, subject to fine and 

:imprisonment if convicted. 

Tne witnesses said they were relying solely on their written instructions 

from their superiors an<l were not invoking w1y Constitutional right in refusing to 

comply with the subpoenas or answer questions. 

Tne four present eovenmlel1t employees were represented at t11e hearine by 

Irwin Goldbloom, Deputy Assistant Atton1ey General in the Civil Division of the 

Justice Department. Craig was represented by private cotmsel and also by Goldbloom • 

. Rep. John E. Moss (D-Calif.) a subcommittee member, said i•the real contempt" 

at the hearing had been committed by Levi, Clements and Ford. "They have acted 

arrogantly and contemptuou51y of the people's representatives, 11 he said. 11TI1is is the 

most arrogant d~splay by goveTillllent officials that I have ever seen.'' 

If the full Government Operations Committee accepts the recommendation of 

the subcommittee, the recommenci.ation will be sent to the House floor for a vote. 

In addition to Chairwoman Abzug, the other i'..-Iembers of the Su}x:onunittee are 
Representatives Leo J. Ryan (D-Calif.)~ John Conyers (D-Mich.), Torbert H. Macdonald 
(D-Hass.), John E. I.bss (D-Calif.), Hichael Harrington (D-Mass.), Andrew Maguire 
(il-N.J.), Anthony r.bffett (D-Conn.), Sam Steiger (R-Ariz.), Clarence Brown (R-Ohio), 
and Paul N. n:Closkey (R-Calif.). Ex officio members are Representatives Jack Brooks 
(D-Tex.) and Frank Horton (R-I~.Y.). 
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ABZUG PA.ffiL RECO·NEIDS CONffa.iPT CITATION 
FOR FBI AND NSA Fl IPLOYEES 

The Subcommittee on Government Infonnation and Individual Rights, chaired 

by Congresswoman Bella S. Abzug (il-L-N. Y.) , recomnended to the House Conmtl ttee on 

Government Operations today that three special agents of the Federal Bureau of 

Investigation, a fonner FBI agent, and an employee of the National Security Agency 

be cited for contempt of Congress. 

The reconnnendation was approved by a 6-1 vote after the witnesses refused 

to testify at a subconunitt~ hearing on allegations that the FBI and .NSA have 

(; systematically intercepted international conD11l.D1ications of private U.S. citizens. 
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The witnesses based their refusal on written instructions from Attorney 

General Edward II. Levi and Deputy Secretary of Defense William P. Clements, Jr. 

In letters to 013.iIWoman Abzug, Levi and Cleiaents saiu they were acting 1.lllder orders 

from President.Ford. 

Special Agents John P. Loomis, \'/alter C. Zink and David G. Jenkins, fonner 

Agent Joe R. Craig, and Joseph J. Tomba of the NSA were juJged in conteJI\)t by 

Oiairwoman Abzug for their failure to testify. In addition, all but Tomba were 

judged in contempt for failure to comply with conunittee subpoenas to produce docu­

ments relating to the interception of cables and telex conmunications. 

"What the government has done today is tantaroo1.lllt to interference with wit-

nesses before a congressional cormri.ttee," said ilfs • .Abzug. ''1here is no valid claim 

for that interference. Executive privilege went out with the .American Revolution. 

That is a privilege of IOOnarchs , not presidents." 

(JIX)re) 
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The GoveI11I11ent Operations Corrunittee has also subpoenaed docu1nents and appear­

ances of officials of three private cable companies in connection lri.ti1 the inquiry. 

i•Is. Abzug said she had been informed by one of them, 1·/estern Union International., 

that it has been ordered by President Ford not to comply. 

·•rt is absolutely unprecedented for a President to seek to extend his claim of 

executive privilege to a private company ;n said i·Is. Abzug. She said the cable 

company witnesses would be called before the subcommittee next week. 

As t.:"le witnesses, one by one, were called and refused to testify, Ms. Abzug 

inforred them their stated reasons were not valid and ti1at their continued refusal 

to answer questions would place them in contempt of Congress, subject to fine and 

imprisonment if convicted. 

Tne witnesses said they were relying solely on ti1eir written instructions 

from their superiors and were not invoking ai1y Constitutional right in refusing to 

comply with the subpoenas or answer questions. 

Tne four present ~ovenunent employees were represented at the hearine by 

Irwin Goldblooml> Deputy Assistant Atton1ey General in the Civil Division of the 

Justice Department. Craig wc;is represented by private cotmsel and also by Goldbloom. 

Rep. John E. Moss (D-Calif.) a subcommittee member, said uthe real contempt" 

at the hearing had been committed by Levi, Clements and Ford. "Ti1ey have acted 

arrogantly and contemptuously of the people• s representatives," he said. uThis is the 

most arrogant display by govenunent officials that I have ever seen.'' 

If the full Government Operations Cormnittee accepts the reconnnendation of 

the subcommittee, the rec0D1nenci.ation will be sent to the House floor for a vote. 

In addition to Cl1airwoman Abzug, the other ivlembers of the Su}:>corrunittee are 
Representatives Leo J. Ryan (D-Calif. L John Conyers CD-Mich.), Torbert H. Macdonald 
CD-Hass.), John E. I-t>ss (il-Calif.), Hi.cha.el Harrington (D-Mass.), Andrew .Maguire 
(il-N.J.), Anthony ?-bffett (D-Conn.), Sam Steiger (R-Ariz.), Clarence Brown (R-Ohio), 
and Paul N. f.k:Closkey (R-Calif .) . Ex officio members are Representatives Jack Brooks 
(D-Tex.) and Frank Horton (R-N.Y.). 
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