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I am here today in response to a'request‘from the Committee
to discuss the relationship between &lectronFEssirveillance’ amd
IBsrraurth Amendment Bf-the Constitutio¥. I1f I remember
correctly, the original request was thét I place before the
Committee the philosophical or jurisprudential framework rele-
vant to this relationship which lawyers, those with executive
responsibilities or discretion, and lawnakers, viewing this
complex field, ought to keep in mind. If this sounds vague
and geﬁeral and perhaps useless, I can only ask for indulgence.
My first concern when I received the request was that any.
remarks I might be able to make would be so general as not
to be helpful to the Committee. But I want to be as helpful
to the Committee as I can be. =

The area with which the Committee is‘concerned is'a most
important one. In my view, the development of the law in this -
area has not been satisfactory, although there are reasons
why the law has developed as it has. Improvement of the law,
which in part means its clarification, will not be easy. Yet
it is a most important venture. In a talk before the American
Bar Association last August, I discuésed some of the aspects ,
6f the legal framework. Speaking for the Department of :. ‘%'
Justice, I concluded this portion of the talk with the Sb a
observation and commitment that "we have very much in mind

the necessity to determine what pfocedures through legislation,

court action or executive processes will best serve the
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it is appropriate for me to say in this forum. I ought not
give specific conclusory opinions as to matters under criminal
investigatign or in litigation. I can only hbpe that what I
have to say may nevertheless be of some value to the Committée
in its search for construcéive solutions.

I do realize there has to be some factual base, however
unfocused it may at times have to be, to give this discussion
meaning. Therefore, as a beginning, I propose to recount
something of the history of fﬁe Department's position and:
practice with respec£ to the use of electronic surveillance,
both for telephone wiretapping and for trespassory placemeﬂt
of m}crophones.

As I read the history, going back to 1931 and undoubtedly
prior to that time, except for an interlude between 1928 and
1931 and for two months in 1940, the,policy of the Department
of Justice has been that electronic surveillance could be
employed without a wérrant in certain.circumstances.

In 1928 the Supreme Court in Olmstead v. United States

held that wiretapping was not within the coverage of the
Fourtﬁ Amendment. Attorney Generai Sargent had issued an
order earlier ‘in the same yéar prohibiting what was then known
as the Bureau of Investigaiion from eﬂgaging in any telephone
wirefapping for any reason. Soon after the order was issued,
the Prohibition Unit was transferred to the Department as a
new Bureau. Because of the néture of its work and the fact

that the Unit had previously engaged in telephone wiretapping,
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in January 1931, Attorney General Wi;liam D. Mitchell directed
that a study be made to determine whether telephone wiretap-
ping should be permiﬁted and, if so, under what circumstances.
The Attorney General determined that in the meantime the
Bureaus within the Department could engage in telephoﬁe wire-
tapping upon the personal approval of the bureau chief after

- consultation with the Assistant Attorney General in charge of
the case. The policy during this period was to allow wiretap-
ping only with respect to the telephones of syndicated boot-
leggers, where the agen£ had probable cause to believe the
telephone was being used for liquor operations. The Bureaus
were instructed ﬁot to tap telephones of public officials and
othe£ persons nof directly engaged in the liquor business.

In December 1931, Attorney General William Mitchell expanded
the previous authority to include "ex?éptipnal cases where the
crimes are substantial énd‘seriohs, and the necessity is

great and [the bureau chief and the Assistant Attorney Generall
are sétisfied that the persons whose wires are to be tapped
are of the criminal type."

During the rest of the. thirties it appears that thé
Department's policy concerning telephone wiretapping generally
conformed to the guidelines adopted by Attorney General William
Mitchell. Télephone wiretapping was limited to cases involv-

2
ing the safety of the victim (as in kidnappings), location
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and apprehension of "desperate" criminals, and other cases /= <.
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"considered to be of major 1aw.enforcement importance, such as
espionage and sabotage.

In December 1937, however, in: the first Nardone caset~:
the United States Supreme Court reversed the Court of Appeals
for the Second Circuit, and applied Section 605 of the
Federal Communicatioﬁs Act of 1934 to law.enfqrcément

- officers, thus rejecting the Department's argument that it
did not so apply. Although the Court read the Act to cover
only wire interceptions where there had also been disclosure
in court or to the public, the deciéion uhdoubtedly had its
impacdt upon the Department's estimation of the value of tele-
phone wiretapping as an investigative technique. In the ;econd
Nardone case::/ in December 1939, the Act was read to bar the
use in court not only of the overheard evidence, but‘also of
the fruits of that evidence. Possibly for this reason, and
also because of public- concern over ;elephone wiretapping,
on March 15, 1940, Attorney General Robert Jackson imposed a
total ban on its use by the Department. This ban lasted about
two months.

On May 21, 1940, President Franklin Roosevelt issued ap
Yemorandum -to-the’ Attorney General ‘stating his view thate:

ﬂ%leCFEQQiQgﬁuﬁ?eii&ancé%WOﬁldQbe“proper4under«th@CConstigutiqqiét

where -"grave-matters involving defenss 6f the nation” were . 4

B, S ot

winvolved.i* The President authorized and directed the Attorney

R i

General "to secure information by listening devices [directed

_:/Nérdone v United States, 302 U.S. 379.

**/Nardone v United States, 308 U.S. 338.
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at] the conversation or other communications of persons sus-
pected of subversive activities against the Government of

the United States, including suspected spies." The Attorney
General was.requested "to limit these investigations so
conducted to a minimum and to limit them insofar as éossible-
as to aliens." Although the President's memorandum did not
use the term "trespassory microphone surveillance," the
language was sufficiently broad to include that practice, and
the Department construed it as an authorization to conduct
trespassory microphoﬁe surveillances as well as telephone wire-

1

tapping in national security cases. The authority for the

‘President's action was later confirmeé’by an opinion by

-

»

Assistant Solicitor General Charles Fahy who advised the
Attorney General that electronic surveillance could be con-
ducted where matters affected the seq#rity of the nation.

on July 17, 1946.. Attorney General Tom C.:Clark sent
President Truman a letter reminding hiﬁ that President
Roose&elt had authorized and directed Attorney General Jackson
to approve "listening devices [directed at] the conversation
of other commuqications of persons suspected of subversive
activities against the Govefnment of the United States,
including suspected spies" and that thé directive had been
followed by Attorneys General Robert Jackson and Francis

Biddle. Attorney General Clark recommended that the directive

"he contained in force" in view of the "increase in subverSiVejﬁ»“*

A
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activities" and "a very substantial iﬁcrease in crime." He
stated that it was imperative'to usé such techniques "in
cases vitally affecting the domestic security, or where human
life is in jeopardy"” and that Department files indicated that
his two most recent predecessors as Attorney General would
concur in this view. President Truman signed ﬁis concurrence
on the Attorrney Generai's letter.

According to éhe Department's records, the annual total
of telephone wiretaps and microphones installed by the Bureau

between 1940 through 1951 was as follows:

Telephone Wiretaps . Microphones
1940 - 6 - 1940 - 6

. 1941 - 67 1941 - 25
1942 - 304 1942 - 88
1943 - 475 ' 1943 - 193
1944 - 517 , 1944 -~ 198
1945 - 519 : 1945 - 186
1946 - 364 1946 - 84
1947 - 374 1947 - 81
1948 - 416 : 1948 - 67
1949 - 471 - 1949 - 75
1950 - 270 1950 - 61
1951 - 285 1951 - 75

It should be understood that these figures, as is the
case for the figures I have given fefore, are cumulative for
each year and also duplicative to éome'extent, since a tele-
phone wiretap or microphone which was installed, then dis-
continued, but later reinstated would be copnted as a new
action upon reinstatement. | 2

In 1952, there were 285 telephone wiretaps, 300 in 1953,

and 322 in 1954. Between February 1952 and May 1954, the ... iwa,

-
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Department's position was not'té authorize trespassory’micro~
phone surveillance. This was the positioh taken by Attorney
General McGrath, who informed the FéI that he would not approve
the installation of trespassory microphone surveillance.
because of his concern over a possible violation of tﬁe Fourth
Amendment. Nevertheless, FBI records indicate there were 63
microphones installed in 1952, there were 52 installed in 1953,
and there were 99 installed in;1954. The policy against tres-
passory microphone surveillance was reversed by Attorney
Genér§1 Herbert Brownell on May 20, 1954, in a memorandum to
Director Hoovef instructing him that the Bureau was au£horized
to conduct trespassory microphone surveillances. The Attorney
Genefal stated that "considérations of internal security and
the national safety are paramount and,‘therefore, may compel

the unrestricted use of this technique in the national interest.”

A memorandum from Director ggé?ggftp‘thg;ggaﬁibigﬁifﬁfgg§§‘v

e e e e S LT VRGOS
Ao TT

Ay TR oty Ve e RSN it :
- - . - Bureau's acticey
Genera%wqp May—-47-196T; described the Bure pPr ce s

T e

FInce~1954 as“follows¥® "[I]n the internal security field,
we are utilizing microphone surveillances on a restricted

basis even though trespass is necessary to assist in uncovering

the activities of Soviet in;elliggnéeﬁggepts and Communist

AT ¥

Party leaders. In the interests of national safety,
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SecEsEB R ERESInadni 9 1bl 11ty BFTany evidemre ontaincd-in courty -
, RS ARG because. of Current judicial-and public- attitude-xep

&parding their user~Tircds-my-uidéerstanding that: such devices >w
will--not-be-used withodt my authoriZzation;—although-in-emergency ..,
Lircuomstances they iy -be used “subJéct €0y Tater ratifisation=
At this time I believe it desirable that all such techniques be
confirmed to the gathering ef intelligence in national security
matters, and I will continue £o approve all such requests in the
future as I have in the past. I see no need to curtail any such
act1v1t1es in the national security fleld."

The pollcy of the Department was stated publlcly by the

Solicitor General in a supplemental brief in the Supreme Court

in Black v. United States in 1966. Speaking of the general dele-
gation of authority by attorneys general to the Director of the
Bureau, the Solicitor General stated* in his brief:

"An exception to the general delegation of
authority has been prescribed, since 1940, for the
interception of wire communications, which (in
addition to being limited to matters involving
national security or danger to human life) has re-
quired the specific authorization of the Attorney -
General in each instance. No similar procedure
existed until 1965 with respect to the use of devices
such as those involved in the instant case, although
records of oral and written communications within .

S o the Department of Justice reflect concern by Attor—
w03 ik neys General and the Director of the Federal Bureau:
of Investigation that the use of 1lsten1ng devices’
by agents of the government should be confined to a
strictly limited category of situations. Under De-
partmental practice in effect for a period of years
prior to 1963, and continuing until 1965, the Director
of the Federal Bureau of Investigation was given

. B
E- ]
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authority to approve the installation of devices
such as that in question for intelligence (and not
evidentiary) purposes when required in the interests
of internal security or national safety, including
organized crime, kidnappings and mattetrs wherein
human life might be at stake.

Present Departmental practice, adopted in July
1965 in conformity with the policies declared by
the President on June 30, 1965, for the entire
federal establishment, prohibits the use of such
listening devices (as well as the interception of
telephone and other wire communications) in all
instances other than those involving the collection.
of intelligence affecting the national security.
The specific authorization of the Attorney General
must be obtained in each instance when this exception

is invoked."

The Solicitor General made é similar statement in
another brief filed that same term again.emphasizing that the
dqta would not be made available for prosecutorial purposes,
and that the specific authorization of the Attorney General

must be obtained in each instance when the national security is

sought to be invoked. The number of f,:g«lepl'mngﬂmms;gnd@

'Telephone Wiretaps Microphones
1965--233 1965--67
1966--174 1966--10
1967--113 1967-- 0
1968-- 82 : 1968-- 9
: 1969123 e 196 9= 14»
1970--102 . 1970--19
1971--101 : . 1971--16
1972--108 ' - *1972--32
1973--123 1973--40
1974--190 : : 1974--42
‘Comparable figures for the .year:1975suprto Octubers29-arem
Telephone Wiretaps Micronhones

T T e T B, e ﬁ;!
LR e f”— *:ﬁf 'A_sm.’{-lz Ly ~
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In 1968iCongress passedlthe Ompibus -Crina-Lontrols.
and:Safe;StTEstE AUt S Title III of the Act set up a detailed .
procedure for the interception of wire or oral communications.

The procedure requires the issuance of a judicial warrant, pre-

scribes the information to be set forth in the petition to the ‘

judge so that, among other things, he may find probabls cause
that a crime has been or is about to be committed. It requires
notification to the parties‘subject to the intended surveillance
'within a period not more than ninety davs after the application
for an order of approval has.been denied or after the termination
of the period of the order or the period of the extension of the
order. Upon a showing of good cause‘the judge méy postpone the
notification. The Act contains a saving clause to the effect

that it does not limit the constitutional power of the President

to take such measures as he deems necessary to protect the nation
against actual or potential attack or other hostile acts of a
foreign power, to obtain foreign intelligence information deemed
essential to the secﬁrity of the United States, or to pfotect
national security information against foreign intelligence acti-
vities. Then in a separate sentence the proviso goes on to say,
"Nor shall anything contained in this chapter be deemed to limit
the constitutional power of the President to take such measures
as he deems'necessary to protect the United States against the
overthrow of the government by force or other unlawful means, or

.against any other clear and present danger to the structure

o FOR

-
o/

or existence of the government."
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The Act specifies the cénditions under which informatioﬁ
obtained through a presidentially authorized interception
might be receiyed into evidence. In speaking of this saving
clause, Justice Powell in the Keith case in 1972 wrote:‘
-"Congress simply left presidential powers where it found them."

In thedKeitiy case the Suprems

months after the Keith case Attoerney~Gemeral:Ricthardsomy in a
letter to Senator Fulbright which was publicly released by the

Department, stated:

I have read the debateé and the reports of the Senate

Judiciarf Committee with respect to Title III and particularly
the proviso. It may be relevant to point out that Senator

Philip Hart questioned and opposed the form of the proviso

reserving presidential power. But I believe it i? fair to say
that his concern was primarily, perhaps exclusively, with the
language which dealt with presidential power to take such 35
w,

. @
measures as the President deemed 3
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necessary to protect the United Stateé "against any other clear
and present danger to the structure or existence of the Govern-
ment."
I now come to the Reparment-ofrdusticels presenk

Msitiguan electromic sumwall lancescopductedeithout ~a-warrans.
Under-the rstandards—and ‘procedures -established by the-President,
Wkumnvﬁ&mautmeﬁ General dscrequired.beforea
|0y non-consensualk: electronic=surveillance may. .beinstituted.
within.thestmi ted SEateewIthoutwrjndicial warrant,  All re-
_quests for surveillance must be made in writing by the Director
of the Federal Bureau of Investigation and must set forth the
relevaiﬁt circumstances that justify the proposed surveillance.
Both the agency and the Presidential appointee initiating the .
request must be identified. Tﬂese requ‘es_ts- come to the Attorney
General after they have gone through r;aview procedures within

the Federal Bureau of Investigation. At my request, they are then
reviewed in the Criminal Division of the Department. Before they
come to the Attorney General, they are then examined by a special
review group which I have established within the O_ffice (;f the
Attorney General. Each request, before authorization or denial,
receives my personal attention. Requests—are-only authorized o
&l)a,_;ngtiol!:?gains'ffﬁct;ﬁal. or potential attack or gther hostile &
A#cts of a. foreign power; to.obtain foreign intelligence deemed &

essential to-the-security-of the mation; to-protect national -

Securityinformation-against: foreign intelligence activities; or==

i s Ee op N w——

N c——"
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%nm:mn:"«affg irs matters.importantidmstbhesnationak security
w@f .the.linited States® In addition theisubject 6T therelectromicy

B

Burveillanc& 'mistbe "ednscicusly assisting-a-foreign power &

BE:foreign-based political group, ..and: there tiust beassyrance- .

that..the minimum physical intrusicon:pecessaxy ta obtain the -
Ty,

faformatioa.sought.will.be.usedy: As these criteria will show

and as I will indicate at greater length later in discussing

current guidelines the Department of Justice follows, our - E0ay

\‘\

concern is with respect to foreign powers or their agents.

- }
P i
: »
In a public statement made last July 9th, speaking of the \QL\-—///

warrantless surveillances then authorized by the Department,

Jayye

I said -"it can be said that there are no outstanding instances
of warranfiess wiretaps or electroniq surveillance directed
against American citizens and none will be authorized by me
except in cases where the targét of surveillance is an agent
or collaborator of a foreign power." This statement accurately
reflects the situation today as well:.

Having described in this fasﬁion something of the history
and conﬁuct'of the Department of &ustice with respect to
telephone wiretaps and microphone installations, I should like
to remind the Committee of a point with which I began, namely,
that the factual situations to be imagined fort? discussion
such as this are not only of a sensitive but a changing nature.
I do not héve much to say about this except to recall some of

the language used by'General Allen in his testimony before this
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Committee. The techniques of the Nsé, he said, are of the
most sensitive and fragile charactér. He described as the
responsibility of the NSA the intercgption of international
communication'signals sent through the air. He said there had
been a watch list, which among many other names, contained the
names of U.S. citizens. Senator Tower spoke 6f an awesome
technology -- a huge vacuum cleaner of communications -- which
had the potential.for abuses. General Allen pointed out that
"The United States, as part.of its effort to produce foreign
intelligence, has intércepted foreign communications, analyzed,
and in some cases decoded, these communications to produce
such foreign intelligence since the Revolutionary War." He
said the mission of NSA is directed to foreign intelligence
obtained from foreign electrical communications and also f?om
other foreign signals such és radar. Signals are intercepted
by many techniques and processed, sorted and analyzed by pro-
.cedures which reject inappropriate or unnecessary signals. He
mentioned that the interception of communications, however it
may occur, is conducted in such a manner as to minimize the
unwanted messages. Neve:theless, according to his stétement,‘
many unwanted communications are potentially selected for further
processing. He testified that subsequent processing, sorting
and selection for analysis are conducted in accordance with

' hs
strict procedures to insure immediate and, wherever possible,

automatic , ‘ o EEE
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rejection of inappropriate messages. The analysis and reporting
is accomplished only for those messages which meet specific
conditions and requirements for foreign intelligence. The use
of lists of words, including individual names, subjects, locations,
et cetera, has long been one of the methods used to sort out
information of foreign intelligence value from that which is
not of interest.

General Allenvmentioned a very interesting statute,
18 USC 952, to which I should like to call your particular atten-
‘tion. The statute makes it a crime for any one who by virtue
of his employment by the United States obtains any official
diplomatic code and willfully publishes or furnishes to another
without authorization any such code or any other matter which
was obtained while in the process of transmission between any
foreign government and its diplomatic ;ission in the United States.
I‘call this to your attention because a ‘certain indirection is
characteristic of the development of law, whether by stétute or

not, in this area.

. The Committee will at once recognize that I have
not gttempted té summarize General Ailen'é testimony, but rather
to recall it so that this extended dimension of the variety of
fact situations which we have to think about as we explore the
'coverage and direction of the Fourth Amendment is at least sug-

gested.
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base for our discussion, I turn now to fhe Fourth Amendment. - §§5§a&’if
Let me say at once, however, that while the Fourth Amendment %%} é?
can be a most important guide to values and procedures, it doe:\xmﬁngy
not mandate automatic solutions.

the
for
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Having attempted to provide something of a factual

- The history of the Fourth Amendment is very much
history of the American Revolution and this nation's quest
independence. The Amendment is the legacy of our early years

reflects values most cherished by the Founders. In a direct

sense, it was a reaction to the general warrants and writs of

'assiétance employed by the officers of the British Crown to

rumnage and ransack colonists' homes as a means to enforce anti-

smuggling and customs laws. General search warrants had been

used for centuries in England against those accused of seditious

libel and other offenses. These warrants, sometimes judicial,

sometimes not, often general as to persons to be arrested, places

to be searched, and things to be seized, were finally condemned

by Lord Camden in 1765 in Entick v. Carrington,il a decision later

celebrated by the Supreme Court as a "landmark of English liberty

. *o¥
...one of the permanent monuments of the British Constitution. "%/

The

case involved a general warrant, issued by Lord Halifax as

Secretary of State, authorizing messengers to search for John

Entick and to seize his private papers and books. Entick had

written publications criticizing the Crown and was a supporter of

John Wilkes, the famous author and editor of the North Briton whose

own

publications had prompted wholesale arrests, searches, and

*

ke /

19 Howell's State Trials, 1029
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seizures. Entick sued for trespass and obtained a jury verdict

in his favor. In upholding the verdict, Lord Camden observed that
if the government's power to break ;nto and search homes were
accepted, ''the secret cabinets and Bureaus of every subject in
this kingdom would be thrown open to the search and inspection of
a messenge%, whenever the secretary of state shall see fit to
charge, or even to suspect, a person to be the author, printer,

or publisher of a seditious libel."i/

The practice of tpe general warrants, however, con-
tinued to be known in the colonies. The writ of assistance, an
even more arbitrary and oppressive instrument than the general
" warrant, was also widely used bf revenue officers to detect
smuggled goods. Unlike a general warrant, the writ of assistance
was virtually unlimited in duration and did not have to be returned
to the court upon its execution. It broadly authorized indis-
criminate searches and seizures againsf aﬁy’person suspected by
a customs officer of poséessing prohibited or uncustomed goods.

The writs, sometimes judicial, sometimes not, were usually

issued by colonial judges and vested Crown officers with unreviewed
and unbounded discretion to break into homes, rifle drawers, and |
seize private papers. 'All officers and éubjects of the Crown j
were further commanded to assist in the writ's execution. 1In 1761
James Otis eloquently'denounced the writs as 'the worst instru-
ment of arbitrary power, the most destructive of E.aglish liberty, *

and the fundamental principles of law, that ever was found in an

*/ 19 Howell's State Trials, at 1029. .

»




- 21 -

English law book," since they put "the liberty of every maﬁ

in the hands of every petty officer."*/ Otis' fiery oration
later prompted John Adams to reflect. that "then and there was
the first scene of the first act of opposition to the arbitrary
claims of Great Britain. Then and there the child Independence
was born."**/

"The words of the Fourth Amendmeﬁt are mostly the product
of James Madison. His original version appeared to be directed
solely at the issuance of improper warrants.***/ Revisions
accomplished under circumstances that are still unclear trans-
forﬁed the Amendment into two.separate clauses. The.chqnge has
influenced our understanding of the nature of the rights it
protects. As embodied in our Constitution, the Amendmeﬁt
reads: "The right of the people to be secure in their persons,
houses, papers, and effects, againqﬁ unreasonable searches and

seizures,

*/ Tudor, Life of James Otis (1823), p. 66.
**/ Works of John Adams, X, 276.
***/ Madison's proposal read as follows:

"The rights of the people to be secured in

their persons, their houses, their papers, Loig
and their other property, from all unreason- L Q;
able searches and seizures, shall not be bt gi
violated by warrants issued without probable Ve %/
cause, supported by oath or affirmation, or \§1\~¢/;7
not particularly describing the places to be

searched, or the persons or things to be
seized." .

Annals of Cong., lst Cong., lst Sess. p. 452.
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shall not bé violated, and pé Warrants shall issue, butAupon
probable cause, supported by oath or affirmation, and particularly’
describing the place to be searched; and the persons or

things to be seized. |

Our understanding of the purposes underlying the Fourth
Améndment has been an evolving one, It has been shaped by
subsequent hiétorical events, by the. changing conditions of our
modern technological society, and by ﬁhe development of our own
traditions, customs, and values. From the beginning, of course,
there has been agreement that the Amendment protects against
practices such as those of the Crown officers under the notorious
general warrants and writs of assistance. Above all, the
amendment safeguards the people from unlimited, undue infringe-
ment by the government on the security of persons and their
property.

But our perceptions of the laﬁéuégé and spirit of the Amend-
ment have gone beyond the historical wrongs the Amendment was.
intended to prevent;‘ The Supreme Court has served as the primary
explicator of these evolving perceptions and has sought to
articulate the values the Amendment incorporates. I believe it
is useful in our present endeavor to identify some of these
perceived values. |

First; broadly considered, the Amendment speaks to the

autonomy of the individual agains£ society. It seeks to
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accord to each individual, albeit imperfectly, a measure of

the confidentiality essential to the attainment of human
dignity. It is a shield against indiscriminate exposure éf an
individual's private affairs to éhe world ~-- an exposure which
can destroy, since it places in jeopardy the spontageity of
thought and action on which so much depends. As Justice
Brandeis observed in his dissent in the Olmstead case, in

the Fourth Amendment the Founders "conferred, as against the
Government, the right to be iet alone -- the most comprehensive
of rights and the right mos£ valued by civilized men."*/ Judge
Jérome Frank made the same po;nt in a dissent in a case in
which a paid‘informer with a concealed microphone broadcast an
in@ercépted conversation to a narcotics agent. Judge Frank
wréte that "[a] sane, decent, civilized society must provide
some such oasis, some shelter from pﬁblic scrutiny, some
insulated enclosure, some enclave, some -inviolate place which is .
a man's castle."**/ The Amendment does not protect absolutely
the_privacy of an individual. The need for privacy, and the
law's response to that need, have transcended the Amendment.
But the recognition of the value of individual autonomy remains

close to the Amendment's core.

*/ Olmstead v. United States, 277 U.S. 468, (1928)

**/ United States v. On Lee, 193, F.2d 306, 315-16 (1951) (dissent).
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‘A parallel value has been tﬁe Amendmenﬁ's special concern
with intrusions when the purpose is to oﬁtain evidence to in-
criminate the victim of the search. As the Supreme Court observed
in Boyd, which' involved an attempt to compel the production of an
individual's private papers, at some point the Fourth Amendment's
prohibition against unreasonable searches and seizures and the
Fifth Amendment's prohibition against compulsory self-incrimination
"run almost into each other."*/ The intrusion on an individual's
_privacy has long been thought to'be especially grave when the
search is based on a desire to discover incriminating evidence.**/
The desire to incriminate may be seen as only an aggravating cir-
cumstance of the search, but it has at times proven to be a de-
‘cisive Factor in determining its legality. Indeed, in Boyd the
Court declared broadly that "compelling the production of [a person's]
private books and papers, to convict him of crime, or to forfeit

»

his property, is contrary to the principles of a free government."***/

United States v. Boyd, 116 U.S. 616, 630 (1886).

*/
**/ The concern with self-incrimination is reflected in the test
of standing to invoke the exclusionary rule. As the Court
‘ stated in United States v. Calandra (1974):

"Thus, standing to invoke the exclusionary rule
[under the Fourth Amendment] has been confined

to situations where the Government seeks to use jfé* o
such evidence to incriminate the victim of the (S Al
unlawful search. . . . This standing rule is I =/
premised on a recognition that the need for de- ) Y,
terrenc:<, and hence the rationale for excluding thwﬂsz

the evidence are strongest where the Government's
unlawful conduct would result in imposition of a
criminal sanction on the victim of the search.™

**%/ 116 U.S., at 631-32.
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The incriminating evidence point goes to'the integrity of the
criminal justice system. It doés not necessarily settle the
issue whether the overhearing can properly take place. It goes A
to the use and'purpose of the information overheard.

An additional concern of the Amendment has been thé pro-
tection of freedom of thought, speech, and religion. The general
warrants were used in England as a powerful instrument to suppress
what was regarded as seditious libel or non-conformity. Wilkes
-was imprisoned in the Tower and all his private papers seized
under such a warrant for his criticism of the King. As Justice
Fiankfﬁrter inquired, disséhting in a case that concerned the‘
permissible scope of searched incident to arrest, "How can there
be freeéom pf thought or freedom of religion, if the police can,
~without a warrant, search your house and mine from garret to
cellar. . . ."*/ So Justice Powell stapéd in Keith that "Fourth
Amendment protections become the more necessary when the targets of
official surveillance may be those suspecfed of unorthodoxy in their
politicai beliefs.**/ |

Another concern embodied in the Amendment may be found
in its second clause dealing with the warrant requirement even
though the Fourth Amendment does not always require a warrant.

The fear is that the law enforcement offiéer, if unchecked, may
misuse his powers to harass those who hold unpopular or simply

different views and to intrude capriciously upon the P <

R

*/ Harris v. United States, 331 U.S. 145, 163 (1947). E

%%/ United States v. United States District, 407 U.S. 297, 314 (1972).
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privacy of individuals. It is the recognition of the possibility
for abuse, inherent whenever éxecutive<discretion is uncontrolled,
that gives rise to the requirement of a warrant. That requirement
constitutes an assurance that the judgment of a neutral and de-
tached magistrate will come to bear befdre the intrusion is made
and that the decision whethér the privacy of the individual must
yield to a greater need of society will not be left to the execu-
tive alone.

A final value reflected in the Fourth Amendment is
revealed in its openi?g words: "The right of the people." Who
are "the people" to whom the Amendment refers? The Constitution
begins with the phrase, "We the People of the United States." That
ﬁhrasg has the character of words of art, denoting the power from

which the Constitution comes. It does suggest a special concern

for the American citizen and for those who share the responsibilities

of citizens. The Fourth Amendment guards the right of '"the people"
and it can be urged that it was not meant to apply to foreign
nations, théir agents and collaborators. Its application may at
least téke account of that difference,

The values outlined above have been embodied in tﬁe
Amendment from the beginning. But tﬁe importance accorded a par-
ticular value has varied during the couﬁse of our history. Some
have been thought more important or more threatened than others
!at times. When several of the values coalesce, the need for pro-

tection has been regarded as greatest., When only one is involved,
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that need has been regarded as 1esseﬁed. ‘Moreover, the scope
of the Amendment itself has been aitered over time, expanding
or contracting in the face 6f changing circumstances and needs.
As with the évolution of other constitutional provisions, this
development has been case in definitional terms. Words have
been read by different Justices and different.Courts to mean
different things. The words of the Amendment have not changed;
we, as a people, and the world which envelops us, have changed.
An important example is what the Amendment seeks to guard
as "secure." The wording of the Fourth Amendment suggests a
concern with tangible property. By its terms, the Amendment
protects the right of the people to be secure in their "persons,
houges, papers and effects."” The emphasis.appears to be on the
‘material possessions of a person, rather than on his privac§
generally. The Court came tb that conclusion in 1928 in the
Olmstead case,*/ holding that the interception of telephone
messages, if accomplished without a physical trespass, was out-
side the scope of the Fourth Amendment. Chief Justice Taft,
writingAfor the Court, reasoned that wiretapping did not involve
a search or seizure; the Amendment protected on}y tangible
material "effects" and not intangibles such as oral conversa-
tions. A thread of the same idea can be found in Entick, where
Lord Camden said: "The great end for which men entered into

- 3
society was to secure their property." But,

*/ Olmstead v. United States, 277 U.S. 438.

»

———— o ma
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while the removal and carrying off of papers was a tresﬁass
of the most aggravated sort,'inspeétion alone was not: "the
eye," Lord Camden said, "cannot by the law oﬁ England be guilty
of a trespass." |

The movement of the law since Olmstead has been steadily
from protection of property to protection of ?rivacy. In the
Goldman case */ in 1942 the Court held that the use of a detecta-
phone placed agaiﬁst the wall of a room to overhear oral con-
versations in an adjoining gffiée was not unlawful because no
physical trespass was involved. The opinion's unstatéd assumption,
however, appeared to be that.a private oral conversation could
be among the protected "effects" within the meaning of the
Foﬁrth Amendment. The Silverman case **/ later eroded Olmstead
substantially by holding that the Amendment was violated by.the
interception of an oral con&ersation'through the use of a spike
mike driven into a party wall,~pene;rati£g the heating duct of
the adjacent home. The Court stated that the question whether
a trespass had occuﬁred as a technical matter of property law
was not controlling; the existence of an actual intrusion was
sufficient.

The Court finally reached the opposite emphasis from

its previous stress on property in 1967 in Katz v. United States.

kkk / The Court declared that the Fourth Amendment "protects

. 5 .
people, not places," against unreasonable searches and seizures;

that oral conversation, although intangible, were entitled to be
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;/ Goldman v. United States, 316 U.S. 129, _
¥*/ 365 U.5. 505 (1961). | M
*%%/ 389 U.S. 347.
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officer, and that}the interception of a telephone conversation,
even if aCcomplished without a‘frespéss, ?iolated the privacy
on which petitioner justifiably relied while using a telephone
booth. Justice Harlan, in a concurring opinion, explained that

to have a constitutionally protected right of privacy under

t was necessary that a person, first, "have exhibited \

an actual (subjective) exgectation of Erivacz and, seeend,-that

the expectation be one that society is prepared to recognized as

————

'reasonable.'" id., at 361.
— T —

.

At first giance, Kggg_might be taken as a statement that the
Foﬁrth Amendmeht now protects all reasonable expectations of pri-
‘vacy -- that the boundarieé’of the right of privacy are coterminous
with>those of the Fourth Amendment. But that assumption would be

misleading. To begin with,the Amendment still protects some interests

that have very little if anything to do with privacy. Thus, the

| -

——

police may not, without warrant, seize an automobile parked on
SR ‘ . . N
EEE~EEEE£L§~§5322E§Y even though they have reason to believe that
the automobile was used in committing a crime. The interest pro-
tected by the Fourth Amendment in such a case is pvobably better
defined in terms of property than privacy. Moreover, the Katz
" ‘opinion itself cautioned that 'the Fourth Amendment cannot be
f*anslated int§ a general constitutibnal 'right to privacy.'"*/
Someﬁprivécy intérests are protected by remaining Constitutional

guarantees. Others are protected by federal statute, by the

" states, or not at all. -

*/ 389 U.S., at 350. - | R
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The point is twofold. &irstymemder-the-Coursis:devisionss
thggEﬂnxxhgtmaﬁﬂmEﬁ:ﬁddtsﬁuﬁtApfﬁtéttmﬁveryfexpectation ofrprivacyssy
nrmatter-how: reasonable  6F° actual- that” expectation-may-beywedie
doesznot protect; ~for example;against false-friends' betxayals-wy
fErxherpolfee 6T svenrthe Mo st private-eonfidences. Second, the—
"pEadonable expectation ofprivzey'- standard ~often-said.to.-be ..
the .test-of-Katz;=te-itself a tonclusion.-kt-represents-a-—judgment
that . certain behavio;;shqpld:as a:matter of law be:protected;againssp
unzestrained goverrmental “ifftrusion®™ That judgment, to be sure,
rests in part on an assessmené of the reasonableness of the ex-
pecﬁagion that is, on an objective, féctual estimation of a risk
"of intrusion unaer given circumstances, joined wifh‘an actual ex-
pectation of privacy by the person involved in a particular case.
But if is plainly more than that, sincg it is also intermingled
with a judgment as to how important it .is to society that an ex-
pectétion should be confirmed--a judgmenﬁ based on a perception of
our customs, traditions, and values as a free people.

The Katz decision itself illustrates the poiﬁt. Was it
really a 'reasonable expectation" at the time of Katz for a person
to believe that his telephone conversation in a public phone

A

booth was private and not susceptible to interception? Almost (2
3
exs

=
forty years earlier in Olmstead the Court held that such nontr </

passory interceptions were permissible. Goldman reaffirmed that R
holding. So how could Katz reasonably expect the contrars More-
over, it could have been argued that when one speaks into a telephone

he realizes that his voice will travel over a far-flung network
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of wires and cables hidden from his view. Many conversations
are transmitted by microwave and other techniqﬁes by whichvthey
are, in a very literal sense, "broadcast to the world." The
Court's decision in Katz turned ultimately on an assessment of
the effect of permitting such unrestrained intrusions on the
individual in his private and social life. The judgment was that
a license for unlimited governmental intrusions upon every telephone
would pose too great a danger to the spontaneity of human thought
and behavior. Justice Harlan put the point this way:

"The analysis must, in my view, transcend the

search for subjective expectations or legal

attribution of assumptions of risk. Our expecta-

tions, and the risks we assume, are in large part

reflections of laws that translate into rules the

customs and values of the past and present.'*/

A weighing of values is an inescapable part in the interpre-
tation and growth of the Fourth Amendment. Expectations, and their

Yeasonableness, vary according to circumstances. So will the need

for an intrusion and its likely effect. These elements will define

-

the boundaries of the interests which the Amendment holds as ''secure."

' of course,

To identify the interests which are to be '"secure,
only begins the inquiry.v It is equally essential to identify the

dangers from which those interests are to be secure. What consti-

. tutes an intrusion will depend on the scope of the protected interest.

The early view that the Fourth Amendment protected only tangible
property resulted in the rule that a physical trespass or taking

was the measure of an intrusion. Olmstead rested on the fact that

-*/" United States v. White, 401 U.S. 745, 786 (1971) (dlssentlng
opinion).
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there hadvbeen‘no physical trespass into the deéfendant's home
or office. It also held that the use of the sense of hearing
to intercept a conversation’did not constitute a search or seizure.
Katz, by expanding the scope of the érotected iﬁterests, necessarily
altered our understanding of what constitutes an intrustion. Since
intangibles such as oral conversations are now regarded as pro-
tected "effects,'" the overhearing of a conversation may constitute
an intrusion apart from whether a physical trespass is involved.

The nature of the intervention for search and seizure can be
very important. An entry into a house to search its interior may
be viewed as more serious than the overhearing of a certain type
of conversation. The risk of abuse may loom larger in one case
than the other. The factors that have come to be viewed as most
importént, however, are the pufpose and effect of the intrusion.
The Supreme Court has tended to focus not so much on what was
physically done, but on why it was done and what the consequence
is likely to be. What is seized, why it was seized, and what is
done with what is seized are critical questions.

I stated earlier that a central concern of the Fourth Amend-
ment was with intrusions to obtain evidence to incriminate the
victim of the search. This concern has been reflected in Supreme
Court decisions which have traditionally treated intrusions to
gather incriminatory evidence differently from intrusions for
neutral or benign purposes. In Frank v. Maryland,*/ the appellant

was fined for refusing to allow a housing inspector to enter his

*/ 359 U.S. 360 (1959).. ‘ ~ 1,

]
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be secure from searches for evidence to be used in criminal

prosecutions or fof forfeitures that the great %attle for funda-

mental liberty was fought.'*/ There was thus a great difference,

the Justice said, between searches to seize evidence for criminal
prosecutions and searches to detect the existence of municipal health
code violations. Searches in this later category, conducted "as an
adjunct to a regulatory scheme for the general welfare of the community
and not as a means of enforcing the criminal law, (have) antecedents

¥

deep in our history,'" and should not be subjected to the warrant

requirement.**/

. Frank was later overruled in 1967 in Camara v. Municipal Court,**¥*

and a companion case, See v. City of Seattle.*¥**/ In Camara, appellant,
‘was like Frank, charged with a criminal violation as a résult of his
refusal to permit a mﬁnicipal inspector to enter his apartment to
investigate possible violations of the city's housing code. The
Supreme Court rejected the Frank rationale that municipal fire,

health, and housing inspections could Qé conducted without a warrant
because the object of the intrusion was not to search for the fruits

or instrumentalities of crime. Moreover, the Court noted that

most regulatory laws such as fire, health, and housing codes were

%/ 1d., at 365.
**/ 1d., at 367.
*k/ 387 U.S. 523.

*ki%/ 387 U.S. 541. | L tbag
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enforced by criminal processes, that refusal to permit entry to an
inspector was often a criminal offense, and that the "self-
'protection" or “non-incriminatioé" objective of the Fourth
Amendment,‘was therefore indeed involved.

But the doctrine of Camara proved to be limited. 1In 1971

in Wyman v. James */ the Court held that a "home visit" by a

welfare caseworker, which entailed términation of benefits if
the welfare recipient refused entry, was lawful despite the
absence of a warrant. The Court relied on the importance of

the public's interest in obtaining iﬁformation about the recipi-
ent, the reasonableness of thé measures taken to ensﬁre.that the
“intrusion was limited to the extent practicable, and most
iméortantly, the fact that the primary objective of the search
was not to obtain evidence for a criminal investigation or
prosecution. Camara and Frank were_aistinguished as involving
cfiminal proceedings.

Rerhaps-—whatsthese.cases mainly say~iszthat the-purpose of

;gg;intrusionrvand'thenusestOuwhich»wha;m;§n§g£59g~%£’Eggﬁﬂgggwy
ESPELTMpbTtant  from-asgonstitutional stendpoints than,the, physicaley
astef intrusion. itself.. Where the purpose:drveffect™is mons
criminaly“the*8earéh and-seizure is“perceived - aszleas=trouble~ w

‘to. find reasonableness even ib.g

fudsdudicial warrxantoByccontrastamwhere Lthe woes.

and_hence_hgstile,.or.when .the consequence of.the.intrusion . .
is the sanction.of.the criminal.lav..greater: protections.maysm.
s &} % iy ‘Q
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k3
-,
ba-given: : \\~4f>

* 7 ANnnNn 1 © 2N0



_SheiFoux wasadts. hasralwaysRean.Lakes, -
Pretediidoes=nobtsgive absotute Brofection against Government —
‘in:;yginn@a~1n the words of the Amendment, the right guaranteed

is security against unreasonable searches and seizures. As

Justice White said in the Camara casé, "there can be no ready
test for determining reasonableness other than by balancing
the need to search against the invasion which the search
entails."*/ Whethe; there has been a constitutionally bro-
hibited invasion at all has come to depend less on an absolute
dividing line between proteqfed and unprotected areas, qnd

more on an estimation of the individual security interests
affected by the Government's actions. Those effects, in turn,
may depend on thé purpose for which the search is made, whether
it is hostile, neutral, or benign in relation .to the person whose
interests are invaded, and also on the manner of the search.

By the same‘token, the Governmehtfs need to search, to
invade individual privacy interests: is no longer measured
exclusively -- if indeed it ever was ' -- by the traditional
probable cause standard. The second clause of the Amendment
states, in part, that "no warrants shall issue but upon probable
cause." The concept of probablé cause has often been read to
bear upon ahé in many cases to céntrpl'the question of the
reasonableness of searches, whether with or without warrant.

The traditional formulation of the standard, as "reasonable

grounds for believing

*/ 387 U.S. 523, 536-37 (1967). (e . = '3'-
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that the law was being violated-on the premises to be searched "
relates to the Governmental interest in the prevention of criminal
offenses, and to seizure of their instruments and fruits.i/ This
formulation once took content from the long-standing "mere evi-
dence rule" -- that searches could not be undertaken "solely
for the purposé of. .'.[securing] evidence to be used. . .in a
criminal or penal proceeding, but that they may be resorted to
~only when a primary right to such search and seizure may be found
in the interest which the public. . .may have in fhe property to
be seized."**/ The Government's interest in the intrusion, like
the individual's interest in privacy, thus was defined in terms
of property, and the right to search as well as to seize ;as
limited to items -- contraband and the fruits and instrumentalities
of crime’4- in which the Government's interest was thought superior
to the individual's. This notion, long eroded in practice, was
expressly abandoned by the Court in 19%7 in Warden v. Hazden.
Thus, the detection of crime -- the need to discover and use
"mere evidence" -- may presently justify intrusion. |

Moreover, as I have indicated, the Court has held that, in
certain situations, something less than probable cause -~ in the
traditional sense -- may be sufficient ground for intrusion, if
‘the degree of intrusion‘is limited strictly to the purposes for

which it is made. In Terry v. OhioX**/ the Court held that a

*/  Brinegar v. United States, 338 U.S. 160, 1975 (1949). % o |

*%/ Gouled'v, United States, 255 U.S. 298, 309 (1921). ifg
*%/ 392 U.S. 1 (1968) - . » B g
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policeman, in order to protect himself and others nearby, may
conduct a limited 'pat down' search for weapons when he has
reasonable grounds for believing that criminal conduct is taking
place and that the person searched is armed and dangerous. Last

term, in United States v. Brignoni-Ponce,i/ the Court held that,

if an officer has a "founded suspicion” that a car in a border
area contains illegal aliens, the officer may stop the car and
ask the occupants to explain suspicious circumstances. The
Court concluded that the important Governmental interest involved,
and the absence of practical alternatives, justified the minimal
intrusion of a brief stop. In both Terry and Brignoni, the Court
emphasized that a more drastic intrusion -- a thorough seafch
of the suspect or automobile -- would require the justification
of traditional probable cause. This point is reflected in the
Court's decisions in Almeida-Sanchezfi/‘and Ortiz,ffi/ in which
the Court held that, despite the inter%st in stemming iilegal
immigration, searches of automobiles either at fixed checkpointsv
or by roving patrols inplaces that are not the "functional
equivalent" of borders could not be undertaken without probable
cause. |

Nonetheless, it is clear that the traditional probable cause
standard is not the exclusive measure of the Government's inter-

est. The kind and degree of interest required depend on the

*/ u.s. (1975). ' : PRLIT

%%/ 413 U.S. 266 (1973). (2 g

ok | u.s.  (1975). <§wm“”/}f
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.severity‘of the intrusion the Government seeks td make. The
requirement of the probable caﬁse standard itself may var?,

as the Court made clear in Camara.:/' That case, as you recall,
concerned the nature of the probable cause requirement in the
context of searches to identify housing code violations. The

Court was persuaded that the only workable method of enforcement
was periodic inspection of all structures, and held that because
the search was not "personal in nature," and éhe limited invasion
of privacy involved, probable cause could be based on "appraisal

of conditions in the area as a whole," rather than knowledge of
thelcondition of particular buildings. "If a valid public inte- -
rest justifies the intrusion contemplated," the court stated,

"then there is probable cause to issue a suitably restricted search
warrdﬁt.“::/ In the Keith casé, while holding that domestic nat-
ional security surveillance -- not involving the activities of
foreign powers and their agents -- was'sgbject to the warrant re-
quirement, the Court noted that the r;asonﬁ for such domestic
surveillance may differ from those justifying surveillances for or-
dinary crimes, and thét domestic security surveillances dften have
to be long range projects. For these reasons, S;gggqggr@;ofuanﬂi
bable pauserras AN RN R R F TSR FLoR YRS €A LTSRN
g&igga;dguonldmbemgustiéigdx;:niffereﬁf“gtéﬁaafaé'ﬁﬁ§?ﬁ€m86mpat1b1e

*/ 387 U.S. 523 (1967). : 2
%%/ 1d., at 539
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In brief, althpugh.at.che rime-the .!reasonableness”-ofs.

a-search. r

Pmbahls ~oause . hag-cone-ie-depend-opfeasonahieness-vrwmon: thes.

‘A.e_ga.m.matemeesl s&iha Go .ue.rmsy.&_saé :¥hether: thereies¥Eason -
todbelieve:

. ¥**/ 407 U.S. 297, 322-23 (1972).
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This point is critical in evaluating the reasonableness of
searéhes or surveillances undertaken to protect national security.
In some instances, the Governﬁent's interest may be, in part, to
protect the nation against specific actions.of foreign powers
or