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) HEADQUARTEES
U.S. ARMY INTERAGENCY COMMUNICATIONS AGENCY

POST OFFICE BOX 886
WINCHESTER, VIRGINIA 22601

CCI-OD 11 February 1976

SUBJECT: Change 1, USAICA EBS Procedures

SEE DISTRIBUTION

1. Reference USAICA Emergency Broadcast System Procedures,
December 1975.

2. The following pen and ink changes constitute Change 1 to
reference:

a. Basic Procedures:

/

(1) Page vi - ADCOM definition - Correct spelling of
Colorado.

(2) Page 19 - para 16, 1lst line - Correct spelling of
Procedures. : '

(3) Page 2, Annex F:
(a) Pars 3d, 1lst line - Change COMMCEN to U CMC.

(b) Para 3f, 1lst line - Change to read, "U SC notifies
WTO and U CMC that . . ."

éu) Page 2, Annex G - WHCA - Change commercial code (91)
tO ( —19)0

(5) Page 1, Appendix 4 to Annex H - Add "AT&T PGOC
HARRISBURG PA (MAIL)" as an info addressee.

(6) Page 1, Annex J - Station 500 - Change alternate
AUTOVON number to 380-5266.

(7) Annex K:
(a) Page 1 - OTP - Change contact's rank to COL.

(b) Page 3 - Harrisburg PGOC ~ Change 2nd line of address
to: Mr. W. P. Over.



CCI-OD - 11 February 1976
SUBJECT: Change 1, USAICA EBS Procedures

b. Supplement: -

(15 Page 12 - Add the followlng dialogue to para 10:
"This 1is an actual NIAC Order Change. Prepare to copy."

(2) Page 51 - Explanation of abbreviations - Change
U CSC to U CMC.

3. This letter may be destroyed after indicating on page ii
that this change has been made.

Maod o

HARLES W. RKES
Colonel, Signal Corps
Commanding

DISTRIBUTION:

OTP
ADCOM
FPA (3)
FPA/WVOO
WCD/DCA (2)
WHCA
7th Sig Comd
USACC DCPA Spt Agey
AT&T WASH-1
AT&T WASH-4
AT&T Harrisburg PGOC
USAICA
Cdr
Tech Dir (2)
Comm Ops Div (8)
COMSEC Div
Log Div (2)
Plans Ofc



HEADQUARTERS
U.S. ARMY INTERAGENCY COMMUNICATIONS AGENCY

POST OFFICE BOX 886
WINCHESTER. VIRGINIA 22601

CCI-OD 19 August 1976
SUBJECT: Change 2, USAICA EBS Procedures, December 1975

See Distribution

1. Remove the following pages and replace with attached:
Pages 1 and 2 of Appendix 1 to Annex H; Appendlxes 2, 3, and
4 to Annex H; and Annexes I, J, and K.

2. The residue may be destroyed after indicating on page ii
that this change has been made.

SYSANY

10 Incl CHARLES W. YERKES <«</7cC
as Colonel, Signal Corps I)CZ<L
Commanding

DISTRIBUTION :

OTP
ADCOM
FPA (3)
FPA/WVOO
WCD/DCA (2)
WHCA
7th Sig Comd
USACC DCPA Spt Agcy
AT&T WASH-1
AT&T WASH-A4
AT&T Harrisburg PGOC
USAICA
Cdr
Tech Dir (2)
Comm Ops Div (8)
COMSEC Div
Log Div (2)
Plans Ofec



SECURITY CLASSIFICATION
- JOINT MESSAGEFORM

C. TEST TIME GIVEN BY UWTO WAS

D. NIAC ORDER NO
E. (Time) -~ TEST PROGRAM SCHEDULED TO BEGIN.

DISTR:
USAICA MAIL DESK: PLANS OFC~ COMM OPS DIV {4}

o0 SCB: AT&T WASH 4
DRAFTER TYPED NAMED, TITLE, OFFICE SYMBOL AND PHONE SPECIAL INSTRUCTIONS

FCC VIA DEFCORD

IMO>PMmMr-rMmD

TYPED NAME, TITLE, OFFICE SYMBOL AND PHONE DCA AND OTP VIA TELECOPIER

SIGNATURE
C2, Appendix 1 to Annex H

UNCLAS
—BAGE omarrERon | paecrnemce | amE ] _cuass | oic FOR MESSAGE CENTER/COMMUNICATIONS CENTER ONLY C
» RELEASER THEE [ 1170 DATE - TIME _[WMONTATVR] |
1% b ROUTINE —0
BOOK MESSAGE HANDLING INSTRUCTIONS S
To be transmitted within 2 working days after Closed Circult Test E
D
FM CDRUSAICA WINCHESTER VA //CCI-TD-SC//
; C
TO OTP WASH DC I
R
INFO WHCA WASH DC C
U .
FCC WASH DC I
T
ADCOM COC CHEYENNE MTN COMPLEX CO //DCMS// :
T
DCA WASH DC //544// E
S
UNCLAS T
CITE ICA . R
; E
SuUBJ: EBS CLOSED CIRCUIT TEST P
v 0
SECTION I - ACTIVATION R
‘ » T
1. ON (date), THE WTO DIRECTED THE USAICA SYSTEMS CONTROLLER TO
F
ORIGINATE AN EBS CLOSED CIRCUIT TEST. SEQUENCE OF EVENTS FOLLOWS: 0
R
A. (Time). WASHINGTON- DC~ TIME. CALL RECEIVED FROM UWTO. M
' A
B. AUTHENTICATOR CHALLENGE 5 AUTHENTICATOR RESPONSE T

SECURITY CLASSIFICATION

UNCLAS
*GPO : 19069 O - 381-389

FORM
D D 1 JUL 68 1 73 REPLACES DD FORM 173, 1 NOV 63 AND DD FORM 1731, 1 NOV 63, WHICH ARE OBSOLETE.



OrnNwWwLNo

JOINT MESSAG&F&M SECURITY CLASSIFICATION . -
‘ UNCLAS

—PAGE ]

m_wz__cun—__ac FOR MESSAGE CENTER/COMMUNICATIONS CENTER ONLY
RELEASER TIME | 26T 1 INFD DATE — TIME | MONTH] YR |

20F L

“EO0K

MESSAGE HANDLING INSTRUCTIONS

F-.

G-

i H. (Time) - TRANSMISSION OF TEST ACTIVATION MESSAGE OVER 500 NET
! COMPLETED-
I. (Time) - THREE POLLING CYCLES COMPLETED. ACKNOWLEDGEMENT NOT

du

K-
Ln

M-

A.
B-

500 NET. MESSAGE AUTHENTICATOR WAS .

ACTIVATION MESSAGE BY AP. UPI~ AND ADCOM.

RECEIVED FROM (number) STATIONS.

COMMENCED. TELEPHONE CALLS NECESSARY TO STATIONS

2. ELAPSED TIMES FROM INITIATION BY WHCA:

3. PROBLEMS: [Give any problems such as complete net failure, need

to transfer action to ADCOM, etc., and corrective action taken.

(Time) - TRANSMISSION OF TEST ACTIVATION MESSAGE STARTED OVER

(Time) - VOICE CONFIRMATION OVER 300 NET OF RECEIPT OF TEST

(Time) - DELINQUENT STATIONS REACTIVATED AND TELEPHONING

(Time) - ALL ACKNOWLEDGEMENTS COMPLETE.
(Time) - NOTIFIED WTO ALL ACTIONS COMPLETED.

(Time) - NOTIFIED N3WC OF EBS TEST ACTIVATION.

.MINUTES TO START OF 500 NET TRANSMISSION.
MINUTES TO RECEIPT OF ALL 500 NET ACKNOWLEDGEMENTS.

L3EE?"""""""""""""""""""""""""""""""'4

DRAFTER TYPED NAMED, TITLE. OFFICE SYMBOL AND PHONE SPECIAL INSTRUCTIONS
R | TYPED NAME, TITLE, OFFICE SYMBOL AND PHONE
E
¢ [SionATURE
£
A c2
s
£ SECURITY CLASSIFICATION
R

D [TORM ] "7 33 RePLACES DD FORM 173, 1 NOV 63 AND DD FORM 173-1, 1 NOV 63, WHICH ARE OBSOLETE,

*GPO : 1088 O - 361-369












OrrnNwEn o

JOINT MESSAGEFORM

SECURITY CLASSIFICATION

UNCLAS

—PAGE———1—DRAFTER-OP— - RRECEDENCE L ME CLASE

FOR MESSAGE CENTER/COMMUNICATIONS CENTER ONLY

RELEASER TIME Gt T TWé0

19 1 ' ROUTINE

DATE - TIME MONTH [ YR

BOOK MESSAGE HANDLING INSTRUCTIONS
To be completed monthly within three working days after last test.

TO DCA //CODE 5u44//

INFO AIG &70
UNCLAS -

CITE. ICA.

and the reasons therefore.) #

DISTR:

DRAFTER TYPED NAMED, TITLE, OFFICE SYMBOL AND PHONE

FM CDRUSAICA WINCHESTER VA- //CCI-0D~AV//

CDR?TH SIG COMD FT RITCHIE Mb«/£ACCN-PO-0P//

SuBJ: MODIFIED. TESTING ©OF THE: EBSa~ (Menth and Year)
REF: A4 .DCA MSG 512-4/140% 10 JAN k7.
B. USAICA MSG SS8&45-. 20 MAR k7.

(Only list those tests which were net successful or were cancelled

USAICA MAIL DESK: (0D {2F. LOG-DIVa PLANS"OFC-. AND SCB

TYPED NAME, TITLE, OFFICE SYMBOL AND PHONE

SIGNATURE

AIMmO>P>mrmo

i

————————————————————————————————————

SPECIAL INSTRUCTIONS
DCA-VIATTELECOPIER

“C2, Appendix 3 to Annex H

SECURITY CLASSIFICATION
UNCLAS

D D . F.?.'.‘“e. 1 7 3 REPLACES DD FORM 173, 1 NOV 63 AND DD FORM 1731, 1 NOV 63. WHICH ARE OBSOLETE.

«GPO : 1868 O - 361-369

Hr» =2x1OoH9 H-dowYwHXT HmE3 UFJH"leUICBE.



O=NwssnNor

SECURITY CLASSIFICATION
- JOINT MESSAGEFORM UNCLAS
—PASE—|—ORAFIER-GR— —PREGEDENCE—|—LME—|—atASE eic FOR MESSAGE CENTER/COMMUNICATIONS CENTER ONLY
RELEASER TIME [™2CT | iNFO DATE - TIME__| MONTH] YR
= R -1 ROUTINE
BOOK MESSAGE HANDLING INSTRUCTIONS

To be completed within three working days after test.

FM CDRUSAICA WINCHESTER VA //CCI-0D-AV//

TO OTP WASH DC

INFO WHCA WASH DC

DCA WASH DC //54u4//

AT&T PGOC HARRISBURG PA {MAIL}

UNCLAS

CITE ICA

SUBJ: EBS MYSTIC TARGET TEST BY (Radio/Telephone)

1. ON (date) THE WTO DIRECTED THE USAICA SYSTEMS CONTROLLER TO
ORIGINATE AN EBS MYSTIC TARGET TEST. THE SEQUENCE OF EVENTS FOLLOUWS:
| A. (Time)~ WASHINGTONa. DCa TIME. CALL RECEIVED FROM (name). WTO-
OVER (telephone number or radio frequency).

B. AUTHENTICATOR CHALLENGE 5 AUTHENTICATOR RESPONSE

C. NIAC ORDER NO. ___ SIMULATED.

D. (Time) - U SC SIMULATED RELEASE OF THE EMERGENCY ACTION
NOTIFICATION MESSAGE-

E. (Time) - U SC ISSUED PROGRAM FEED ORDER TO U EMB.

DISTR: oo
USAICA MAIL DESK: PLANS OFC. SCB. COMM OPS DIV {3}+ LOG DIV
AVB: WASH-UY

DRAFTER TYPED NAMED, TITLE, OFFICE SYMBOL AND PHONE SPECIAL INSTRUCTIONS
DCA AND OTP VIA TELECOPIER

TYPED NAME, TITLE, OFFICE SYMBOL AND PHONE

SIGNATURE C2 Appendix 4 to Annex H

SECURITY CLASSIFICATION
UNCLAS

sMB>P>mMrma

' FORM «GPO : 1969 O - 361-368
D D 1 JUL 68 1 7 3 REPLACES DD FORM 173, 1 NOV 63 AND DD FORM 1731, 1 NOV 63, WHICH ARE OBSOLETE.

OHv—amrL:lz

Hr=E0Y0H"M HWowdmxn \HhEd JHAEQ@T=3



| 2o @2
BOOK MESSAGE HANDLING INSTRUCTIONS

oOeNWENNT

JOINT MESSAGEFORM

SECURITY CLASSIFICATION -
UNCLAS !

-PREGEDENGE—1—LMF—1—OLASS-

FOR MESSAGE CENTER/COMMUNICATIONS CENTER ONLY

B RAFFER-OR-—
RELEASER TIME [~ 757 T

DATE - TIME MONTH| YR

HF radio tests only.)

(time).

DISTR:

DRAFTER TYPED NAMED, TITLE, OFFICE SYMBOL AND PHONE

TYPED NAME, TITLE, OFFICE SYMBOL AND PHONE

SIGNATURE

2me>dmerme

F. (Time) - WTO CIRCUITRY EXTENDED TO U EMB AT TV STUDIO. (Use on

G. (Time) - U EMB INFORMED (WTO/U SC) THAT EBS PROGRAM EQUIPMENT
WAS ACTIVATED FOR AN EBS MYSTIC TARGET TEST.
H. PROGRAM WAS RECEIVED BY USAICA OVER (telephone number or radio

frequency)s TALK-UP TAPE PLAYED AT (time): PROGRAM COMPLETED AT

I. (Time) - WTO TERMINATED EBS MYSTIC TARGET TEST.
2. ELAPSED TEST ACTIVATION TIME FROM INITIATION BY WHCA:
A. ___ MINUTES TO ACTIVATION OF EBS CIRCUITRY BY PGOC.
B. MINUTES TO CONCLUSION OF EBS MYSTIC TARGET TEST.
3. REMARKS: (Include problems encountered, recommendations for

corrective action, quality of program transmission, etc.) #

SPECIAL INSTRUCTIONS

Cc2

SECURITY CLASSIFICATION
UNCLAS

FORM .
D 1 JUL 66 17 3 reriaces oo rorm 173, 1 MOV 63 AND DD FORM 173-1, 1 NGV 63, WHICH ARE OBSOLETE

#GPO : 19690 O - 361-369



EBS 300/500 NET
ADMINISTRATIVE CONTACTS
MAILING ADDRESSES AND TELEPHONE NUMBERS

Station Station
500 Cdr, USAICA 505 WTOP Radio & Broadcast House
300 ATTN: CCI-OD Radio Master Control Room
P. 0. Box 886 40th & Brandywine Sts, NW
Winchester, VA 22601 Washington, DC° 20016
Contact: Mr. Richmond Contact: Mr. Granville Klink, Jr.
AUTOVON 380-5353 (202) 686-6125
(202) 737-5721, x5353
501 HQ, NORAD 506 American Broadcasting Co.
301 Combat Operations Center Radio News Room
ATTN: DCMS 1124 Connecticut Ave, NW
Cheyenne Mt Complex, CO Washington, DC 20036
80914

Contact: Mr. K. J. Scott
Contact: LTC Roland Hintgen (202) 393-7700, x288
AUTOVON 834-3999
(303) 473-4010, x3284 or x3167

502 White House Comm. Agency 507 Columbia Broadcast System, Inc.
The White House Radiotape Room - 2nd Floor
ATTN: Operations 2020 M St, NW
Washington, DC 20500 Washington, DC 20036
Contact: Operations Officer Contact: Mr. J. Clucas
(202) 395-4040 (202) 457-4321, =x4302
AUTOVON 231-1467, x4010

503 Associated Press 508 Mutual Broadcasting System

302 U4th Flt Comm Dept Lower Level World Center Bldg
50 Rockefeller Plaza 918 16th St, NW
New York, NY 10020 Washington, DC 20006
Contact: Mr. Edward Fornell Contact: Mr. Bill Wisniewski
(212) 262-8128 (202) T785-~6412

504 United Press International 509 National Broadcasting Co., Inc.

303 15th Floor _ Transmission Center
360 N. Michigan Ave. 4001 Nebraska Ave., NW
Chicago, IL 60601 Washington, DC 20016
Contact: Mr. Bill Ferguson Contact: Mr. Al Aebig
(312) 781-1600 (202) 362-3077

C2, Annex I to USAICA EBS PROCEDURES



Station

510

511

512

513

514

American Broadcast Co. News
ATTN: (Contact)

(1926/5)

7 West 66th St.

New York, NY 10023

Contact: Mr. J. F. Keating
(212) 581-7777, x7065

Mr. T. O'Brien
(212) 581-7777, x7501

CBS

Room 1402

524 W. 57th St.

New York, NY 10019

Contact: Ms. Marie Betzig
(212) 975-2041

Columbia Broadcasting System

(News)
Room 1E40
524 W. 57th St.
New York, NY 10019
Contact: Mr. Lee Otis

(212) 975-3658

Unassigned

National Broadcasting Co, Inc
Room 1606W

30 Rockefeller Plaza

New York, NY 10020

Contact: Mr. Martin Meaney
(212) 664-LulL«

¥Effective 28 Aug 76

515

516

517

518

519

Station

AT&T Company

Operations Manager

210 Pine St. - 5th Floor
Harrisburg, PA 17101

Contact: Mr. W. P. Over
(717) 255-5850

United Press International
(Audio)

Room 1218

220 E. 42nd St.

New York, NY 10017

Contact: Mr. Bill Wilson

(212) 867-3994

American Tel & Tel Co.

Rm 403, TV Operating Center
725 13th St., NW
Washington, DC 20005
Contact: Mr.
(202) 457-3606

Robert E. Wright

American Tel & Tel Co.

Rm 1002, TV Operating Center
85 W. Congress Pkwy

Chicago, IL 60605

Contact: Mr. Ron Matz
(312) 368-3123

American Tel & Tel Co.
TV Operating Center

51 Ivy St., NE, Room 309
Atlanta, GA 30303

Contact: Mr. Bdb Dudley
(404) 529-8083

C2



Station

520

521

522

523

524

American Tel & Tel Co. 525
Rm 2471, N.R. General Control

32 Avenue of the Americas

New York, NY 10013

Contact: Mr. R. H. Oleksik

(212) 393-5324

American Tel & Tel Co. 526
Rm 2432, Network Operations
Center
32 Avenue of the Americas
New York, NY 10013

Contact: Mr. M. Stamm
(212) 393-5498

National Public Radio 527
2025 M. Street, NW
Washington, DC 20036

Contacts: Mr. George Geesey
Mr. Dick Cassidy
(202) 785-5445

American Tel & Tel Co.

Rm 916, TV Operating Center
4100 Bryan St.

Dallas, TX 75204

Contact: Mr. H. W. Sloan
(214) T745-2566

Pacific Tel & Tel Co.
Rm: 1202, LA-AQC

434 S. Grand Ave.

Los Angeles, CA 90017

Contact: Mr. Richard Peters
(213) 621-6378

Station

American Tel & Tel Co.
ATTN: Ops Mgr

675 Elkton Drive

Colorado Springs, CO 80907

Contact: Mr. J. T. Elliott
AUTOVON 834-1211, x3316
(303) 636-4708

American Tel & Tel Co.
Washington #4 Ofc

11820 Leesburg Pike Rm 106
Herndon, VA 22070

Contact: Operations Manager
(202) L457-3206

Public Broadcast Service
475 L'Enfant Plaza W, SW
Washington, DC 20024

Contact: Mr. Dan Wells
(202) 488-5110

Ce









EBS CONTACTS
(GOVERNMENT PROCEDURES)

Organization: Office of Telecommunications Policy, Executive

Office of the President
Contact: LTC John T. Taylor, USAF

Telephone: IDS 103-4876
Commercial (202) 395-4876

Address: Office of Telecommunications Policy
Executive Office of the President
Washington, DC 20504

Organization: Whilite House Communications Agency
Contact: LTC Edward E. Nelson/CWO Leonard Stephens

Telephone: IDS 104-4040
Commercial (202) 395-4040
AUTOVON 231-1467, x4040

Address: Commander, WHCA
The White House
Washington, DC 20500

Organization: Federal Communications Commission
Contact: Emmett B. Kitchen

Telephone: IDS 101-27007
Commercial (202) 632-7007

Address: Engineering Assistant to
Commissioner Charlotte T. Reid
Federal Communications Commission
1919 M Street, NW
Washington, DC 20554

C2, Annex K to USAICA EBS Procedures



Contact: Raymond W. Seddon

Telephone: 632-7232
IDS 101-27232

Address: Chief, Emergency Communications Division
Federal Communications Commission
1919 M Street, NW
Washington, DC 20554

(For authenticators, use above address, ATTN: Art Radice,
Room A201)

Contact: Donald Aines (Mailing of FCC Publications)

Telephone: IDS 101-27232
Commercial (202) 632-7232

Address: Emergency Communications Division
Federal Communications Commission

1919 M Street, NW
Washington, DC 20554

Organization: National Security Agency
Contact: Mrs. Doris Pollock

Telephone: Commercial (202) 688-8114
AUTOVON 235-8114

Address: Director, National Security Agency

ATTN: S14
Ft Meade, MD 20755

Organization: American Telephone & Telegraph Company
Contact for Government Communications: Mr. Robert L. Wright
Telephone: Commercial (202) U466-4093
Address: American Telephone & Telegraph Company

2055 L Street, NW

Washington, DC 20036

2 C2



Contact for Harrisburg PGOC (NIAC Order 2): Mr.

Telephone:

Address:

Commercial (717) 255-5850

AT&T Company

Mr. W, P. Over

Operations Manager

210 Pine Street - 2nd Floor
Harrisburg, PA 17101

Organization: Aerospace Defense Command

Contact:

Telephone:

Address:

LTC Roland L. Hintgen/MAJ Carlos Harlow

AUTOVON 83“—3999/1211, x3275
Commercial (303) 473-7488

HQ, North American Air Defense
Combat Operations Center

ATTN: DCMS

Cheyenne Mountain Complex, CO 80914

Organization: U. S. Army Interagency Communicati

Contacts:

Telephone:

Address:

Mr. F. James Richmond
Mr. William A. Salyan

IDS 163-5353
AUTOVON 380-5353
Commercial (202) 757-5721, x5353

Commander

W. P. Over

ons Agency

U. S. Army Interagency Communications Agency

ATTN: CCI-0D
P. 0. Box 886
Winchester, VA 22601

Ce



HEADQUARTERS *
U.S. ARMY INTERAGENCY COMMUNICATIONS AGENCY

POST OFFICE BOX 886
WINCHESTER, VIRGINIA 22601

CCI-0OD 1 Dec 75

SUBJECT: Emergency Broadcast System Procedures

TO: See Distribution

1. The attached procedures provide direction for USAICA
elementsin fulfilling USAICA responsibilities with respect
to the Emergency Broadcast System. Sufficient background
information has been included to furnish perspective to the
user. The contents are based primarily on the guidance con-
tained in the listed references. Any intended departure
from these references is a result of informal coordination
with WCD/DCA or the Office of Telecommunications Policy.

2. Corrections, additions, or deletions should be immedil-
ately brought to the attention of this agency, ATTN: CCI-O0D.

3. These procedures are furnished to elements outside USAICA
for informational purposes only.

4, Emergency Broadcast System Procedures published by USAICA
on 24 April 1975 are rescinded by this publication.

1 Incl HARLES W YE KES
EBS Procedures JColonel, Sign 1 Corps
Commandlng

Yhis marking is CANCELED when separated
from material bearing a protective marking

FOR OFFICIAL USE ONLY



DISTRIBUTION

USAICA
Cdr
Tech Dir
SCB
Comm Ops Div
CcCB
STAB
AVB
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EMB
Plans Ofc
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ADCOM
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RECORD OF CHANGES

Identification of Change

Date
Entered

Signature of Person
Making Entry
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ADCOM

Attention Signal

EAN

FCC EBS Check List

ICE HOUSE

MYSTIC TARGET

NIAC

GLOSSARY OF TERMS

Aerospace Defense Command. Located
at Colorado Springs, Coloragc, ADCOM
is the U. S. element of the North
American Air Defense Command (NORAD).
It is staffed by personnel from all
of the military services.

The signalling arrangement whereby
standard, M, and television broadcast
stations can activate muted receivers
for the receipt of emergency cueing
announcements and broadcasts.

Emergency Action Notification. The
order to activate the national-level
Emergency Broadcast System.

A document 1ssued by the FCC which

must be posted at broadcast operating
positions of participating radio and

TV broadcast stations. It states, in
summary form, the actions to be taken
by that station's personnel upon receipt
of the Emergency Action Notification,
Termination, or Test Messages.

The nickname identifying the procedures
exercised by WHCA/ADCOM/USAICA to
implement the Weekly 300/500 Net
Equipment Tests.

The nickname ldentifying tests
simulating a program transmission from
the WHCA Trip Officer through USAICA
program facilities into the NIAC 1/2
circuitry.

The National Industry Advisory Committee
as used herein is a committee appointed
by the FCC to advise and assist the
commission in a number of areas including
establishing the Emergency Broadcast
System. This group is made up of
technical representatives, programming
representatives (news), and others as
required from the broadcasting industry.

vi



NIAC/NNC (600 Net)
[National News
Radio/Press Wire
Message Authenti-
cation and Distri-
tution System]

NIAC Order

NIAC Order 1/2
Circuitry

NIAC Orders
101-106

- A teletypewriter system established

to provide multiple entry from the
USAICA COMMCEN through New York City
and Atlanta, GA, into Associated Press
and United Press International
Radio/Press Services to allow for the
rapid, wildespread dissemination of
official government news releases to
subscribers of the respective services.
This system may be used as an alternate
method of transmitting the EAN to AP/UPI
in the event other methods are not
operational.

A pre-positioned service order filed
with the American Telephone and
Telegraph Company providing for
advance arrangements for program
origination reconfiguration of the
major radio and television landline
broadcast networks voluntarily
participating in the Emergency
Broadcast System.

Established audio circultry which
interconnects WHCA; USAICA; WTOP,
Washington, DC; and Harrisburg, PA
(AT&T TVOC). Programs can be
originated at or through WHCA (CROWN)
or USAICA. Entry into WIOP would be
NIAC Order 13 through Harrisburg,
NIAC QOrder 2.

Configurations of the national program
networks to provide entry at specified
AT&T locatlons each designated by a
number, These NIAC orders are used
exclusively for last resort purposes
and involve only WHCA and AT&T:

NIAC Order 101 AT&T Control

Atlanta
102 AT&T Control
Washington, DC
103 AT&T Control
New York

vii



300 Telephone
Net

500 Teletypewriter
Net

Last Resort
Procedures

104 AT&T Control

- Chicago
105 AT&T Control
Los Angeles
106 AT&T Control
Dallas

-~ This dedicated net interconnects

AP-New York, UPI-Chicago, ADCOM, and
USAICA with a single loop. Any
station can signal the entire net by
transmitting a broadcast signal or by
selecting each station individually.
Only one conversation is possible at
one time., Each station is identified
by a three-digit number beginning with
300, The 300 Net is used to validate
500 Net transmissions.

A dedicated teletypewriter net used for
passing EBS Activation (EAN and NIAC
Order number), Termination, and NIAC
Order Change information. Recelve-only
terminals are provided selected
activities in the broadcast networks,
AP/UPI, and AT&T. A send terminal is
installed at each EBS origination
point (USAICA/ADCOM) which provides
for broadcast (or selected station)
transmissions and automatic polling

of acknowledgements. Each terminal is
identified by a three-digit number
beginning with 500,

If national communications capabilities
have been severely reduced, making normal
activation doubtful, this method may be
used, The WHCA Trip Officer uses
whatever telephone capability available
to call the AT&T Control Center in
Atlanta, Washington, New York, Chicagc,
Los Angeles or Dallas until communicaticns
are established. The first call shculd
be made to the location nearest tc the
location cf the Trip Officer. After
authentication, AT&T personnel take

action to zonfigure the selected NIAC
Order Number. The WHCA Trip Officer
reads the EAN two times over the

viii



established program channel and
initiates the standard procedures for

- the Presidential message. The WHCA

Trip Officer effects termination by
reading the emergency action termination
message over the program channel two
times. Since USAICA is not involved in
these procedures no details are included
in this document (see FCC SOP 3).

ix



EMERGENCY BROADCAST SYSTEM PROCEDURES

1. Purpose: To ldentify USAICA responsibilities with respect
to the National Level Emergency Broadcast System (EBS) and to
formalize procedures for fuliillment thereof.

2. References:

a. Emergency Broadcast System Procedures Manual, January.
1974, published by the Office of Telecommunications Policy,
Executlive Office of the President.

b. FCC Rules and Regulations Part 73 - Radio Broadcast
Services, Subpara G - Emergency Action Notification System
and the Emergency Broadcast System.

¢. FPCC EBS Standard Operating Procedures, 15 March 197k:
(1) SOP 1 - EBS Activation and Terminétion Procedures.
(2) SOP 2 - EBS Test Procedures.

(3) SOP 3 - EBS Backup Procedures.

d. FCC EBS Checklist Primary and Alternate Stations,
1974,

e. DCA message, DCA 512.4, 10 January 1967, subject:
Modified Testing of the EBS (filed in Comm Ops Div).

f. Conﬁinuity of .Government Operations Plan for Provid-
ing Emergenqy ‘Presidential Communications Interface (High
Frequency Radio) (U), 1 January 1975, published by the Office
of Preparedness, General Services Administration.

3. General-

a. System Description. The National-level EBS, when
activated, consists of a nationwide network of voluntary
participating radio and television (audio only) stations
interconnected by Telephone Company circuitry. These stations.
are issued EBS Authorization by the FCC. The system is de-
signed to maintain. communications with the general public in.
the event of an attack, a threat of war, a state of public




peril, disaster, or other national emergency. Each EBS sta-
tion assumes the responsibility for serving a specifically
designated area known in the EBS as an "Operational Area"
with, not only local area instructions, news, and information,
but also with Presidential messages, Governors' messages, and
State information, as well as national programming and news.

b. Activation Authority. The authority to activate the
National Level Emergency Broadcast System rests solely with
the President of the United States.

4, Concept of Operations:

a. Activation. In order to activate the National Level
EBS (hereafter referred to as the EBS), the followlng actions
are required: '

(1) A Presidential decision to activate which 1is passed
to the White House Communications Agency (WHCA) for imple-
mentation. B

(2) The selection by WHCA of an activation order origi-
nation point. The following activities are technically
capable of relaying activation (and other) orders to the
broadcast industry (does not apply to last resort procedures -
see FCC SOP 3):

(a) Aerospace Defense Command (ADCOM), Colorado Springs,
CO.

(b) U. S. Army Interagency Communications Agency (USAICA).

(3) By telephone, WHCA will furnish the selected origi-:
nation point with the location the program feed will enter
the national broadcast networks. This location i1s identifiled
as a NIAC Order number (see Glossary of Terms).

(4) The selected origination point, using a dedicated
teletypewriter net (500 Net) providing confirmation with a
dedicated telephone net (300 Net), relays activation order
(Emergency Action Notification - EAN and NIAC Order Number)

information to three general groupings of the communications
industry:

(a) Broadcast Networks. ABC, NBC, CBS, MBS, NPR, PBS,
and UPI-audio, using network alerting facilities, retransmit
the EAN to thelr affiliates.
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(b). Press Wire Services. Asseclated.Press (AP) and
United Press International (UPI) relay the Emergency Actien
Notification (EAN) over their radie wire netwoerks alerting
those. broadcast statiens having AP/UPI teletypewriter termi-
nals eof the impending EBS activatien. The broadcast statiens
take actions prescribed by the FCC EBS Checklist issued to
breadcast statiens in preparation for the Presidential bread-.
cast. '

NOTE: All broadcast licensees are required:to install, main-
tain, and operate.radie receiving equipment for receipt of
the Emergency Action Notification (EAN) “or Emergency Action
Termination (EAT). Stations receiving this infermatioen via
the radio wire services or threugh netwerk alerting are re--
guired to broadcast it te enable: other stations te learn of:
the EAN or EAT by off-the-air monitering.

(c) The Telephene Cempany will, upen. receipt of the.NIAC
Order request. contained in the activatien instructiens, con-
figure natlioenal program circuitry cennecting all participating
network and independent radie and televisien statiens. This
clrcultry is arranged to accept a program feed from. a specifie
entry poeint identified with the NIAC Order number provided.

b. Programming. - WHCA will arrange for circuitry into
the appropriate NIAC :Order entry peint.: USAICA is net in-
velved unless the Presidential breadcast originated at or

~ passes through the FPA/SF. Such a conditioen could exist

oenly under. a NIAC Order 1 or 2. Detailed informatien- is pro- .
vided elsewhere in these procedures.

¢. Termination. When the natienal level ‘EBS i1s ne lenger
needed, a terminatien order is issued. The sequence of events
clesely parallels that for activating the EBS.

(1) A Presidential decisloen teo terminate the . EBS is
passed to WHCA for implementatien.

(2) WHCA: selects the terminatien order origination peint,
USAICA or ADCOM, and telephenes the terminatien order.

(3) The originatien peint transmits an Emergency Actioen
termination message over the 500 Net Teletypewriter Net:and
confirms its authenticity with AP/UPI over the 300 Telephene
Net.




(4) AP/UPI transmits the termination order over their
radio wire networks; the broadcast networks notify their
affiliates via network alerting facilitiles. :

(5) AT&T restores the program circultry to network con-
trol. :

d. NIAC Change Orders. It may be necessary to transfer
the entry polnt for ‘programming after the system has been
activated. The sequence. of events 1s simllar to an activation/

termination order except that since only the program feed 1s
affected, the broadcast stations are not notified.

(1) A Presidential decision to move the point of EBS
program entry into the national network 1s passed to WHCA
for implementation.

(2) WHCA selects an origination point, USAICA or ADCOM,
for releasing the NIAC Change Order and issues necessary in-
structions by telephone.

(3) The selected origination polnt transmits a NIAC
Change Order over the 500 Teletypewriter Network and confirms
its authenticity with AP/UPI using the 300 Telephone Net.

(4) AT&T reconfigures the national program network to
accept a feed at the new entry point.

e.  Under extreme conditions where the aforementloned
concepts are not feasible; WHCA may communicate directly with
the AT&T program entry point and attempt to establish the EBS
without recourse to elther ADCOM or USAICA.

f. Testing. Government and industry procedures and equip-
ment used in EBS actions are tested regularly. Detaills are
contained elsewhere 1n these procedures.

g. Authentication. All messages, both telephonic and
teletype from WHCA and USAICA/ADCOM, are authenticated with
specially issued lists.

5. Procedures: USAICA procedures for processing EBS actions
fall into two broad categories: actual EBS actlons and EBS
tests, :




a. Procedures related to EBS testing is found elsewhere
in - these procedures.

b.  Actual and simulated EBS activatlons, termlnations,
and NIAC Change Orders comprise fairly parallel procedures.
Outlined below 1s a summary of. the actions ceontained in the
USAICA check lists (Annex A,,published separately).

(1) WHCA Trip Officer (WTO) telephones the USAICA
Systems Controller (USC) using entry . established by pro-
cedures.

(2) WTO and USC validate. identity by authenticators
(challenge and response).

(3) WTo issues instructions which are repeated back
by U SC., U SC refers to apprepriate check list; using it as a:
work sheéet.

(4) U SC attempts te retain WTO on telephone.

(5) U SC, using dial intercem, calls the USAICA COMMCEN
Section Chief (U CMC) and passes instructiens. for the appro-.
priate EBS action. No authentlcation procedures are used.

U CMC refers to appropriate check list: using it as a work
sheet.

(6) U CMC selects appropriate-authenticator which he
provides the U SC. The U SC must conflrm the accuracy of this
authenticator, :

(7) U CMC orders release of appropriate authenticated
teletypewriter tape over the 500 Net. As soen as the tape.
has started he informs the U SC. '

(8) U SC conferences the 300 Net and informs AP, UPI,
and ADCOM of the particular EBS action-in process. He in-
sures that.all are receiving the message. If.either.APver
UPI (or both) are.not receiving the message, the U SC makes-
a decision whether ordering the U CMC to retransmit the
message, to ask ADCOM te assume responsibility, or to read
the message over. the telephone.

(9) The 500 Net teletypewriter tape coentains auteomatic.
stops for entering authenticator words, date and time, NIAC-
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Order No., and a stop as a- safeguard against the possibility ' -
of unintentional release of the wrong tape. Tapes are : :
color~coded for ready identification. -

(10) At the completion of the 500 Net transmission, the
terminal stations are polled for acknowledgements. Acknowledge- —
ment is performed by operating a key at each receive-only (RO)
terminal. The sending station (USAICA or ADCOM) will poll a
three times. A short service message is then transmitted to
those statlons not having responded asking them to "Please
Acknowledge." Simultaneously, COMMCEN personnel begin -
telephoning the delinquent stations while the 500 Net send
terminal continues to poll., If either AP or UPI is among - -
the delinquent stations, the U CMC asks the U SC to seek
acknowledgement via the 300 Net.

(11) If the WTO has been held on the telephone circuit,
‘he will be given periodic status reports. If not, he will be
notified only upon fallure to obtain acknowledgements-from one e
of the nine critical stations on the 500 Net. These stations -
are identified in Annex A. In any event, the U CMC keeps the -
U SC aware of the status of actions. '

(12) U SC netifies N3WC of completed action.

(13) U SC notifies other elements in USAICA and FPA/WVOO
of actions taken.

¢c. The aforestated procedures are intended only to provide -
an overview and do not include all the alternatives availlable. -

6. Control of EBS Teletypewriter Tapes:

a. USAICA maintains six pre-cut EBS teletypewrlter tapes
which are color-coded for quick and positive identification.
The tape, the reel on which the tape is wound, and the can in
which the reel is stored are all of the same color., The
identity of the tape is posted adjacent to the reel storage o~
can, on the face of the reel, and on the tape leader.

bo All actual (live) EBS tapes and EBS Closed Circult
Tapes are located in a storage cabinet behind the 500 Net:

AS/R. The live EBS tapes and the EBS Closed Circuit Test ¥
Tapes are segregated in two compartments. Each compartment
is secured by two different locks making a total of four ' -

different locks. Two different keys are required to open
each side of the cabinet for a total of four different keys.

6
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: c.  The Section Chief will maintain on his person one key
for each compartment; the person assigned as EBS Operator will
maintaéin on his person the other key for each compartment.

These keys must not leave the COMMCEN., If the Section Chief
must leave the COMMCEN, he will turn his set of keys over to

the Assistant Section Chief. If the EBS Operator must leave

the COMMCEN, he willl turn his set of ‘keys over to the Alternate.
EBS Operator. Under no coendition will one employee retaln both
sets of keys.

d. - The EBS 500 Net Weekly Test Tape.will not be secured
in this cabinet but will be mounted on the wall a adjacent to
the cabinet. This tape, as well as its reel and can, will be
color-coded and identified in a manner similar te the other
tapes.

e. The U CMC will have. all EBS tapes, cabinet keys, and
spare keys inventoried at the beginning of each shift; and.
will include an entry to this effect in the Team Chief's Log.
It ‘will be necessary at the beginning of .each shift to assign
an EBS Operator and alternate. One of these employees will'
operate the EBS 500 Net AS/R in the 'event an EBS action occurs.
during that shift. The names of these operators will be posted
on the shift schedule. The spare set of keys for the EBS Tape
Cabinet wlll be kept in the Duty Seection Chief's safe drawer.

To Preparation of Teletxgewriter Tapes. In order to insure
uniformity, CCB normally prepares tapes for both USAICA and
ADCOM. Tapes are color-coded for identification and are.
prepared: on MYLAR stock. Each- live tape and closed circuit
tést tape have an automatic stop function: in-the heading which
requires manual intervention between the start of . transmission -
and the text of the order. Five of the six tapes require

entry . of authenticators. Because the Red Envelope provides

. different "live" authenticators for each day, the entry. is made
at the time of transmission. Although there 1s only one test
authenticater: per month, 1n order .to presérve realism, it,is
also entered during transmissien. It-will be:noted that a
one-minute pause has been provided between the two messages
contained in each "activation" tape. .The pause is intended

to provide time for the broadcast. networks to use their-internal
alerting systems to transmit the EAN to their affiliate statiens
before the AT&T reconfigures the program network. Transmit
‘times l1lnclude entry of information. (See Annex B for tape
preparation instructiens, published separately.) One-inch
mylar stock is used for all pre-cut EBS tapes.
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a. EBS Activation Tape:
Color = red.

Contents - EAN message, one-minute pause, NIAC Order
message.

Automatic stops - 7.
"Check Tape" safeguard - once.

Authenticator words - twice in EAN, once 1n
NIAC Order message.

Date/Time - once in each message.
'NIAC Order - once in NIAC Order Message,
Average transmit time - 4 minutes, 5 seconds®
b. EBS Termination Tape:
Color - green.
Contents - one message.
Automatic stops = 4,
"Check Tape" safeguard - once..
Authentlcator words - twice.
Date/Time - once,
Average transmit time - 1 minute, 25 seconds*
c. EBS NIAC order Change Tape:
Color - blue.
Contents - one message.

Automatic stops - 5.

"Check Tape" safeguard - once.

¥Does not include "Please Acknéwledge" message.
8.



NIAC Order terminated - once.
NIAC Order implemented - once.
Authenticator words - onéeo
Date/Time - once.
Average transmit time - 1 minute, 25 seconds®
d. EBS Closed Circuit Test Activatién Tape:
Color - white

Contents - simulated EAN message, one-minute pause;
simulated NIAC Order message.

Automatic stops - 9.
"Check Tape" safeguard - once.
Program Time - once in simulated EAN.

Authentiéator words - twice in simulated EAN;
once in NIAC Order message.

Date/Time - once in each message.
Program time - once in NIAC Order message.
NIAC Order - twice in NIAC Order message.
Average transmit time - 5 minutes, 45 seconds#*
e. EBS Closed Circuit Test Termination Tape:
Color - black.
" Contents - cne message.
Automatic stops = 5. |
"Check Tape“ éafeguard - once.

Authenticator word - twice.

¥Does not inciude "Please Acknowledge" message-
| 9



Terminatlon time - once.
Date/Time -. once.
Average transmit time - 1 minute, 50 seconds¥* -
f. EBS 500 Net Weekly Test Tape:
Color - yellow.
Contents - two parts.
Instructions in case of technlcal trouble.
EAN test.
Automatic stops - 1.
Date/Time - once in part 2.
Average transmit time -« .2 minutes, 10 seconds¥
g. "Please Acknowledge"” Message:
Color - not applicable; punched in the end of each
of the aforementioned tapes to alert
delinquent stations.
Contenté - one message-explaining the operation of
the acknowledgement key (see Annex A,
Appendix 12).
Transmit time - 35 seconds.,
8. Dedlcated EBS Circuitry: Dedicated telephone and tele-
typewriter networks have been installed to permit ADCOM or
USAICA to relay EBS actions (e.g., activation, termination,
etc.). Specifically, they are identified as the 300 Telephone
Network and the 500 Teletypewriter Network (hereafter referred
to as the 300 Net and 500 Net). In addition, separate circuitry

is permanently wired to provide for a NIAC Order 1 or 2 program
feed.

a. 300 Net - This automatic-ring telephone system has
terminals at USAICA (Station 300); ADCOM (Station 301); AP,

¥Does not include "Please Acknowlege" méessage. -
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New York (Station 302); and UPI, Chicago (Station 303).

Each terminal has the capabilility of conferencing the entire

net or signalling each of the other terminals individually.

Only one telephone conversation is possible at any one time.
The primary purpose of the 300 Net is to provide a means of

voice confirmation to the AP/UPI control points that an EAN
concurrently transmitted via teletypewriter.over the 500 Net
is authentic. (See Annex C.)

b. 500 Net - This multipoint; 100 WPM, teletypewriter
system consists ‘of two send-receive (Model 28 ASR) terminals
(ADCOM and USAICA) and some 25 receive-only (Model 28 RO)
terminals located in various press wilre service, broadcast
networks and telephone company facilities. DBecause each
station is 1ldentified by a 3-digit code beginning with
Station 500, it is known as the 500 Net. The ASR terminals
are equipped for broadcast, lndividual, or groups of station
selection-and for automatic polling. The RO terminals are
equipped with audible and visual alarms and answer-back
generators which are controlled by operating a key. Automatic
polling of RO stations by  the sending ASR after message

- transmissions provides a means for obtalning acknowledgements-

The primary. purpose of the 500 Net is to transmit EAN's, NIAC
Orders, NIAC Change Orders, etc., to the wire:services, the.
broadcast industry and. the telephone company. (See Annex D.)

c. NIAC Order 1 and 2 Circuitry - This circuitry permits
the insertion of an EBS program into the national program

"~ circuitry via Radio Station WTOP, Washington, D.C.: (NIAC

Order 1), or the AT&T Test Center, Harrisburg, PA (NIAC
Order 2). Permanently wired, the clrcultry can accept a
program origination from the White House, Washington, DC, or
USAICA. Bee Annex E.) USAICA continuously feeds a 400 Hz
tone over this circuitry when it is idle. A tone detector
at USAICA will ascertain circuit continuity. When a NIAC
Order 1 or 2 1s ordered, the tone must be removed; when
terminated the tone must be restored. This action 1is part
of the USAICA check list of actions (Annex A). When ADCOM is
the origination point involving a NIAC Order 1 or 2, ADCOM
wlll s0 notify the USAICA Systems Controller via the 300 Net.
The USAICA COMMCEN Section Chief will also notify the USAICA

Systems Controller when an ADCOM-orlginated message is received

on the 500 Net.

9. Authenticators: Four separate authenticator lists are

» provided for implementing EBS actions, both actual and test.
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a. EBS Intiation Authenticator List (U) (WHCA 1).
Issued. semiannually (May-Oct/Nov-Apr), this authenticator
list, classified CONFIDENTIAL, 1s issued to WHCA, ADCOM,
and USAICA (two copies). The list provides for telephone
challenge and response. by WI'0 and ADCOM or USAICA. The
primary purpose of this list 1s to authenticate between
WHCA and the origination point chosen; however, USAICA and
ADCOM may use the. llst independently of WHCA during contin-
gency transfer of actions. The digraph authenticators (two
letters) are declassified on use. Thirty-six sets of
authenticators are provided for actual EBS actions and 36
different sets for test actions. In USAICA, one authenticator
envelope 1s kept with the Systems Controller EBS Instructions;.
the other copy is in his safe. The White House Communications
Agency (WHOA) is the proponent authority for this 1list.

b. EBS Authenticator List (Red Envelope). Issued semi-
annually (Jan-Jun/Jul-Dec), in three coples to USAICA, this
authenticator is marked FOR OFFICIAL USE ONLY. With respect

to live EBS actions, the 1list contains a different set of
authenticator digraphs for each day in the period; one
digraph for activation; one, for termination. In the case
of a NIAC Change Order, an M"activation" word is used. 1In
the unlikely event of two activations or an activation:and
a NIAC Change Order occurring on the same day, the. same.

authentlcator will be used. These authenticators are entered

in the teletypewriter messages at the time of transmission

over the EBS 500 Net. If it 1s necessary to read the message.

by telephone, the authenticator will be 1included. For this
reason, it is mandatory to retain a list in the U SC EBS
instructions. Additionally, the U SC must confirm the
proper. authenticator to be used by the COMMCEN. The other
two copies are retained in the COMMCEN EBS cabinet. This
authenticator list (hereafter called the Red Envelope)
contains six sets of test authenticators on the outside of
the envelope, one set for each month in the period. If
there is a requirement for the use of more than one test
authenticator during a single month, the same digraphs

will be used. In the COMMCEN EBS Cabinet one red envelope
is stored with the "live" EBS tapes; the.other with the
Closed Circuit Test EBS tapes. The envelope stored with
the Closed Circult Test tapes will have the. inside "live"
authenticator list removed. The proponent authority for
the, Red Envelope is the Federal Communications Commission,
who also 1ssues 1t to each broadcast station and to all
statlons 1n the 500 Net.

12



¢. Emergency Broadcast System Authentication List

(Voice) (U). This 1list, hereafter referred to as the Voice
Back-up, 1s Intended to provide challenge and response, if
implementation of: the télephone back-up procedures becomes
necessary because of fallure of the 500 Net. The Veice
Back-up List is issued semiannually (Jan - Jun/Jul - Dec)
by the FCC who is also the proponent authority. There are.
no test authenticators on this Voice Back-up List. The
list contains 31 sets of digraphs (one digraph for challenge;
one, for: response) " The set corresponding to the day of. the.
month 1s used. A complete description of the Back-up
Telephone Alerting and Authentication Procedures is found
elsewhere in this'document. Two coples of this guthenti-
cator list are kept in COMMCEN--ohe copy in the EBS cabinet;:
one copy 1h the file. The third copy is kept in the U 8C:
with the,EBS instructions.

d. NIAC 2 Authenticatoers. This 1ist marked FOR
OFFICIAL USE ONLY, is prepared and issued. by Comm Ops Div
semiannually (Jul. - Dec/Jan - Jun) in three coples--one to
AVB, one to SCB, and one to the AT&T Televisien Bperations
Center (TVOC), Harrisburg, PA. The purpose of the list is
to permit- the TVOC te validate a telephone request from
USAICA to accept an EBS program feed over the NIAC 2 cir-
cultry and extend 1t over the national networks. The 1list .
contains 12 sets of authenticator words, each get consists
of one challenge word and one response.word. . The sets are
divided--slx for live activation:or NIAC ‘Change Order and-
slx for Closed Circult Tests. When one set 1s used, it is
lined out. Neo relationship exlsts between a set of'v '
authenticators and any particular month. (See-AppendixglO,
Annex A.)

10. Tests: USAICA participates in a. number of tests and.
exerclses aimed at .insuring operational readiness of"

personnel and equlpment associated with the EBS.  These tests
include:

Closed -Circuit Tests NIAC 1/2 Circuitry Tests
Modified EBS Tests 500 Net Polling Tests
ICE HOUSE Tests 500 Net ASR Training

MYSTIC_TARQET Tests In-house Tests
a. Closed Circult Tests:

(1) Exerecise government and industry EBS activation
and termination procedures.



(2) Insure,equipment in the 300/500 Net is operational.

(3) Provide for an audio program to be originated by
WHCA, fed into and through the national networks, and
recelved by network radio stations (TV stations do not
participate). This program is not broadcast over the air.
(See Annex A, Appendixes 4 and 5.)

(4) SCB prepares formal reports of tests in which
USAICA is the origination point except when action is

transferred to ADCOM by Contingency Procedures (Appendix 6
to Annex A).

b. Modified EBS Testing is not a requirement of OTP,
FCC, or WHCA. Thls testing was originally regquired by the
Office of Emergency Planning (now FPA) (see reference 24)
and simulates the origination of-an.EBS audio program at a

DCPA Regilon which is transmitted to USAICA via HF radio later

switched to AUTOVON during the test. EBS activation and
termination procedures are not. exercised. Two circuits are,
therefore, established-=-one radio circuit for the program
and one AUTQOVON circult for cueing and control and for
program transmissions during the switch. The test consists
of a filve minute talk-up and a four and one-half minute
program which is recorded at USAICA for evaluation purposes,
AVB prepares a formal report within three working days of
the last test of the month explaining any failures occurring
in the course of the month's. testing. A negative report is
not required.

(1) Tests with each DCPA Region are scheduled once
each month as follows:

1st Monday of the month . . . «. . .« . . Region 1l
1st Thursday of the month . . . . . . . Reglon 2
2nd. Monday of the month . . . . . . . . Region 3
2nd Thursday of the month . . . . . . . Region 4
3rd Monday of the month .« . . . . . . Region 5
3rd Thursday of the.month . . . . . . . Region 6
bth Monday of the month . . . « . . . . Reglon 7
4Yth Thursday of the month ,. . . . . . . Region 8

NOTE: Tests which fall on legal holidays are rescheduled by
SCB- _
14
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(2) A check list-ef actlons for conducting a Medified
EBS Test 1s attached as Appendix 7 to Annex A,

Ca ICE HOUSE: Tests::

(1) WHCA initiates at random times a weekly 300/500
Net equlpment test with either ADCOM or USAICA acting as
origination point, During these tests, WHCA and ADCOM/USAICA
also test the government activation procedures. To aveild the:
possibillity of cenfusing these tests with live activation
procedures or Cleosed Circuilt Tests, the nickname "ICE HOUSE"
is used.

(2) After-action reperts of equipment tests conducted

by USAIGA will be prepared by SCB for receipt by the.

addresses within twe normal duty days of the test. Appendix
2 to Annex H: prescribes the format. Such reports will be
sent te OTP for action, infeo WHCA, ADCOM, FCC, and WCD/DCA,
with the same internal adees as the test schedules. The
USAICA .reports should centain other infermatlen relative to
mailritenance: problems of sufficient gravity te warrant. making-
a formal record. . As an example, informatien that certain
stations. had turned off their RO terminals. sheuld be. included.
even. thaugh ‘such ‘an. incident. may have happened- several days -
prier to the. weekly test

(3) A check 1list.of actiens fer cenducting the weekly
300/500 Net equipment test (ICE HOUSE) 1s contained in
Appendix 8 to Annex A.

'x

d. MYSTIC TARGET Tests:.

(1) WHCA (actual eor simulated) will 1nitiate weekly
tests to insure USAICA readiness to accept a program feed
and patch, this feed into. the NIAC 1/2 circuiltry te the
AT&T PGOC, Harrisburg, PA: These tests are nicknamed
"MYSTIC TARGET" ‘

(2) Tests will encompass entry to USAICA via TelCo
circuitry or via government radie.

(3) A check 1ist of actions for conducting MYSTIC
TARGET Tests 1s contalined Appendlx 11, Annex A.

(4) After-action reports of MYSTIC TARGET Tests:
conducted will be prepared by AVB with input by STAB, CCB,
SCB and EMB, Such reports will be sent te OTP for action,
infeo WHCA and WCD/DCA. See Appendix 4 te Annex H for - )
message format.. ‘15 fgf?ﬁﬁﬁ,
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€. NIAC Order 1 and 2 circuitry 1s tested as follows:

(1) Oﬁce-each'duty-day AVB connects;a monitor: speaker
on feed-back circuits. Pickup of the 400 Hz tene insures
circuit continuity..

(2) AVB coordinates with SCB and WHCA in testing the,
NIAC 1/2 circuits weekly on Mondays at approximately 1000
hours, local time. The receive cirgult of NIAC 2 1s checked
for proper levels (0 Db). An additional 1000 Hz tone is
transmitted on NIAC 1 and. checked on the receive circuit for
proper levels. The additlieonal 1000 Hz test tone will be
removed from NIAC 1 circult on completion of the test.

(3) In addition to normal trouble reporting procedures,
outages or degradation of the NIAC Order 1 and 2 circuitry:
will be;repcrtedaimmeQiately to the WHCA:Duty Officer by SCB.

(4) Informatien on the weekly NIAC Order l:-and 2
circuitry tests will be included in the 300/500 Net Equipment

Test Report prepared by SCB. AVB will furnish the information

to CCB, whe.will incorporate with their input to SCB after the
next: ICE HOUSE Test.

f. 500 Net Polling Tests are conducted by the U CMC
once every shift. Thils test 1s passive in that no terminal
alarms are activated. Immediate. indicatiens ef circuit or
equipment problems are provided by any fallure te receive
an - answer-back. U CMC should -immediately report troubles
to the U SC.

g 500 Net ASR training is conducted ence each tour.
(nominally one week) for each COMMCEN eperator and supervisor.
This training 1s.accomplished by patching the USAICA ASR
off-net. Each operator being trained performs all the
functions necessary to transmit an EBS tape to include
operation of message addressor as well ag polling the
terminal stations. Since the ASR 1s terminated (patched
into a dead loop), no signals leave the site. (See Annex
F.) In addition to the equipment tralning, supervisors in.
SCB and  CCB will conduct once each tour a review of USAICA
EBS procedures for operational personneil. Supervisors 1in
TV/R and EMB willl insure that procedures for EBS programming
from or through USAICA are reviewed at least once each week
or tour,
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h.  In-house tests exercise internal USAICA actions
only. They are based on either live or test actions;
however,; no telephone or teletype-transmissions are made
outside of USAICA. In-house tests are intended to provide.
some. means of practice feor U SC and .COMMCEN persennel in
the absence, ef ICE HOUSE, MYSTIC TARGET;er Clesed. Cireuit:
Tests or for. persennel who are off-shift when (losed Circuit -
or ICE HOUSE Tests are conducted. STAB is responsible for
initiating in-house tests, for slmulating the T@ for
insuring proeper safeguards to prevent any-transmissien
outside of USAICA, and' for recommending to the Chief, Comm
Ops Div, any corrective actien. In-house tests should
never be conducted without advance netice to participants.
Ne. tapes should be processed threugh the 500 Net ASR-TD
unless the egquipment is removed from the llne. In-heuse
tests should exercise all types of EBS actlens including
the live actiens.. When tapes are precessed (off-line)
during these tests; the authenticater will always: be
"SIMULATE" and NIAC Order Ne. "NINETY:" Apprepriate
check 1lists should be used where pesslble,

11. . r These procedures are for use
when an EBS action in in progress and are intended for
guidance, not as a substitute for professional judgment
which should always be exercised to correct an adverse
situation.

a. Upon fallure of one or more stations in. the 300 Net,
the U SC should attempt -to contact AP/UPI/ADCOM using the
commercial telephone network

b. Upon. failure of the 500 Net, manifested by indi-
cations of garble or acknowledgement failure, the U CMC may
make an additioenal: transmission of the affected message.

¢, Upon failure of the USAICA 500 Net ASR terminal,
the U CMC will notify the U SC to contact ADCOM and request
the transmission responsibility be. accepted by that head-
quarters. If -the situation 1s reversed, ADCOM may ask USAICA
to assume transmission responsibility. (See Annex A,
Appendix 6.)

d. During live EBS actlons enly, if any or all the
above’ steps have been attempted and over half the 500 Net
stations have not acknowledged receipt of the message, the
U SC should direct the U CMC to transmit the.message by
telephone by using the EBS Backup Telephone Procedures.
(See Annex A, Appendix 9.) [NOTE. If control has been "
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passed to ADCOM but: ADCOM 1s unable to release the message,
control reverts back to USAICA for implementation of telephone
back-up procedures. ]

e, If any partlcular contingency permits, telephoning
500 Net stations should be in the prlority shown in Annex A,
Appendix 11.

12 Methods for Contacting USAICA and ADCOM. Methods for
contacting ADCOM/USAICA in relative order of priority are
shown in Annex G.

13. Programming through USAICA. It may be necessary for
WHCA to extend the EBS program feed from the point of.
broadcast origination to USAICA and thence out to the.
national network via NIAC Order 1 or 2 circultry. In such
a case, the program feed might enter USAICA by either
landline or radio. The U SC will have been alerted that
the program feed will be through USAICA by the information
contained in the WTO EBS activation dialogue. For the
details, see Annex A, Appendix 10.

14. Check Lists. The check lists provided as Annex A to
these procedures are intended for use by USAICA elements in
conducting all EBS actions, both actual and test, and in
assoclated contingencies. The check lists have been prepared
as a result of internal coordination among SCB, CCB, AVB, and
EMB., Appropriate portions have also been coordinated with
ADCOM and WHCA. No unilateral changes should be made without
thoughtful consideration of outside impact. IT IS IMPERATIVE
THAT ALL STEPS IN THE CHECK LISTS BE FOLLOWED VERBATIM UNLESS
UNANTICIPATED EVENTS DICTATE A DEPARTURE. The check lists
should be used as work sheets during EBS actions and
information entered where indicated. The sheets will be

used for after-action reports and evaluation. Each check
list is dated in the upper right-hand corner to facllitate
revision.

15. Reports. At the conclusion of each action (both aectual
and test), formal reports will be rendered. Normally such
reports will be prepared for receipt by the addressees within
two working days of the activation or test. Report formats
are contained in Annex H. Responslbility for preparation of
reports is as follows: : :

18



Action Responsible Elements
Live Actilivations SCB
Closed Circuit Tests SCB
Weekly 300/500 Net Tests (ICE HOUSE) SCB
Menthly NIAC Order 1/2 Circultry AVB passes to CCB

(include with 300/500
. Net Test Report to SCB)
Modified EBS Tests AVB
Program Feed Tests (MYSTIC TARGET) AVB

16. FCC-issued Standard (sic) Operating Prodedures. The
SOP's contain detalled operational instructions which are.
used for activating, terminating, and testing the National-
level EBS. They are issued by the FCC to specified control
points of the national radio and televlision broadcast
netwerks (ABC, CBS, NBC, NPR, UPI-Audio, ABC-TV, CBS-TV,
NBC-TV, and PBS), the American Telephone and Telegraph
Company (AT&T), the Associated Press (AP), and the United
Press International (UPI). All SOP's are bound in a

single publication.

a. SOP-1, EBS Activation and Termination Procedures.
This SOP contains the detailed operational and authentication
procedures for activation, operation, and termination of the.
EBS 1n response to an actual National emergency sltuation.

b. SOP-2, EBS Test Transmissions. This SOP contains.
the detailed operational and authenticatieon procedures for
testing the EBS. '

c. SOP-3, EBS Backup Procedures. This SOP contains the
detalled operational and authentication procedures to be used
in event the procedures in SOP-1 cannot function.

. d. Checklist for Primary and Alternate Stations. This
check list provides instructions for EBS participating
broadcast stations. °

17. 508 Net Addresses and Telephone Numbers. 500 Net mall
addresses and administratlve telephone numbers are listed in
Annex I. Operation telephone numbers are contained in

Annex J.

18. Responsibilities. Communications Operations Division
is the cognizant staff activity within USAICA for all
Emergency Broadcast System staff actiens. e

;‘; LELE S0
7 .
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19. Trouble Reporting. All-troubles noted on the 300/500
Nets, NIAC.1 and 2 circuitry, and EBS-associated studio
equipment will be reported to the USAICA Systems Controller
as will requests for scheduled outages. ADCOM has agreed to
support this procedure. The USAICA Systems Controller will
report contractor-maintained circuitry and equipment troubles
and outages as follows:

a. 300 Net - WASH-1.
b. 500 Net - WASH-1.

¢c. NIAC 1 and 2 Program Circuitry - WASH-4 during duty
hours; Leesburg-5 during other than duty hours.

20. USAICA 500 Net Safeguards. The USAICA 500 Net terminal
has been provided with a transfer key with visual alarm and
a receive-only printer. By operating the transfer key, the
ASR 1s terminated from the 500 Net and patched into a dummy
loop. The visual alarm indicates the ASR is off-net. The
RO is connected to the line side of the AT&T frame and will
print all signals leaving the site. U CMC will request au-
thorlity from U SC prior to removing the ASR from the 500 Net.
U SC will coordinate with ADCOM via the 300 Net and notify
WTO that the ASR 1s off-net. After the ASR is patched off-
net, the U CMC will poll the net before any tape transmissions
are attempted. Absence of any answer-back codes indicates .
the terminal is in fact off-net and training can commence.
Any indication of the USAICA RO printer operating during
training will indicate transmissions are going out over the
net and training will be suspended untlil the discrepancy can
be corrected. After training has been completed, the above
procedure will be reversed to restore the terminal to opera-
tional readiness.

21. ADCOM Training. When the ADCOM Systems Controller
wlshes to conduct 500 Net ASR training, he will contact the
USAICA Systems Controller and request release. U SC will
notlfy CCB and WTO. When its terminal has been restored to
operational readiness, ADCOM will again notify the USAICA
Systems Controller, who in turn will inform CCB and WTO.

22. Notifications. Upon live EBS activation, certain tests
and outages, the USAICA Systems Controller will notify
specified non-participants. Such notificatlions will be made
so as not to interfere wilith operational considerations. '
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a. Live EBS Activatien, NIAC Change

Terminatiensr

NIAC

USAICA Cemmander/Technical Pirecter
Directer, FPA/WVOO

WCD.Duty. 6fficer

Chief, Cemm Ops Div

Chief, AVB, or EMB

b« EBS Clesed Circulf Tests:

USAICA Cemmander/Technical Directer:
Birecter.FPA/WV@@ :

WCD

Chief, Comm Ops Biv 1

Chief, AVB, or EMB

@pders;‘and.

At all times™
At all times.
At all times-
At all times

At all times

Duty heurs. enly
Buty heurs enly
Puty hours enly
At all times
At all times

S T |

c. Weekly 300/500 Net Tests (ICE HOUSE):

Chiefg.Cemm Ops Biv

- Duty hours enly

d. Program Feed Tests (MYSTIC TARGET)

Chief, Comm Ops Div

es Maintenance.Release. of 300 or 560
1l or 2 Circultry:

USAICA Technical Pirector.
WHCA Duty. @fficer

"Chief, Cgmm ©Ops BPiv

ADCOM Systems Centroeller .

f. Maqer Butage:

'USAICA Cemmander/Technical Directer.
‘WCB ’

WHCA Euty @fficer
Chief Cemm Ops, Div

gu' Critical irregularities:

Chief er Cemm Manager, Cemm Ops DPlv
or
USAICA Cemmander/Technical birecter

21

- Duty heurs enly
Net) 500 Net ASR,

Buty heurs. enly
At 211 times
Puty heurs.eniy.
At all times

At alltimes
‘At all tlmes
At all times
‘At-all ‘times
At all times
At all-times

- At all times.

- At all times'
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ALTERNATE METHODS OF CONTACTING USAICA/ADCOM/WHCA

USAICA

AUTOVON (use FLASH OVERRIDE)

Primary - 380-0099
1st Alternate - 380-5500
2nd Alternate - 380-5357

3rd Alternate 380-5011 (ask operator for

COMMERCIAL (use FLASH EMERGENCY)

Primary - 202/737-5721 (ask operator
Systems Controller)

lst Alternate - 202/484-3080 (ask operator
Systems Controller)

2nd Alternate - 703/662-9201 (ask operator
Systems Controller)

FEDERAL TELECOMMUNICATIONS SYSTEM

Primary - 300-380-5500/5357
Alternate - 300-380-5011 (ask operator
Systems Controller)

RADIO

Systems Controller)

for 5500 or

for 380-5500 or

for 5500 or

for 5500 or

High Frequency (HF) - USAICA continuously monitors 10.493
MHz on upper side band (voice). Contact may

be made by calling WAR-42.
direct the USAICA operator

WHCA should
as to operating

frequencies and mode. When operational
circuit is established, WHCA should ask for
phone patch to the USAICA Systems Controller.
See reference le (page 1) for additional

detail.

Ultrahigh Frequency (UHF) - USAICA operates a UHF terminal

in the 200 - 400 MHz range.

The equipment,

dedicated to NEACP, is operated on an on-call
basis., Frequencies and procedures are is-
sued separately in the USAICA NEACP Support

Plan.

Annex G to

USAICA EBS PROCEDURES



USAICA CONTINUED

PROGRAM FEED

Primary - AUTOVON 380-0099 (use FLASH OVERRIDE).
Alternates - AUTOVON (use FLASH OVERRIDE) 380-5011.

Commercial (use FLASH EMERGENCY)
202/737-5721.

Commercial (use FLASH EMERGENCY)
703/662-9201. ,

FTS 300-380-5011 (ask for 5500 or
Systems Controller).

Establish HF or UHF radio contact and
ask for patch to the TV Studio

ADCOM
COMMAND DIRECTOR
AUTOVON - 834-3940 (dedicated to EBS).
Commercial - (303) 473-2585 (dedicated to EBS).

SYSTEMS CONTROLLER (use 300 Net when possible)

AUTOVON
Primary - 834-3999
Alternate - 834-1211, x3275
Commerical
Primary - (303) 473-7488
Alternate - (303) 473—4010, x3275

WHCA
DUTY OFFICER
Primary - IDS 104-4070
Alternate - AUTOVON 231-1467, x4070

2nd Alternate

Commercial (91) 395-4070

[ 2 S



WHCA CONTINUED

COMMUNICATIONS CENTER

IDS
Primary

Alternate

AUTOVON
Primary

Alternate

Commercial
Primary

Alternate

OPERATIONS

IDS
AUTOVON
Commercial

TECH CONTROL

IDS
AUTOVON

Commercial

PGOC
Commercial

Alternate

104-4010
104-4147

231-1467, x4010
231-1467, xU4147

(202) 395-4010
(202) 395-4147

104-4040 (rotary)
231-1467, xL4040 (rotary)

(202) 395-40L0 (rotary)

104-6034
231-1467, xh29
(202) 395-6034

AT&T HARRISBURG, PA

(717) 255-5866
(717) 255-5850






REPORTS

It is essential that the results of EBS tests be disseminated

formally and expeditiously in order that corrective action be
— taken. The formats contained herein provide for reporting
the minimum essential elements of each test. It.is not in-
tended to restrict the inclusion of additional information.
It is important that complete information on outages and
equipment malfunctions be provided to include reasons for
outages 1f known. Report formats are as follows:

— Closed Circuit Test - Appendix 1 -
300/500 Net Weekly Equipment Test (ICE HOUSE) - Appendix 2’,

- Modified Testing of the EBS - Appendix 3
Program Feed Test (MYSTIC TARGET) - Appendix 4

NOTE: In the case of Actual EBS Activation, Termination, or

NIAC Order Change, all agency elements participating are ex-
— pected to keep a log of actions taken. If a report is
required by DCA or other central authority, a. special request
will be issued on a one-time basis. The request will include
the type of information required; however, it is expected
that the report would closely parallel that for a Closed
Circuit Test.

.Annex H to USAICA EBS Procedures



SECURITY CLASSIFICATION
JOINT MESSAGEFORM

UNCLAS
RAGE——} e DRASTER-OR— e MF——etASS——eie FOR MESSAGE CENTER/COMMUNICATIONS CENTER ONLY
RELEASER TIME [™3CT T iNFO DATE — TIME | MONTH] YR
- 19F b ROUTINE
BOOK MESSAGE HANDLING INSTRUCTIONS

To be transmitted within two working days after Closed Ciruit Tést

QreNwLSNO

FM CDRUSAICA WINCHESTER VA //CCI-TD-SC//
TO OTP WASH DC

INFO WHCA WASH DC

FCC WASH DC

CINCAD ENT AFB CO //DOCE//

DCA WASH DC //544//

UNCLAS:

CITE ICA .

SUBJ: EBS CLOSED CIRCUIT TEST

SECTION I - ACTIVATION

1. ON (DATE). THE WTO DIRECTED THE USAICA SYSTEMS CONTROLLER TO

ORIGINATE AN EBS CLOSED CIRCUIT TEST. SEQUENCE OF EVENTS FOLLOUWS:

A. (TIME). WASHINGTON. DC- TIME. CALL RECEIVED FROM WTO.

B. AUTHENTICATOR CHALLENGE > AUTHENTICATOR RESPONSE

C. TEST TIME GIVEN BY WTO WAS
D. NIAC ORDER NO
E. (TIME) - TEST PROGRAM SCHEDULED TO BEGIN.

USAICA MAIL DESK: PLANS OFC. COMM OPS DIV {u}
SCB: ATST WASH Y4

aIMA>DMrmD

TYPED NAME, TITLE, OFFICE SYMBOL AND PHONE

DCA AND OTP VIA TELECOPIER

SIGNATURE

m———_———-——-ﬁ

0
" DRAFTER TYPED NAMED, TITLE, OFFICE SYMBOL AND PHONE SPECIAL INSTRUCTIONS

Appendix 1 to Annex H

SECURITY CLASSIFICATION

UNCLAS

#GPO : 1968 O - 361-369
DD R 17 3 reriaces oo rorm 173, 1 NOV 63 AND DD FORM 173-1, 1 NOV 63, WHICH ARE OBSOLETE.~ " ’

I
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SECURITY CLASSIFICATION
JOINT MESSAGEFORM

UNCLAS
-RAGE ORASTER-O8— | BRECEDENCE—|—bMF—t——OLAGE Qio FOR MESSAGE CENTER/COMMUNICATIONS CENTER ONLY |
RELEASER TIME 207 T 1nFO ‘ DATE — TIME | MONTH] YR
2F b
BOOK MESSAGE HANDLING INSTRUCTIONS

F. (TIME) - TRANSMISSION OF TEST ACTIVATION MESSAGE STARTED OVER
500 NET. MESSAGE AUTHENTICATOR WAS

G. (TIME) - VOICE CONFIRMATION OVER 300 NET OF RECEIPT OF TEST
ACTIVATION MESSAGE BY AP~ UPI. AND ADCOM.

H. (TIME) - TRANSMISSION OF TEST ACTIVATION MESSAGE OVER 500 NET
COMPLETED.

I. (TIME) - THREE POLLING CYCLES COMPLETED. ACKNOWLEDGEMENT NOT
RECEIVED FROM (NUMBER) STATIONS.

J. (TIME) - DELINQUENT STATIONS REACTIVATED AND TELEPHONING
COMMENCED. TELEPHONE CALLS NECESSARY TO STATIONS

K. (TIME) - ALL ACKNOWLEDGEMENTS COMPLETE.

L. (TIME) - NOTIFIED WTO ALL ACTIONS COMPLETED.

M. (TIME) - NOTIFIED N3WC OF EBS TEST ACTIVATION.
2. ELAPSED TIMES FROM INITIATION BY WHCAS 7

A. MINUTES TO START OF 500 NET TRANSMISSION.

B. MINUTES TO RECEIPT OF ALL 500 NET ACKNOWLEDGEMENTS.
3. PROBLEMS: [Give any problems such as complete net failure, need

to transfer action to CONAD, etc., and corrective action taken.

_——

0
DRAFTER TYPED NAMED, TITLE. OFFICE SYMBOL AND PHONE SPECIAL INSTRUCTIONS

IaMmB>P>Mrm

TYPED NAME, TITLE, OFFICE SYMBOL AND PHONE

SIGNATURE

SECURITY CLASSIFICATION

FORM #GPO : 1968 O - 361-369
D D 1 JUL 68 1 7 REPLACES DD FORM 173, 1 NOV 63 AND DD FORM 173-1, 1 NOV 63, WHICH ARE OBSOLETE.
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SECURITY CLASSIFICATION
JOINT MESSAGEFORM UNCLAS
“PAOE—T—DRAPTER-OR— —tMr-——CrASS—T—CTIC FOR MESSAGE CENTER/COMMUNICATIONS CENTER ONLY
RELEASER TIME [—2gT T INFO DATE — TIME | MONTH] YR
JoF |
BOOK MESSAGE HANDLING INSTRUCTIONS

_——M—M—M—m—m———

On 300 Net problems, state if equipment problem or customer error;
if equipment problem, include corrective action taken. On 500 Net,
l1ist: (1) Any problems caused by ASR operation and corrective
action taken, (2) Stations which did not acknowledge during initial
three polling cycles, (3) Stations which responded to the "Please
Acknowledge" message before being called, (4) Stations which 'did
respond to "Please Acknowledge'" message before being called, (5)
Stations which did not respond to "Please Acknowledge" message and
were telephoned, (6) State whether good copy of message was re-
ceived, (7) Whether visual lamp lit, and (8) If after key operated,
whether answer-back was received at ASR. If (6), (7), and (8) are
affirmative, identify as subscriber error. If equipment problems
existed, so state and include corrective action taken.]
SECTION II - TERMINATION
1. ON (DATE). THE WTO DIRECTED THE USAICA SYSTEMS CONTROLLER TO
ORIGINATE AN EBS CLOSED CIRCUIT TEST TERMINATION. SEQUENCE OF EVENTS
FOLLOWS:

A. (TIME). WASHINGTON. DC- TIME CALL RECEIVED FROM WTO.

DRAFTER TYPED NAMED, TITLE, OFFICE SYMBOL AND PHONE SPECIAL INSTRUCTIONS e
R | TYPED NAME, TITLE, OFFICE SYMBOL AND PHONE
E
L
£ | SIGNATURE
A
s
E SECURITY CLASSIFICATION
R UNCLAS

#GPO : 1869 O - 361-369

FORM
D D 1 JUL 66 1 7 3 REPLACES DD FORM 173, 1 NOV 63 AND DD FORM 173-1, 1 NOV 63, WHICH ARE OBSOLETE.
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SECURITY CLASSIFICATION
JOINT MESSAGEFORM UNCLAS

PAGE——ORAITER-OR—1—PRECEDENCE L MP——CELASS™—T—cCIC FOR MESSAGE CENTER/COMMUNICATIONS CENTER ONLY
RELEASER TIME [~ acT T 1NFO

DATE — TIME | MONTH] YR

YoF L,

BOOK MESSAGE HANDLING INSTRUCTIONS
B. AUTHENTICATOR CHALLENGE 5 AUTHENTICATOR RESPONSE
C. TEST TERMINATION TIME WAS .

D. (TIME) - TRANSMISSION OF TEST TERMINATION MESSAGE STARTED
OVER 500 NET. MESSAGE AUTHENTICATOR USED WAS

E. (TIME) - VOICE CONFIRMATION OVER 300 NET OF RECEIPT OF TEST
TERMINATION MESSAGE BY AP. UPI. AND ADCOM.

F. (TIME) - TRANSMISSION OF MESSAGE OVER 500 NET COMPLETED.

G- (TIME) - THREE POLLING CYCLES COMPLETED. ACKNOWLEDGEMENT NOT
RECEIVED FROM (NUMBER) STATIONS.

H. (TIME) - DELINQUENT STATIONS REACTIVATED AND TELEPHONING
COMMENCED. TELEPHONE CALLS NECESSARY TO STATIONS .

I. (TIME) - ALL ACKNOWLEDGEMENTS COMPLETE.

J. (TIME) - NOTIFIED WTO ALL ACTIONS COMPLETED.

K. {(TIME) - NOTIFIED N3WC OF EBS CLOSED CIRCUIT TEST TERMINATION.
2- ELAPSED TIMES FROM INITIATION BY WHCA:

A- MINUTES TO START OF 500 NET TRANSNI&SION.

B- __ MINUTES TO COMPLETION OF 500 NET TRANSMISSION.

DISTR:

DRAFTER TYPED NAMED, TITLE, OFFICE SYMBOL AND PHONE SPECIAL INSTRUCTIONS

Ime>P>mrm>

TYPED NAME, TITLE, OFFICE SYMBOL AND PHONE

SIGNATURE

SECURITY CLASSIFICATION

UNCLAS
#GPO : 1869 O - 361-368

FORM
D D 1 JUL 68 1 7 3 REPLACES DD FORM 173, 1 NOV 63 AND DD FORM 173-1, 1 NOV 63, WHICH ARE OBSOLETE.
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SECURITY CLASSIFICATION
JOINT MESSAGEFORM UNCLAS
PAGE——|— ORASTER-OR— PRECEDENCE—|—LME-—|-—GLAGS o1 FOR MESSAGE CENTER/COMMUNICATIONS CENTER ONLY
.| RELEASER TIME ™30T 1 iNFO DATE — TIME | MONTH] YR
0oF |
800K MESSAGE HANDLING INSTRUCTIONS
Cs MINUTES TO RECEIPT OF ALL 500 NET ACKNOWLEDGEMENTS-

3. PROBLEMS: [Give any problems such as complete net failure, need
to transfer action to CONAD, etc., and corrective action taken. On
300 Net problems, state 1f equipment problem or customer error; if
equipment problem, include corrective action taken. On 500 Net,
list: (1) Any problems caused by ASR operation and corrective
action taken, (2) Stations which did not acknowledge during initial
three polling cycles, (3) Stations which responded to the "Please
Acknowledge!" message before being called, (4) Stations which did
respond to "Please Acknowledge" message before being called, (5)
Stations which did not respond to "Please Acknowledge" message and
were telephoned, (6) Whether good copy of message was received, (7)
Whether visual lamp 1it, and (8) If after key operated, whether
answer-back was received at ASR. If (6), (7), and (8) are affirma-
tive, identify as subscriber error. If equipment problems existed,
so state and include corrective action taken. ]

SECTION III - REMARKS

Include any information, recommendations, or problems here which do

mﬁ

DRAFTER TYPED NAMED, TITLE, OFFICE SYMBOL AND PHONE SPECIAL INSTRUCTIONS

R | TYPED NAME, TITLE, OFFICE SYMBOL AND PHONE

E

L

£ | SIGNATURE

A

s

£ SECURITY CLASSIFICATION
R UNCLAS

FORM #GPO : 1969 O - 361-389
D D 1 JUL 68 1 7 3 REPLACES DD FORM 173, 1 NOV 63 AND DD FORM 173-1, 1 NOV 63, WHICH ARE OBSOLETE.



UNCLAS
PACE..| | paecepence | el _ciass | .cic FOR MESSAGE CENTER/COMMUNICATIONS CENTER ONLY
RELEASER TIME ™A¢T T INFO DATE - TIME | MONTH] VR
ot N kil
BOOK MESSAGE HANDLING INSTRUCTIONS

OreNwsunn o

SECURITY CLASSIFICATION
JOINT MESSAGEFORM

broadcasts together with circuit quality should

not lecgically fall into Sections I or ITI. As an example, if NIAC
1/2 circultry is used for programming, such items as time U400 Hz

tone was removed, times of talk-up, broadcast and termination of

be given. +h

DRAFTER TYPED NAMED, TITLE, OFFICE SYMBOL AND PHONE SPECIAL INSTRUCTIONS

R | TYPED NAME, TITLE, OFFICE SYMBOL AND PHONE

E

L

E | SIGNATURE
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—| lor 1 ROUTING
BOOK MESSAGE HANDLING INSTRUCTIONS
TO BE COMPLETED MONTHLY WITHIN THREE WORKING DAYS AFTER LAST TEST

JOINT MESSAGEFORM

SECURITY CLASSIFICATION

UNCLAS

PAGE— --PRECEDENCE-——LME-

—o1c FOR MESSAGE CENTER/COMMUNICATIONS CENTER ONLY

RELEASER TIME [~AcT T INFO

DATE ~ TIME MONTH | YR

TO DCA //CODE 5u4//
INFO AIG 870
UNCLAS

CITE ICA .

REF: A. DCA MSG 512-4/140-
B. USAICA MSG SS88u45.

and the reasons therefore.)

Qw2 unor

DISTR:
USAICA MAIL DESK: COD {cd}-

FM CDRUSAICA WINCHESTER VA //CCI-0D-AV//

CDR?TH SIG COMD //CCN-PO-OP//

SUBJ: MODIFIED TESTING OF THE EBS. (MONTH AND YEAR)

(Only 1list those tests which were not successful or were cancelled

10 JAN k7.
20 MAR E7.

th

—m

LOG DIV. PLANS OFC. AND S(CB

0
DRAFTER TYPED NAMED, TITLE, OFFICE SYMBOL AND PHONE SPECIAL INSTRUCTIONS

DCA VIA TELECOPIER

= O

Her=E2WOM™

=03 UtI]H’J:IPL'UOZ

R | TYPED NAME, TITLE, OFFICE SYMBOL AND PHONE
E
- SIGNATURE
E e
A Appendix 3 to Annex H
S
E SECURITY CLASSIFICATION
R UNCLAS
FORM «GPO : 1969 O - 361-369
D 1 JUL 68 1 7 3 REPLACES DD FORM 173, 1 NOV 63 AND DD FORM 173-1, 1 NOV 63, WHICH ARE OBSOLETE
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Jowr uessaerome LUNCLAS
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::15£?'a~ ’ mneutuihumnnﬁnummms ’
To be. completed within three working days-after test.
" FM CDRUSAICA WINCHESTER VA //CCI-0D-AV//
TO OTP WASH DC
INFO WHCA WASH DC
DCA WASH DC //544//
UNCLAS -
CITE ICA_ .,
SUBJ: EBS MYSTEC TARGET TEST:
" 1. ON (DATE) THE WTO. DIRECTED THE USAICA SYSTEMS | CONTROLLER 0"
| ORIGINATE AN EBS NYSTIC TARGET TEST. THE SEQUENCE OF EVENTS FoLLows:|
' A: (TIME)+ WASHINGTON. DC+ TIMEs CALL-RECEIVED FROM (NAME)s WTO»
OVER (TELEPHONE NUMBER OR RADIO. FREQUENCY). -
B.- AUTHENTICATOR CHALLENGE _ % AUTHENTICATOR  RESPONSE"
- | .+ |
v NIAC ORDER NO, . SIMULATED.
D. (TIME) U SC SIMULATED RELEASE .OF THE EMERGENCY. ACTION
NOTIFICATION MESSAGE. |
E- (TIME) U SC ISSUED PROGRAM FEED ORDER TO U EMB.
F. (TIME) WTO CIRCUITRY EXTENDED TO U EMB-AT TV STUDIO. (Use on
HFeradie.tests only.)
DISTR: .
USAICA MAIL DESK: .PLANS OFC~ SCB: COMM OPS DIV {3}+ LOG DIV
o| Aves uasi-u | | | g§€f?§§§§
DRAFTER TYPED NAMED, TITLE, OFFICE SYMBOL AND PHONE SPECIAL INSTRUCTIONS =
| DCA AND OTP VIA TELECOPTER
W TVPED NAME, TITLE, OFFICE SYMBOL AND PHONE ‘
E‘ SGNATURE Appendix‘ 4 to Annex H
A SECUNITY GLASSICATION ‘
]? s ANCLAS

HMrPEmOoM HRMOMEE HuUEA AEemrd odbuxz

v 1 e 173 REPLACES DD FORM 173, 1 NOV 63 AND DD FORM m—x.x_m%u.mgumm“‘”_f’f‘ o v
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UNCLAS
~PAGE——t—-DRATER-OR-t et QA ———OI8 FOR MESSAGE CENTER/COMMUNICATIONS CENTER ONLY
RELEASER TIME | 267 T TP GATE - TINE__ [ MONTH] VR
=] eere
BOOK MESSAGE HANDLING INSTRUCTIONS

(TIME).

ONwsSsuno

6. (TIME) U EMB INFORMED (WTO/U:8C) THAT EBS PROGRAM EQUIPMENT-
WAS ACTIVATED FOR AN EBS MYSTIC TARGET TEST:

FREQUENCY )3 TALK-UP TAPE~PLAYED*AT“(TIME): PROGRAM COMPLETED AT

I. (TIME) WTO TERMINATED EBS MYSTIC TARGET TEST.
.2« ELAPSED TEST ACTIVATION TIME: FROM: INITIATION BY WHCA:

%ﬁgf;- A. MINUTES TO ACTIVATION OF EBS CIRCUITRY BY PGOC.
- B. _ "MINUTES TO DEACTIVATION' OF EBS CIRCUITRY BY PGOC. -
C. _ MINUTES TO CONCLUSION-OF-EBS MYSTIC TARGET TEST.

3. REMARKS: (Include problems encountered, recommendations for

corrective action, quality of program transmission, etc.) &

H. PROGRAM WAS RECEIVED BY USAICA- OVER (TELEPHONE NUMBER OR RADIO

0 W
DRAFTER TYPED NAMED, TITLE, OFFICE SYMBOL AND PHONE SPECIAL INSTRUCTIONS

TYPED NAME, TITLE, OFFICE SYMBOL AND PHONE

SIGNATURE

IMme>d>memo

SECURITY CLASSIFICATION |

UNCLAS ,
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500
300

501
301

502

503
302

504
303

EBS 300/500 NET
ADMINISTRATIVE CONTACTS
MAILING ADDRESSES AND TELEPHONE NUMBERS

Station

Cdr, USAICA
ATTN: CCI-OD
P.0O. Box 886
Winchester, VA 22601
Contact: Mr. Richmond
AUTOVON 380-5353

(202) 737-5721, x5353

HQ ADCOM

ATTN: DOCEE .

Ent AFB

Colorado Springs, CO 80912

Contact: LTC Roland L. Hintgen
AUTOVON 834-3999
(303) 473-4010, x3264

White House Comm. Agency
The White House

ATTN: Comm Br Sta 502
Washington, DC 20500

Contact: CTCS W. H. Stoner, Jr.
(202) 395-4010
AUTOVON 231-1467, x4010

Associated Press

Lth Flr Comm Dept

50 Rockefeller Plaza.

New York, NY 10020

Contact: Mr. Edward L.
Fornell, Sr.

(212) 262-8128

United Press International
5th Floor

430 N. Michigan St.
Chicago, IL 60611

Contact: Mr. Bill Ferguson
(312) 467-5050

Station

505

506

507

508

509

WTOP Radio & Broadcast House
Radio Master Control Room
4O0th & Brandywine Sts, N.W.
Washington, DC 20016

Contact: Mr.
(202) 686-6055

N. Richardson

American Broadcasting Co.
Radio News Room

1124 Connecticut Ave., N.W.
Washington, DC 20036

Contact: Mr. K. J. Scott
(202) 393-7700, x288

Columbia Broadcasting System,
Inc.

Radlotape Room - 2nd Floor

2020 M St., N.W.

Washington, DC 20036

Contact: Mr. J. Clucas

(202) 296-1234, x203

Mutual Broadcasting System
Lower Level World Center Bldg
918 16th St., N.W.:
Washington, DC 20006
Contact: Mr. Terrence Skelton
(202) 785-6412

National Broadcasting Co., Inc.
Transmission Center
4001 Nebraska Ave., N.W.
Washington, DC 20016

Contact: Mr. Al Aebig
(202) 362-3077

Annex I to USAICA EBS PROCEDURES



Station

510

511

h12

513

American Broadcasting Co. News

ATTN: (Contact)
(1926/5)

7 West 66th St.

New York, NY 10023

Contacts: Mr. J. F. Keating
(212) 581-7777, x7065

Mr. T, O'Brien
(212) 581-7777, x7501

CBS

Room 1402

524 W. 57th St.

New York, NY 10019

Contact: Ms. Marie
Betzig

(212) 765-4321, x2041

Columbia Broadcasting System
(News)

Room 1ELO

524 W. 57th 3t.

New York, NY 10019

Contact: Mr. Lee Otis
(212) 765-4321, x3658

Unassigned

- National Broadcasting Co.,

Inc.
Room 1240W
30 Rockefeller Plaza
New York, NY. 10020

Contact: Mr. Martin Meaney
(212) 247-8300, x3354

515

516

517

518

519

Station

AT&T Company
Operations Manager

210 Pine St. - 5th Flr
Harrisburg, PA 17101

Contact: Mr. W. P. Over
(717) 255-5850

United Press International
(Audio)

Room 1218

220 E. 42nd St.

New York, NY 10017

Contact: Mr. Bill Wilson
(212) 867-3994

American Tel & Tel Co.

Rm 403 TV Operating Center
725 13th St., N.W.
Washington, DC 20005

Contact: Mr. .R. E. Wright
(202) L66-5481

American Tel & Tel Co.

Rm 1002, TV Operating Center
85 W. Congress Pkwy

Chicago, IL 60605

Contact: Mr. Ron Matz
(312) 368-3123

American Tel & Tel Co.

TV Operating Center

51 Ivy St., N.E., Room 309
Altanta, GA 30303

Contact: Mr. A. B. Johnson
(4ol) 529-8083



Station

520

521

522

523

524

‘Rm 1202,

American Tel & Tel Co.

Rm 2471, N.R. General
Control

32 Avenue of the Americas

New York, NY 10013

525

Contact: Mr. Dan Rousseau
(212) 393-7262
Mr.

(212) 393-5324

R. H. Oleksik

American Tel & Tel Co. 526
Rm 2432, Network Operations Center

32 Avenue of the Americas

New York, NY 10013

Contact: Mr. M. Stamm

(212) 393-5498

National Public Radio
2025 M. Street, N.W.
Washington, DC 20036

527

Mr.
Mr.
(202) 785-5445

Contacts: George Geesey

Dick Cassidy

American Tel & Tel Co.

Rm 916, TV Operating Center
4100 Bryan St.
Dallas, Texas 75204
Contact: Mr. H., W. Sloan

(214) 745-2566

Pacific Tel & Tel Co.
LA-AQC

434 S.  Grand Ave.

Los Angeles, CA 90017
Contact: Mr. Richard Peters
(213) 621-6376

Station

American Tel & Tel Co.

Rm 3101 NCMC

Ent AFB

Colorado Springs, CO 80912

Contact: Mr. J. T. Elliott
AUTOVON 834-1211, x3316
(303) 636-4708

American Tel & Tel Co.
Washington #4 Ofc

11820 Leesburg Pike Rm 106
Herndon, VA 22070

Contact: Operations Manager
(202) L466-3360

Public Broadcast Service
475 L'Enfant Plaza W., S.W.
Washington, DC 20024

Contact: Mr.
(202) 488-5110

Dan Wells















EBS CONTACTS
(GOVERNMENT PROCEDURES)

Organization: Office of Telecommunications Policy, Executive
Office of the President

Contact: LTC Harry W. Ingold, USAF

Telephone: IDS 103-3973
Commercial (202) 395-3973

Address: Office of Telecommunications Policgy
Executive Office of the President
Washingten, DC 20504

Organization: White House Communications Agency-
Contact: MAJ Edward E. Nelsoen/MAJ Tom Graybill

Telephone: IDS 104-4040
Commercial (2062) 395-4040 .
AUTOVON 231—1467, x4qle

Address: Commander, WHCA
The White House
Washingten, DC 20500

Organization: Federal Communications Cemmission
Contact: Emmett B. Kitchen:

Telephone: IDS 101-27007
Commercial (202) 632-7007

Address: Engineering Asslstant to
Commissioner Charlotte T. Reld
Federal Communicatiens Commission
1919 M Street, NW
Washington, DC 20554

-

Annex K to USAICA EBS Procedures



Organization: Federal Communications Commission
Contact: Raymond W. Seddon

Telephone: 632-7232 " _
IDS 101-27232

Address: Chief, Emergency Communications Division
Federal Communications Commission
1919 M Street, NW )
Washington, DC 20554

Organization: Federal Communications Commission (Mailing of —
FCC Publications)

Contact: Donald Aines j _

Telephone: IDS 101-27232
Commercial (202) 632-7232

Address: Emergency Communications Division
Federal Communications Commission
1919 M Street, NW
Washington, DC 20554

Organization: National Security Agency
Contact: Mrs. Doris Pollock

Telephone: Commercial (202) 688-8114
AUTOVON 235-8114 ‘ _

Address: Director, National Security Agency
ATTN: S14
Ft Meade, MD 20755



Organization: American Telephone & Telegraph Company
Contact for Government Communications: Mr. Robert L. Wright
Telephone: CML (202) 466-4093

Address: American Telephone & Telegraph Company
2055 L Street, NW
Washington, DC 20036

Contact for Harrisburg PGOC (NIAC Order 2): Mr. W. P. Over
Telephone: CML (717) 255-5850

Address: AT&T Company
Mr. W. P. Ober
Operations Manager
210 Pine Street - 2nd Floor
Harrisburg, PA 17101

oy

Organization: Aerospace Defense Command

Contact: LTC Roland L. Hintgen/MAJ Carlos Harlow

Telephone: AUTOVON 834-3999/1211, x3275
CML (303) 473-7488

Address: HE, ADCOM
ATTN: DOCE

Ent AFB
Colorado Springs, CO 80912

Organization: Defense Communications Agency
Contact: Mr. Robert E. Lee
Telephone: IDS 11-21610

AUTOVON 385-1114

Commercial (202) 692-1610

3



Address:

Chief, Washington Complex Division
Defense Communications Agency
Washington, DC 20504

Organization: U. S. Army Interagency Communications Agency

Contacts:

Telephone:

Address:

Mr. F. James Richmond
Mr. William A. Salyan

IDS 163-5353
AUTOVON 380-5353
Commercial (202) 757-5721, x5353

Commander

U. S. Army Interagency Communications Agency
ATTN: CCI-0D

P. 0. Box 886

Winchester, VA 22601

FOR OFFICIAL USE ONLY









