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DOMESTIC COUNCIL COMMITTEE ON THE RIGHT OF PRIVACY 

WASHINGTON, D.C. 20504 

December 19, 1974 

MEMORANDUM FOR: PHILIP W. BUCHE~ \ ~· 

DOUGLAS W. MET ~l·{).;. FROM: 

SUBJECT: Amendments to the Buckley Amendments 

This office, after consultation with HEW and outside interest groups 
which have previously contacted us, recommends that the President 
approve Senate Joint Resolution 40 authorizing a White House Conference 
on Libraries and Information Science plus amendments to the Family 
Educational Rights and Privacy Act of 1974. 

The Resolution contains needed clarification and correction of the 
so-called Buckley .Amendments establishing privacy rights in educational 
records. 

We, HEW, as well as the major educational and student and parent 
interest groups, despite specific reservations, all believe the President 
should sign the bill. The alternative would perpetuate an atmosphere 
of general dissatisfaction with the imperfections in the existing Act. 

Lacking the clarifications and compromises of the instant amendments, 
HEW' s implementation task would be barely tolerable at best, and the 
entirety of the Act, with its many salutary provisions, would be in 
jeopardy. 

Best we settle now for stability. 

\ 
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DOMESTIC COUNCIL COMMITTEE ON THE RIGHT OF PRIVACY 

MEMORANDUM FOR: 

FROM: 

WASHINGTON D.C. 20504 

November 25, 1974 

PHILIP W. BU CHEN,....... nL~. 

DOUGLAS W. METZ-~ 

SUBJECT: Buckley Amendments to Family Educational 
Rights and Privacy Act of 1974 

In the next day or two you can expect a call from HEW to solicit 
your views on three amendments to be offered by Senator Buckley 
to the Family Educational Rights and Privacy Act of 1974. These 
amendments would: 

(1) Deny student access to all letters of recommendation 
obtained under pledges of confidentiality prior to a 
specific date. 

(2) Deny student access to parental financial data. 

(3) Deny parental access to the records of 11financially 
independent1

' students. 

We do not yet have the precise language of the proposed a·mendments, 
but I want to alert you regarding their substance, the probability of 
a call from HEW, and our position with respect to the amendments 
as we understand them. Generally, we have supported Buckley's 
construction of this poorly drafted law. In particular, we favor 
changes consistent with the apparent consensus of our Com...--nittee 
on July 10 that letters of recommendation be exempted. In addition, 
I favor support of the other two amendments. .·""i· ... f·o,,, ·~ 

/-? ·o<:.., 
As you know, many groups, including HEW, are eager to open th~ 
door to vitiating amendments. We should be very cautious in 
supporting changes since the Administration is being watched 
for signs of an eroding commitment to privacy safeguards. 

DWM/crs 

/ 



November 12, 1974 

MEMORANDUM FOR: PHILIP BUCHEN 

THROUGH: BILL CASSELMAN 

FROM: MICHAEL T. HARRI 
STEVEN R. MEAD 

SUBJECT: Title IX Regulations on Athletics 

Regulations concerning athletics (as well as other areas of 
potential discrimination against women in education) were 
prepared by Office of Civil Rights, (OCR), DHEW, to effectuate 
Title IX of the Education Amendments of 1972. These tentative 
regulations were released for comment by interested parties 
in June of this year and the comment period ended October 15. 

Probably the most controversial area of the regulations is how 
and if Title IX's law and regulations apply to athletics and 
physical education. OCR believes that all aspects of sport, 
athletics and physical education come under the law but the 
NCAA and other groups argue strongly that Congress did not 
intend Title IX to apply to these areas at all. Clearly, 
this basic issue must be resolved before the problems with 
the regulations themselves become relevant. The Justice 
Department or other authoritative source should thoroughly 
analyze the positions of both parties and render a written, 
formal opinion upon which administration policy can be based. 

The current set of regulations developed by OCR dealing with 
this subject are generically believed to be too general in 
nature allowing HEW wide latitude in enforcement and not pro
viding adequate guidance to those who must follow the regula
tions. Militant women's groups, such powers as the NCAA and 
OCR itself appear to share this opinion. Unfortunately, 
agreement among these organizations ceases at that point.,,,-'"' 

/~)\,• fDitt)·\ 

Specific problems with the current set of regulations af-,e <::' 
summarized as follows: '· 

(1) OCR embraces the concept of nequal opportunity on a 
sport-by-sport basis" (women's football teams, etc.) 
rather than equal opportunity to participate in an 
athletic program as a whole but not necessarily on a 
sport-by-sport basis. 
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(2) Revenues which are directly associated with a certain 
sport cannot be used only to cover costs associated 
with that sport. In fact, there is no provision to 
allow revenue producing (and often profit producing) 
sports to have first rights to that money with profits 
used to subsidize other sports on the intercollegiate 
program. Many athletic administrators in our insti
tutions believe that this position could result in 
the financial weakening or destruction of collegiate 
athletic programs, both for men and for women. 

(3) The requirement currently contained in the regulations 
of annual determination of student interest in specific 
sports or sports programs allows insufficient time for 
proper planning, gives too much power to OCR and is 
really not germane since it raises the issue of 
student's rights rather than women's rights. 

Presently, DHEW is beginning to rework a new set of regulations. 
We suggest the strong likelihood that our and the White House's 
position will be quite different than that arrived at by OCR. 
The time to get the regulations in proper shape is now -- before 
they are formally approved by Secretary Weinberger and forwarded 
to the White House for the President's signature. 

By not acting now, a sensitive political and legal problem might 
be placed in the President's lap. If the regulations are changed 
to reflect our views after they leave HEW, the irritation felt by 
the women's groups and others would be directed solely at the 
President. If some pressure groups are to be dissatisfied with 
the regulations (and some certainly will be) HEW should bear the 
brunt of the criticism, not the President. 



Deceaiber 20, 1974 

To: 

WCNW appredate JGlll' caaalderati.on 
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Friday 12/20/74 

1:05 Carole Parsons would like to talk with you about the 
attached, which Dave just brought over. 

THE WHITE HOUSE 

WASHINGTON 

Eva 

Carol Parsons 
called. They are sending over 
a memo from ·Mr. Merz-- j 
they are most anxious that 
Mr. Buchen take a quick look 
at it as soon as possible. 

Eleanor 

12/20 

12:2D 



DOMESTIC COUNCIL COMMITTEE ON THE RIGHT OF PRIVACY 

WASHINGTON. D.C. 20504 

December 20, 1974 

MEMORANDUM FOR: PHILIP W. BUCHEN 

DOUGLAS W. M~ FROM: 

SUBJECT: Conference Report on H. R. 17045 

Sometime today, December 20, 1974, the Senate and House will take 
up the conference report on H. R. 17045, a bill 11to amend the Social 
Security Act to establish a consolidated program of Federal financial 
assistance to encourage provision of (social) services by the States. 11 

The bill, of great interest to Senator Long, Chairman of the Senate 
Finance Committee, was sent to conference by the Senate without 
debate on Wednesday evening, December 18, 1974. As it emerged 
from conference last night, the bill would amend Title IV of the 
Social Security Act to provide for hot pursuit of both putative and 
acknowledged fathers who fail to support their children and particularly 
those whose children are supported by State programs to assist 
families with dependent children (the so-called "AFDC 11 programs). 

Specifically, the proposed amendment to Title IV, would: 

Require the Secretary of Health, Education, and 
Welfare to establish a 11Parent Locator Service" 
authorized to search for information concerning 
the whereabouts of any absent parent in the files 
of any department, agency, or instrumentality of 
the United States or of any State (save the Census 
Bureau and agencies maintaining such information 
which if disclosed would "contravene the national 
policy or security interests of the United States) 
regardless of any existing Federal or State confi
dentiality statute to the contrary. 
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Explicitly dilute the confidentiality provision 
(Sec. 1106) of the Social Security Act--a step 
that Secretary Weinberger agreed to oppose 
in a letter to me of November 22, 1974. 

Make the Treasury Department responsible 
for collecting child support obligations referred 
to_ it by the Secretary of HEW. 

Make the Bankruptcy Law of the United States 
inapplicable in child support cases. 

Provide for the garnishment of wages and salaries,. 
including those of Federal employees. 

Require mothers, as a condition of eligibility 
for AFDC payments to 11cooperate with the State 
(i) in establishing the paternity of a child born 
out of wedlock with respect to whom aid is 
claimed, and (ii) in obtaining support payments. 

Require that as a condition of eligibility for 
AFDC, each applicant disclose his or her 
Social Security number which shall be used 
as a means of identification by the State of 
application, and by inference, every other 
State since the States would be required to 
cooperate with one another in tracking down 
absent parents. 

Provide for HEW enforcement of child support 
obligations in Federal courts. 

Establish an Assistant Secretary for Child 
Support in the Department of Health, Education, 
and Welfare. 
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Require the Secretary of Health, Education, 
and Welfare to establish regional blood analysis 
laboratories for the purpose of determining paternity. 

Provide no protection whatsoever for the personal 
privacy interests of any cf the individuals involved, 
which means, in theory at least, every divorced, 
s-eparated, or otherwise estranged parent in the 
United States and the children of such unions. 

Yesterday, HEW tried unsuccessfully to persuade the conferees to 
delete all of these provisions but was only able to get the blood analysis 
laboratories dropped. Moreover, I am told that at.an HEW staff 
conference this morning, the Department agreed not to recommend 
veto of the bill because (a) the provisions regarding the financial 
management of social service programs, Parts A, B, and C of 
the bill, are too important to the former Administration's overall 
policy on State-Federal responsibility in the management of social 
welfare programs and (b) because the current Administration1 s 
posture on the protection of personal privacy appears to be a 
concern of lesser priority. 

If the bill passes and the President signs it, the latter argument is 
surely not going to seem unreasonable. The Domestic Council 
Committee is also bound to lose credibility within the Administration. 

The question, put simply, is whether the inherited concerns of this 
Administration for better management of categorical grant programs 
are to be satisfied at the :i:rice of egregious incursions on the personal 
privacy of our citizens. 

The options, at the moment, appear to be the following: 

(1) Do nothing. 

(2) Sign the legislation, but promise to seek repeal, or 
at least substantial modification of the child s.uu~ .. 
provisions as soon as the new Congress conv~~: Foq~,\ 

··::; ~~ 
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(3) Veto the bill with a promise to resubmit the 
unobjectionable provisions as soon as the new 
Congress convenes. 

(4) Seek, vigoriously, to get the bill referred back 
to conference when it comes up today and work 
vigoriously to persuade the conferees to eliminate 
or substantially modify the child support provisions. 

In my opinion, options (1) and (2) are extremely risky--(a) because 
of the inevitable loss of credibility, and (b) because they would 
automatically expose the President on a complicated and politically 
ticklish social policy issue. 

Option (4) strikes me as worth a try but not likely to be successful. 
Hence, I would recommend that option (3) be chosen unless the 
President and the Administration can make a persuasive case- -
to the public--that the "management11

\ oriented provisions of the 
measure are of such overriding societal importance as to justify 
the excesses apparent in the child support provisions. 

~ 
I 

I 
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Monday 12/30/74 

5:20 When we advised Doug Metz that there would be no 
signing ceremony for the Privacy bill, he asked if there 
might be a possibility of getting pens for the people 
on the Hill who co-sponsored the bill. Said it would 
be in the area of 14 - - with a bare minimum of ll probably. 
(I'm sure that he, Carole, Janet, and Alice., and George 
would greatly appreciate a pen also, if possible.) 

I checked with Nell Yates and she said that oriinarily 
they don't give out pens when there's no signing ceremony. 

I checked with Jerry Jones' office and the Privacy bill 
is in Colorado, but has not yet been signed. 

If and when the bill does get signed, would you want 
to send a memo to Jerry Jones requesting signing pens 
for the people on the Hill who helped get the bill to the 
President? 



Thursday 12/19/74 

11:30 Lynn May said he had been informed by the 
Scheduling Office that there would be no signing 
ceremony for the Privacy bill. 

f Jeaire rJ I/ !). ll/ 
fl I) )i, ~ weri7 .Sbr-r-J 
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DOMESTIC COUNCIL COMMITTEE ON THE RIGHT OF PRIVACY 

WASHINGTON, D.C. 20504 

January 7, 1975 

JM.EMORANDUM FOR 

Department and Agency Liaison Representatives 
Domestic Council Committee on the Right of Privacy 

Subject: Privacy Acr~f 197~ 

Attached are copies of the Privacy Act of 1974 signed by the 
President on January 1, 1975, together with a Presidential 
statement and Fact Sheet. 

Since the Act was an Administration backed measure1 I 
believe agencies should seek appropriate opportunities to 
inform their various publics of the thrust and content of 
this landmark legislation. 

Metz 
xecutive Director 

Attachments 

DWM/crs 
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FOR IMMEDIATE RELEASE JANUARY 1, 1975 

Office of the White House Press Secretary 
(Vall, Colorado) 

THE WHITE HOUSE 

STATEMENT BY THE PRESIDENT 

The Privacy Act of 1974, S. 3418, represents an initial advance in 
protecting a right precious to every American .. - the right of individual 
privacy. 

I am especially happy to have signed this bill because of my own personal 
concern in the privacy issue. As Chairman of the Domestic Council 
Committee on the Right of Privacy, I became increasingly aware of the 
vital need to provide adequate and aniform privacy safeguards for the vast 
amounta of personal information collected, recorded and used in our 
complex society •. It was my objective then, as it is today, to seek, first, 
opportunities to aet the Federal house in order before prescribing remedies 
for State and local government and the private sector. 

The Privacy Act of 1974 signified an historic beginning by codifying funda
mental principles to safeguard personal privacy in the collection and 
handling of recorded personal information by . Federal agencies. This bill, 
for the most part, strikes a reasonable balance between the right of the 
individual to be left alone and the interest of society in open government, 
national defense, foreign policy, law enforcement and a high quality and 
trustworthy Federal work force. 

No bill of this scope and complexity -- particularly initial legislation of this 
type - - can be completely free of imperfections. While I am pleased that 
the Commi•sion created by this law has been limited to purely adviso~y 
functions, I am disappointed that the provisions for disclosure of pHsonal 
information by agencies make no substantive change in the current law. 
The latter in my opinion does not adequately prote<:t the individual against 
unnecessary disclosures of personal information. 

I want to congratulate the Congressional sponsors of this legislation and 
their ataffs who have forged a strong biparti1&11 constUuency in the interest 
of protecting the right of individual privacy. miq,e.rtence under this 
legislation, as well as further exploration of the complexities of the issue, 
will no doubt lead to continuing Legislative and Eltecutive efforts to rea.ssess 
the proper balance between the privacy interests of the individual and tboae 
of society. I look forward to a continuation of the same spirit of bipartisan 
cooperation in the years ahead. 

My Administration will act aggressively to protect the right of privacy for 
every American, and I call on the full support of all Federal personnel in 
implem.enting requirements of this legialation. 

* * * 



JANUARY 1, 1975 

Office of the White House Press Secretary 
(Vail, Colorado) 

NOTICE TO THE PRESS 

The President has signed S.3418 the Privacy Act of 1974, the 
purpose of which is to safeguard individual privacy from misuse 
of Federal records, provide individual access to records, and 
establish a Federal Privacy Protection S~udy Commission. 

Background 

Concern with the uses and possible abuses of personally identifiable 
information compiled by governments and other institutions is of long 
standing. Computers and the increasing size and scope of institutions 
compiling such information has heightened the concern. 

Establishment of the Domestic Council Committee on the Right of. 
Privacy and the President's chairmanship of that Committee, while 
he was Vice President, highlight the concern of the Administration 
with this problem. 

During the 93rd Congress a number of congressmen played key roles 
in the development of numerous privacy initiatives and the Administration 
has been actively engaged with Congress$ in developing legislation. 
S. 3418 is a compromise bill reflecting the Administration's position, 
the position of the Senate in S. 3418 and a key House bill, H.R. 16373. 

Provisions of the Bill 

The bill, generally, requires agencies to annually identify record 
keeping systems; establishes minimum standards for all systems which 
would regulate the process of accumulation of data as well as its 
security and use; permits an individual to gain access to his record 
and contest its accuracy: provides administrative and judicial 
machinery for oversight; and establishes a study commission. 

Specifically, S. 3418 requires Federal agencies to: 

permit an individual to examine records pertaining to him 
and to correct or amend these records 

assure accuracy, currency, and security of records and limit 
record keeping activities to necessary and lawful purposes, 
and 

be subject to civil suit for willful or intentional action 
violating individual rights under the act. 

The bill provirles that unless an individual otherwise consents, no 
agency shall disclose records except under specified conditions and 
only to persons and agencies, or for purposes expressly provided in 
the bill including: 

to officers within the agency maintaining the records who 
need the records in their work 

purusant to a nroutine use" -- a use compatible with the 
purposes for which the records were collected -- following 
public notice and comment on the type of "routine use" 

to the Bureau of the Census to perform their statutory functions 

to the National Archives where preservation is warranted 

to other agencies in connection with law enforcement activities 
under prescribed conditions 

• 
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to individuals when the health and safety of an individual 
is involved 

to committees of Congress with jurisdiction 

to the Comptroller General or pursuant to court order 

when required by the Freedom of ·Information Act for statistical 
purposes if the information is not in a form by which an 
individual may be identified. 

Each agency is required to keep a detailed accounting of all dis
closures of records other than disclosures under the Freedom of 
Information Act, make the accounting available to the individual, 
inform the person to whom disclosure is made of any corrections made 
to the records disclosed, and retain the accounting for at least five 
years. 

s. 3418 requires each agency to respond to a request by an individual 
for correction of a record pertaining to him within prescribed times, 
to provide procedures for an individual to contest an agency's refusal 
to correct a record and.for noting the portions of records in dispute, 
and provides for judicial review of agency decisions on requests for 
correction of records. ---

S. 3418 further requires each agency to: 

limit its record keeping to that which is relevant· and necessary 

inform individuals requested to provide information of the 
authority for the request, the purpose for collecting the 
record, the uses to which the records will be put, and the 
legal implications of not providing requested information 

publish descriptive information on record systems 

assure such accuracy, relevance, timeliness and completeness 
of records as is necessary to assure fairness to the individual 
and make reasonable efforts to meet such standards before each 
disclosure 

maintain no record respecting exercise of first amendment 
rights, and 

develop procedures to provide notice to individuals concerning 
certain disclosures, develop rules of conduct for those working 
with records, establish safeguards, provide notice of system 
changes, provide for disclosure of records to affected indivi
duals and to facilitate an individual's review of the records 
on himself. 

The bill permits judicial review of an agency's refusal to comply with 
a request for corrections of an individual's record; refusal to permit 
examination of a record pertaining to him; and for a failure to comply 
with the Act if he is injured thereby, and permits judicial in camera 
court inspection of records, de novo court review, assessment of 
litigation costs and attorney fees ~o successful litigants, and actual 
damages incurred by the individual. 

The bill provides for criminal penalties and a fine up to $5, 000 against 
officers and employees of agencies when such people have knowingly_ and 
willfully acted in violation of the bill. Exemptions from many of 
the provisions of the bill are permitted by the bill after promulgation 
of rules for records: 

of the CIA and criminal justice agencies 

comprised of investigatory material for law enforcement purposes 

maintained for the protective services to 

required to be maintained for statistical 

• 
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for determining eligibility for Federal employment or 
security clearance if such disclosure would violate con
fidentiality, and 

certain testing and examination and evaluatory material 

S. 3418 requires the Office of Management and Budget to develop 
regulations to implement the bill and provide continuing oversight 
of the implementation of the bill. 

S. 3418 establishes a two-year Privacy Protection Study Commission 
composed of seven members-- three appointed by the President and 
two each appointed by the Speaker of the House and the President 
of the Senate. 

The Commission is required to conduct a study and review a wide range 
of public and private record systems and to analyze the relationship 
of such systems to constitutional rights, potential abuses, and 
standards established under the bill. The Commission is required 
to make general recommendations and to propose changes in laws or 
regulations on certain matters. The Commission is· authorized to 
hold hearings, conduct inspections, issue subpoenas to compel 
attendance of witnesses .. or--production of books or records, and 
administer oaths. The Commission may appoint an executive director · 
and other personnel at rates not to exceed GS-18. 

The bill restricts the use of Social Security numbers for identifi
cation; prohibits an agency from selling a mailing list unless 
au~horized by law; and authorizes appropriation of $1.5 million for 
fiscal years 1975, 1976,·and 1977 except that no more than $750,000 
could be spent during any one fiscal year. 



· Rinetp,,third ~ongrtss of tht tinittd ~tatts of 2tmtrico 

• 

AT THE SECOND SESSION 

Begun and held at the City of Washington on Monday, the twenty-first day of January, 
one thousand nine hundred and seventy-four 

5ln 5lct 
To amend title 5, United States Code, by adding a section 552a to safeguard 

individual privacy from the misuse of Federal records, to provide that 
individuals be granted access to records concerning them which are maintained 
by Federal agencies, to establish a Privacy Protection Study Commission, and 
for other purposes. 

Be it enacted by the Se11ate and Hmt8e of Represtmtatives of the 
Umted States of America in Oongress assembled, That this Act may 
be cited as the "Privacy .Act of 1974". 

SEc. 2. (a) The Congress finds that- · 
( 1) the privacy of an individual is directly affected by the 

collection, maintenance~ use, and dissemination of personal infor
mation by Federal.age~· 

(2) the increasing use of computers and sophisticated infor
mation technology, while essential to the efficient operations of 
the Government, has greatly magnified the harm to individual 
privac:y thut can occur from an v collection, maintenance! use, or 
dissemmation of personal infonnation; 

(3) the opportunities for an individual to secure employment. 
insurance, and credit, and his right to due process, and other legal 
protections are endangered by the misuse of certain information 
systems; · 

(4) the right to privacy is a personal and fundamental right 
protected by the Constitution of the United States; and 

( 5) in order to prot<:>ct the privacy of individuals identified in 
information systems maintained by Federal agencies, it is neces
sary and proper for the Congress to regulate the collection, main
tenance, use, and dissemination of information by such agencies. 

(b) The purpose of this Act is to provide certain safeguards for an 
individual ag'.linst an innsion of personal privacy by requiring 
Federal agencies, except as otherwise provided by law, t<>-

( 1) permit an individual to determine what records pertaining 
to him are collected, maintained, used, or disseminated by such 

age(nc)ies; . . l" "d 1 d . . h" 2 pernut an me 1v1 ua to pre\·ent recor s pertammg to 1m 
obtained by such agencies for a particular purpose from being 
used or made available for another purpose without his consent; 

(3) permit an inclh·idual to gai~ access to information pertain
ing to him in Federnl agency records, to have a copy made of all 
or any portion thereof~ and to correct or amend such records; 

(4) collect, maintain, use, or diSS('minate any record of identi
fiable personal information in a manner that assures that such 
action is for a necessary and lawful purpose, that the infor
mation is current and accurate for its intended use. and that 
adequate safegua.rds are provided to prevent misu5e of snch 
information; -

( 5) permit exemptions from the r<'quirements with resp(•ct to 
records provided in this Act only in those ~ases where there is an 
important. pnbli<' pol "' i "Nl f< r h •-x(•PJ • I 1 
cleterminc·d hY "')< ·iii· i:.rnt · m v 1rnt11011t\: aml 

(6) l1l· ~11l;jl'et to,. nl "111t "for .my d;tmages wl1ich occur as a 
result of willful or inteu · onal a<'tion which violates any indi-
Yidual's rights under this .\ct. · 

SJ>~c. 3. Titfo 5, Unit<'d States Code. is nmei1ded by 11dding after 
section 5!l2 the following new section: 



S.3418--2 

~§ 552a. Records maintained on individuals 
"(a) DEFDnTioxs.-For purposes of this section-

" (1 ). the term 'agency' means agency as defined in section 
552(e) of this title; 

"(2) the term 'individual" means a citizen of the United States 
or an alien lawfully admitted for permanent residence; 

"(3) the term 'maintain' includes maintain, collect, use, or dis-
seminate; · 

"(4) the term 'record' means any item, collection, or grouping 
of information about an individual that is maintained by an 
agency, including, but not limited to, his education, financial 
transactions, medical history, and criminal or employment history 
and that contains his name, or the identifying number, symbol, 
or other identifying particular assigned to the individual, such 
as a finger or voice print or a photograph; 

"(5) the term 'system of records' means a group of any records 
under the control of any agency from which information is 
retrieved by the name of the inc.hvidual or by so. me identifying 
number, symbol, or othei: identifying.pa.rtic~r assigned to the 
individual; · 

"(6) the term 'statistical record' means a- record in a system 
of records maintained for statistical research or reporting pur
poses only and not used in whole or in part in making any deter
mination about an identifiable indiYidual, except as provided l:>y 
section 8 of title 13; and 

"(7) the term 'routine use' means; \yith respect to the dis
closure of a record, the use of such record for a purpose which 
is compatible with the purpose for which it was coJlected. . 

"(b) CoNDITIONS oF D1scwsURE.-Xo agency shall disclose any 
record which is contained in a system of records by any means of com
munication to any person, or to another agency, except pursuant to a 
written request by, or with the prior written consent of, the individual 
to whom the record pertains, unless disclosure of the record would 
be-

"(1) to those officers and employees of the a~ency which main
tains the record who ha ye a need for the record m the performance 
of their duties; 

"(2) required under section 552 of this title; 
"(3) for a routine use as defined in subsection (a) (7) of this 

section and described under subsection ( e) ( 4) ( D) of this section; 
"(4) to the Bureau of the Ce.nsus for purposes of planning or 

carrying out a census or survey or related activity pursuant to 
the ~rovisions of title 13; 

" ( 5) to·a recipient who has provided the agency with advance 
adequate written assurance that the record will be used solely as 
a statistical research or re{>orting record, and the record is to be 
transferred in a form tha.t is not. mdi ddually identifiable; 

"(6) to the National Archives of the United States as a record 
which has sufficient historical or other value to warrant its con
tinued preservation by the United States Go\'emment, or for 
evaluation by the Administrator of General Services or his 
desi~ee to determine whether the record has such value; 

"(7) to another agency or to an instrumentality of any govern-
mental jurisdiction within or under the control of the United 
States for a civil or criminal law enforcement activity if the 
activity is ntl . · l w, l 1 t I i!enc:v or 
instrumentahty has 1modc n wl"ltt• n rc<Jlle&t '" "" :ig ·y "hich ~·•.,,. 

(~~ -
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maintains the record specifying the particular portion desired and 
the law enforcement activity for which the record is sought; 

"(8) to a person pursuant to a showing of compelling circum
stances affectin¥ the health or safety of an individual if upon such 
disclosure notincation is transmitted to the last known address of 
such individual; 

"(9) to either House of Congress, or, to the extent of matter 
within its jurisdiction, any committee or subcommittee thereof, 
any joint committee of Congress or subcommittee of any such 
joint committee; 

"(10) to the Comptroller General, or any of his authorized rep
resentatives, in the course of the performance of the duties of 
the General Accounting Office; or 

"(11) pursuant to the order of a court of competent jurisdic
tion. 

"(c) ACCOUNTING OF CERTAIN DISCLOSUREs.-Each agency, with 
respect to each system of records under its control, shall-

" ( 1) except for disclosures ma0 unJ~subsections (b) (1) or 
(b) (2) of this section, keep an accurate accounting of-

" (A) the date, nature, and purpose of each disclosure of 
a record to any person or to another agency made under 
subsection (b) of this section; and 

"(B) the name and address of the person or agency to 
whom the disclosure is made; 

"(2) retain the accounting made under paragraph (1) of this 
subsection for at least five years or the life of the record, which
ever is longer, after the disclosure for which the accounting is 
made; 

"(3) except for disc Jsures made under subsection (b) ('i) of 
this section, make the accountin~ made under para~raph (1) of 
this subsection available to the mdividual named m the record 
at his request; and 

"(4)_ inform any person or other agency about any correction 
or notation of dispute made by the agency in accordance with 
subsection ( d) of this section of any record that has been dis
closed to the person or agency if an accounting of the disclosure 
was made. 

" ( d) AcCESs TO RECORDS.-Each agency that maintains a system 
of records shall-

" ( 1) upon request by any individual to gain access to his 
record or to any information pertaining to him which is con
tained in the system, permit him and upon his request, a person 
of his own choosing to accompany him, to review the record and 
have a copy made of all or any portion thereof in a form compre
hensible to him, except that the agency may require the indi
vidual to furnish a written statement authorizing discussion of 
that individual's record in the accompanying person's presence; 

"(2) permit the individual to request amendment of a record 
pertaining to him and-

- "(A) not later than 10 days (excluding Saturdays, Sun
days, and legal public holidays) after the date of receipt of 
such request, acknowledge in writing such receipt; and 

"(B) ;eromptly, either-
"(1) ma1>P • y correction of any portion thereof 

which tl , 1 ual believes is not accurate, relevant, 
timely, or complete; or 

"(ii) inform the individual of its refusal to amend 
the record in accordance with his request, the reason 
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for the refusal, the procedures established by the agency 
for the individual to request a review of that refusal by 
the head of the agency or an officer designated by the 
head of the agency, and the name and business address 
of that official ; 

" ( 3) permit the individual who disagrees with the refusal of the 
agency to amend his record to request a review of such refusal, 
and not later than 30 days (excluding Saturdays, Sundayst and 
legal public holidays) from the date on which the individual 
requests such review, complete such review and make a final 
determination unless, for good cause shown, the head of the agency 
extends such 30-day period; and if, after his review, the reviewing 
official also refuses to amend the record in accordance with the 
request, permit the individual to file with the agency a concise 
statement setting forth the reasons for his disagreement with the 
_refusal of the agency, and notify the individual of the provisions 
for judicial review of the reviewing official's det~rmination under 
subsection ( g) ( 1) (A) of this section ; 

"(~) in any disclosure, containing information about which 
the individual has filed a statement of disagreement, occurring 
after the filing of the statement under paragraph (3) of this sub
section, clearly note any portion of the record which is disputed 
and provide copies of the statement and, if the agency deems it 
appropriate, copies !lf a concise statement of the reasons of the 
agency for not making the amendments requested, to persons or 
other agencies to whom the disputed record ha.$ been disclosed; 
and · 

"(5) nothing in this section shall allow an individual access to 
any information compiled in reasonable anticipation of a civil 
action or proceeding. 

"(e) AGENCY REQUIREMENTS.-Each agency that maintains a 
system of records shall-

" ( 1) maintain in its records only such information about an 
individual as is relevant and necessary to accomplish a purpose of 

' the.agency required to be accomplished by statute or by executive 
order of the President; 

"(2) collect information to the greatest extent practicable 
directly. from the subject individual when the information may 
·result m adverse determinations about an individual's rights, bene
fits, and privileges under Federal programs; 

"(3) inform each individual whom it asks to supplr informa
tion, on the form which it uses to collect the information or on a 
separate f6rm that can be retained by the individual-

" (A) the authority (whether granted by statute, or by 
executive order of the President) which authorizes the solici
tation of the information and whether disclosure of such 
information is mandatory or voluntary; 

"(B) the principal purpose or purposes for which the 
information is intended to be used; 

"(C) the routine uses which may be made of the informa
tion, as published pmsuant to paragraph (4) (D) of this 
subSt>.ction ~ and 

"(D) the effects on him, if any, of not providing all or 
any pnrt of th<' 1 ~t <l informnhon: 

"(4:) ~ui: "l' p , I mn~ of J-'U"H"l"Ulm 1. 1 o S" 

section, nhlish in · · 'ei.eral Hegi::;t ,r at . n1 nuaUy a notice 
of the exiRtence nnd character of the system of records, which 
notice shall include-

"(A) the n:tme itnd location of the system; 
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"(B) the categories of individuals on whom records are 
maintained in the system ; 

"(C) the categories of records maintained in the system; 
"(D) each routine use of the records contained in the sys

tem, including the categories of users and the purpose of such 
use· ' "(E) the policies and practices of the agency regarding 
storage, retrievability, access controls, retention, and disposal 
of the records; 

"(F) the title and business address of the agency official 
who is responsible for the system of records; 

"(G) the agency procedures whereby an individual can be 
notified at his request if the system o:f records contains a rec
ord pertaining to him; 

"(H) the agency procedures whereby an individual can be 
notified at his request how he can gain access to any record 
pertaining to him contained in the system o:f records, and how 
he can contest its content; and 

"(I) the categories of sources of records in the system; 
"(5) maintain all records which are used by the agency in mak

ing any determination about any individual with such accuracy, 
relevance, timeliness, and completeness as is reasonably necessary 
to assure fairness to the individual in the determination; 

"(6) prior to disseminating any record about an individual to 
any person other than an agency, unless the dissemination is 
made pursuant to subsection (b) (2) of this section, make rea-son
able efforts to assure that such records are accurate, complete, 
timely, and relevant for agency purposes; 

"(7) maintain no record describing how any individual exer
cises rights guaranteed by the First Amendment unless expressly 
authorized by statute or by the individual about whom the record 
is maintained or unless pertinent to and within the scope o:f an 
authorized law enforcement activity; 

"(8) make reasonable efforts to serve notice on an individual 
when any record on such individual is made available to any per
son under compulsory legal process when such process becomes a 
matter of public record; 

"(9) establish rules of conduct for persons involved in the 
.design, development, operation, or maintenance of any system o:f 
records, or in maintainmg any record, and instruct each such ~r
son with respect to such rules and the requirements of this ~ct.Ion, 
including any other mles and procedures adopted pursuant to this 
section and the penalties for noncompliance; 

"(10) establish appropriate administrative, technical, and 
physical safeguards to insure the security and confidentiality of 
records and to protect against any anticipated threats or hazards 
to their security or integrity which could result in substantial 
harm, embarrassment, inconvenience, or unfairness to any individ
ual on whom information is maintained; and 

"(11) at least 30 days prior to publication of information under 
paragraph (4)(D) of this subsection, publish in the Federal 
Register notice of any new use or intended use of the information 
in tbc systr 1 'ln · t1 ~ s to 
submit. t n <'a a. ·ws. or ar1-,'11 t"i> :1• "' ( • 

" ( f) AGENCY RULEs.-In order to carry out the prov1s1ons of thi ~,.., 
section, each agency that maintains a system of records shall pro 
mulgatc rules, in accordance with the requirements (including gcnera.1 
notice) of section 553 of this title, which shall- ,_, 

"(1) establish procedures whereby an individual can be notified 
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in response to his request if any system of records named by the 
individual contains a record pertaining to him; 

" ( 2) define reasonable times, places, and requirements for iden
tifying an individual who requests his record or information 
pertaining to him before the agency shall make the record or 
mformation available to the individual; 

"(3) establish procedures for the disclosure to an individual 
upon his request of his record or information pertaining to him, 
including special procedure, if deemed necessary, for the disclo
sure to an individual of medical records, including psychological 
records, pertaining to him ; 

" ( 4) establish procedures for reviewing a request from an 
individual concerning the amendment of any record or informa
tion pertaining to the individual, for making a determination on 
the request, for an appeal within the agency of an initial adverse 
agency determination, and for whatever additional means may be 
necessary for each individual to be able to exercise fully his rights 
under this section: and 

" ( 5) establish fees to be charged, if any, to any individual for 
making copies of his record, excluding the cost of any search for 
and review of the record. 

The Office of the Federal Register shall annually compile and publish 
the rules promulgated under this subsection and agency notices pub
lished under subsection ( e) ( 4) of this section in a form available to 
the public at low cost. 

"(g) (1) CIVIL Run:nms.-Whenever any agency · 
"(A) makes a determination under subsection (d) (3) of this 

section not to amend an individual's record in accordance with 
his request, or fails to make such review in conformity with that 
subsection; 

"(B) refuses to comply with an individual request under sub
section (d) (1) of this section; 

" (C) fails to maintain anv record concerning any individual 
with such accuracy, relevance, timeliness, and completeness as is 
necessary to assure fairness in any determination relating to the 
qualifications, character, rights, or opportunities of, or benefits to 
the individual that may be made on the basis of such record, and 
consequently a determination is made which is adverse to the 
individual 1 or 

"(D) fails to comply with any other provision of this section, 
or any rule promulgated thereunder, in such a way as to have 
an adverse effect on an individual, 

the individual may bring a civil action against the agency, and the 
district courts of the United States sha11 have jurisdict10n in the 
matters under the provisions of this subsection. 

"(2) {A) In any suit brought under the provisions of subsection 
(g) (1) (A) of this section, the court may order the agency to amend 
the individual's record in accordance with his request or in such other 
way as the court may direct. In such a case the court shall determine 
the matter de novo. 

"(B) The court may assess against the United States reasonable 
attorney fees and other litigation costs reasonably incurred in any case 
under this para.!?I'flph in whi('h the complainant li h!'ltantial1y 
prevailed. ~F o 

''(3)(A) n any suit brought under the provisions of subsection ~ • of 
(g) (1) (B) of this section, the court may enjom the a~tmcy from with- ~ " 
holding the records and order the production to the complainant of any -
agency· recor?s improperly withheld from hiin. In such a case the court 
shall determme the matter de novo, and may examine the contents of 
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any agency records in cal!lera to determine whether the ri:cords or any 
portion thereof may be withheld under any oi the exemptions set forth 
m subsection (k) of this section, and the burden is on the agency to 
sustain its action. 

"(B) The court may assess against the United States reasonable 
attorney fees and other litigation costs reasonably incurred in any case 
under this paragraph in which the complainant has substantially 
prevailed. 

" ( 4) In any suit brought under the provisions of subsection 
(g) (1) (C) or (D) of this section in which the court determines that 
the ao-ency acted in a manner which was intentional or willful, the 
United States shall be liable to the individual in an amount equal to 
the sum of-

"(A) actual rlamages sustained by the individual as a result of 
the refusal or railure, but in no case shall a person entitled to 
recovery receive less than the sum of $1,000; and 

"(B) the costs of the action together with reasonable attorney 
fees as determined by the court. 

"(5} An action to enforce any liability created under this section 
may be brought in the di.strict comt of the United States in the district 
in which the complainant resides, or has his principal place of business, 
or in which the agency records are situated, or in the District of Colum
bia, without regard to the amount in controversy, within two years 
from the date on which the cause of action arises, except that where 
an agency has materially and willfully misrepresented any informa
tion required under this section to be disclosed to an individual and 
the information so misrepresented is material to establishment of 
the liability of the agency to the individual under this section, the 
action may be brought at any time within two years after discovery by 
the individual of the misrepresentation. N othmg in this section shall 
be construed to authorize any civil action by reason of any injury sus
tained as the result of a disclosure of a record prior to the effective date 
of this section. 

"(h) RIGHTS OF LEGAL GuARDuxs.-For the purposes of this section, 
the parent of any minor, or the legal guardian of any individual who 
has been declared to be incompetent due to physical or mental inca
pacity or age by a court of competent jurisdiction, may act on behalf 
of the individual. 

"(i) (1) Cm:MINAL PENAi.TIES.-Any officer or employee of an 
agency, who by virtue of his employment or official position, has pos
session of, or access to, agency records which contain individually 
identifiable information the disclosure of which is prohibited by this 
section or by rules or re~lations established thereunder, and who 
knowing that disclosure ot the specific material is so prohibited, will
fully discloses the material in any manner to any person or agency not 
entitled to receive it, shall be guilty of a misdemeanor and fined not 
more than $5,000. 

"(2) Any officer or employee of any agency who willfully maintains 
a system of rec01·ds without meeting the notice requirements of sub
section ( e) ( 4) of this section shall be guilt,Y of a misdemeanor and fined 
not more than $5,000. · 

"(3) Any person who ln1owinglv and willfully requests or obtains 
any record conce~ning an i~dividual from an agency under false pre
tenses shall be gmlty of a misdemeanor <md finecl not 1 · ·c tl11rn $5,000. 

"(j) GE~ERAL ExE:.\n'Tioxs. -The lu:-nrl of any agency may promul
gate rules, in accordance with the requii:ements (including general 
notice) of sections 553 (b) (1), (2), and (3), (c), and (e) of this title, 
to exempt any system of records within the agency from any part of 
thissectionexceptsubsections (b), (c) (1) and (2), (e) (4) (A) through 
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(F), (e)(6), (7), (9), (10),and (11),and (i) ifthesystemofrecords 
is-

"(1) maintained by the Central Intelligence Agency; or 
"(2) maintained by an agency or com,J:>onent thereof which 

performs as its principal function any activity pertaining to the 
enforcement of criminal laws, includin~ police efforts to prevent, 
control, or reduce crime or to apprehend criminals, and the activ
ities of prosecutors, courts, correctional, probation, pardon, or 
parole authorities, and which consists of (A) information com
piled for the purpose of identifying individual criminal offenders 
and alleged off enders and consisting only of identifying data 
and notations of arrests. the nature and disposition of cr1minn] 
charges, sentencing, confinement, release, and parole and proba
tion status; ( B) information compiled for the purpose of a 
criminal inve~ · gation, including reports of informants and 
investigators, and associated with an identifiable individual; or 
(C) reports identifiable to an individual compiled at any stage 
of the process of enforcement of the criminal laws from arrest 
or indictment through release from supervision. 

At the time rules are adopted under this subsection, the agency shall 
include in the statement required under section 553(c) of this title, 
the reasons why the system of records is to be exempted from a pro
vision of this section. 

"(k) SPEcmc EXEMPITONs.-The head of any a~ency may prom
ulgate rules, in accordance with the requirements (including ~eneral 
notice) of sections 553(b) (1), (2), and (3), (c), and (e) of th1s title, 
to exempt any system of records within the agency from subsections 
(c) (3), (d), (e) (1), (e) (4) (G), (H), and (I) and (f) of this sec
tion if the system of records is-

" ( 1) subject to the provisions of section 552(b) (1) of this title; 
"(2) investigatory material compiled for law enforcement pur

poses, other than material within the scope of subsection (j) (2) 
of this section: Provided, hO'l.oever, That if any individual is 
denied any right, privilege, or benefit that he would otherwise 
be entitled by Federal law, or for which he would otherwise be 
eligible, as a result of the maintenance of such material, such 
material shall be provided to such individual, except to the extent 
that the disclosure of such material would reveal the identity of 
a. source who furnished information to the Government under an 
express promise that the identity of the source would be held in 
confidence, or, prior to the effective date of this section under 
an implied promise that the identity of the source would be held 
in confidence; 

"(3) maintained in connection with providing protective serv
ices to the President of the United States or other individuals 
pursuant to section 3056 of title 18; 

"(4) required by statute to be maintained and used solely as 
statistical records; 

"(5) investigatory material compiled solely for the purpose of 
determining suitabilitv. eli~ibility, or qualifications for Federal 
civilian empl<?ymei~t, • military serv.ice, Federal contracts, or 
access to classified mformation. but only to the extent that the 
disclosure of such material would reveal the identity of a source 
who furnished informntion to the Governnwnt nnd<'r an expr<·ss 
promise that the idcnf •y of the source would be hdd in confi
dence, or, prior to the effective date of this section, un<lei· an 
implied promise that the identity of the source would be hcild in 
(•onfidence; 

"(6) testing or examination material used solely to determine 
individual qualifi<'ations for nppointment or promotion in the 
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Federal service the disclosure of which would compromise the 
ob~ectivity or fairness of the testing or examination process; or 

'(7) evaluation material used to determine potential for pro
motion in the armed services, but only to the extent that the 
disclosure of such material would reveal the identity of a source 
who furnished information to the Government under an express 
promise that the identity of the source would be held in confi
dence, or, prior to the effective date of this section, under an 
implied promise that the identity of the source would be held in 
confidence. 

At the time rules are adopted under this subsection, the agency shall 
include in the statement required under section 553 (c) of this title, 
the reasons why the system of records is to be exempted from a pro
vision of this section. 

"(1) ( 1) Ancmv AL R•:coun!:.-Each agency record which is accepted 
by the Administrflt')r of General Services for storage, processing, and 
servicing in accoruance with section :3103 of title 44 shall, for the pur
poses of this section, be considered to be m.iintained by the agency 
which deposited the record and shall be subject to the provisions of 
this section. The Administrator of G<.>neral Services shall not disclose 
the record except to the agency which maintains the record, or under 
rules established by that agency which are not inconsistent with the 
provi!dons of this section. 

"(2) Each agency record pertaining to an identifiable individual 
which was transferred to the X ational Archives of the United States 
as a record which has sufficient hislorical or other value to warrant 
its continued preservation by the United States Government, prior to 
the effective date of this section, shall, for the purposes of this section, 
be considered to be maintained by the National Archives and shall 
not be subject to the provisions of this section, except that a statement 
generally describing such records (modeled after the requirements 
relating to records subject to subsections (e) (4) (A) through (G) of 
this section) shall be published in the Federal Rem.ster. 

"(3) Each agency record pertaining to an i'aentifiable individual 
which is transferred to the National Archives of the United States as 
a record which has sufficient historical or other value to warrant its 
continued preservation by the United States Government, on or after 
the effective date of this section, shall, for the purposes of this section, 
be considered to be maintained by the National Archives and shall be 
exempt from the requirements of this section except subsections ( e) ( 4) 
(A) through (G) and (e) (9) of this section. 

"(m) GovERNMENT Co11i"TRACTORs.-"\Vhen an agency provides by a 
contract for the operation bv or on behalf of the agency of a system 
of records to accomplish an agency function, the agency shall, con
sistent with its authority, cause the requirements of this section to be 
applied to such system. For purposes of subsection (i) of this section 
nny such contractor and any employee of such contmctor. if such 
contract is agreed to on or after the effective date of this section, shall 
be considered to be an employee of an agency. 

"(n) MAILING L1sTs.-An individual's name and address may not 
be sold or rented by an agency unless such action is specifically author
ized by law. This provision shall not be construed to require the 
withholding of names and addresses otlt~rwise permitted to be made 
public. 

"(o) RE~RT ox NEw SrsTEl!s.-Each agency shall provide adequate 
advance notice to Congress aJHl the Offict• of :.\fa i. " 11' 1 and Rndgl't 
of any proposal to <'Stablish or alter any s ·stem r 'l'Ol'ds in order 
to permit an evaluation of the probable or potential effect of such 
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proposal on the privacy and other personal or property rights of 
md1viduals or the disclosure of information relating to such indi
viduals1 and its effect on the preservation of the constitutional 
principles of federalism and separation of powers. 

"(p) ANNUAL RF..PORT.-The President shall submit to the Speaker 
of the House and the President of the Senate, by June 30 of each 
calendar year, a consolidated report, separately listing for each Fed
eral agency the number of records contained in any system of records 
which were exempted from the apP.lication of this section under the 
provisions of subsections (j) and (k) of this section during the pre
ceding calendar year, and the reasons for the exemptions, and such 
other information as indicates efforts to administer fully this section. 

(q) EFFECT OF OTHER LAws.-No agency shall rely on any exemp
tion contained in section 552 of this title to withhold from an indi
vidual any record which is otherwise accessible to such individual 
under the provisions of this section.". 

SEC. 4. The chapter analysis of chapter 5 of title 5, United States 
Code, is amended by inserting: 
"552a. Records about indfriduals." 

i.nunediately below: 
"552. Public information; agency rules, opinions, orders, and proceedings.". 

SEC. 5. (a) (1) There is established a Privacy Protection Study 
Commission (hereinafter referred to as the "Commission") which 
shall be composed of seven members as follows: 

(A) three appointed by the President of the United States, 
(B) two appointed by the President of the Senate, and · 
( C) two appointed by the Speaker of the House of Representa-

tives. 
Members of the Commission shall be chosen from among persons who, 
by reason of their knowledge and expertise in any of the following 
areas-civil rights and liberties, law, social sciences, computer tech
nology, business, records mana~ment, and State and local govern
menir-are well qualified for senrice on the Commission. 

(2) The members of the Commission shall elect a Chairman from 
among themselves. 

(3) Any vacancy in the membership of the Commission, as long as 
there are four members in office, shall not impair the power of the 
Commission but shall be filled in the same manner in which the original 
ap~intment was made. 

(4:) A quorum of the Commission shall consist of a majority of 
the members,.except that the Commission may establish a lower num
ber as a quorum for the purpose of taking testimony. The Com
mission is authorized to establish such committees and delegate such 
authority to them as may be necessary to carry out its functions. 
Each member of the Commission, including the Chairman, shall have 
equal responsibility and authority in all decisions and actions of the 
Commission, shall have full access to all information necessary to the 
performance of their functions, and shaJI have one vote. Action of 
the Commission shall be determined by a majority vote of the mem
bers present. The Chairman (or a member desi~ated by the Chair
man to be acting Chairman) shall be the official spokesman of the 
Commission in its relations with the Congress, Government agencies1 
other ..;;c . rt • behalf of ion. shall 
see to the l l n o r I > leci-
sions of the Commission, and shall report thereon to the Commission 
from time to time or as the Commission may direct. 
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(5) (A) Whenever the Commission submits any budget estimate 
or request to the President or the Office of Management and Budget, 
it shall concurrently transmit a copy of that request to Congress. 

(B) 'Vhenever the Commission submits any legislative recommen
dations, or testimony, or comments on legislation to the President or 
Office of Management and Budget, it shall concurrently transmit a copy 
thereof to the ConO'ress. No officer or agency of the United States 
shall have any authority to require the Commission to submit its 
legislative recommendations, or testimony, or comments on legisla
tion, to any officer or agency of the United States for approval, com
ments, or review, prior to the submission of such recommendations, 
testimony, or comments to the Congress. 

(b) The Commission shall-
( 1) make a f2tucly of the data banks, automated data process

ing programs, and information systems of governmental, 
regional, and private organizations, in order to determine the 
standards and procedures in force for the protection of personal 
information; and 

(2) recommend to the President and the Congress the extent, 
if any, to which the requirements and principles of section 552a 
of title 5, United States Code, should be applied to the informa
tion practices of those organizations by legislation, administrative 
action, or voluntary adoption of such requirements and principles, 
and repo1t on such other legislative recommendations as it may 
determine to be necessnry t-0 protect the privacy of individuals 
while meeting the legitimate needs of government and society for 
information. 

(c) (1) In the course of conducting the study required under sub
se.ction (b) ( 1) of this section, and in its reports thereon, the Com
mission may research, examine, and analyze-

(A) interstate transfer of information about individuals that 
is undertaken through manual files or by computer or other elec
tronic or telecommunications means; 

(B) data banks and information programs and systems the 
operation of which significantly or substantially affect the enjoy
ment of the privacy and other personal and property rights of 
individuals; 

(C) the use of social security numbers, license plate numbers, 
universal identifiers, and other symbols to identify individuals 
in data banks and to gain access to, integrate, or centralize 
information systems and files; and 

· (D) the matching and analysis of statistical data, such as 
Federal census data, with other sources of personal data, such as 
automobile registries and telephone directories, in order to 
reconstruct individual responses to statistical questionnaires for 
commercial or other purposes, in a way which results in a 
violation of the implied or explicitly recognized confidentiality 
of such information. 

(2) (A) The Commission may include in its examination personal 
infonnation activities in the following areas: medical; insurance; 
education; employment and personnel; credit, banking and financial 
institutions; credit bureaus; the commercial reporting industry; cable 
television and other telecommunications media; travel, hotel and 
ente1tainmcnt reservations; and electronic check processmO', 

(B) The Commission shall include in "ts examination a ~tudy of 
(i) whether a person engaged in .interstate commerce who 

!Ilai.n~ains • a mailing list should be requi.red to remove an 
md1v1dual-s name and address from such hst upon request of 
that individual; 
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(ii) whether the Intemal Revenue Service should be pro
hibited from trnnsfering individually indentifiable data to other 
agencies and to agencies of State governments; . 

(iii) whether the Federal Government should be liable for 
general damages incurred by an individual as the result of a will
ful or intentional violation of the provisions of sections 552a (g) 
(1) (C) or (D) of title 5, United States Code; and 

(iv} whether and how the standards for secmity and con
fidentiality of records required under section 552a ( e) (10) of 
such title should be applied when a record is disclosed to a 
person other than an agency. 

( C) The Commission may study such other personal information 
activities necessarv to carrv out the congressional policy embodied in 
this Act, except tli'at the Commission shall not investigate information 
systems maintained by religious organizations. 

(3) In conducti11g such study, the Commission shall-
(A) determine what laws, Executive orders, regulations, 

directives, and judicial decisions govern the activities under study 
and the extent to which they are consistent with the rights of 
privacy, due process of law, and other guarantees in the 
Constitution ; 

(B) detenniue to what extent governmental and private 
information systems affect Federal-State relations or the 
principle of separation of powers; 

(C) examine the standards and criteria governing progl'ams, 
policies, and practices relating ta the collection, soliciting, 
processmg, use, access, integration, dissemination, and transmis
sion of personal information; and 

(D) to the maximum extent practicable, collect and utilize 
findings, reports, studies, hearing transcripts, and recommenda
tions of governmental, le~latiYe and private bodies .. institutions, 
organizations, and indinduals which pertain to the problems 
under study by the Commission. 

( d) In addition to its other functions the Commission may-
( 1) request assistance of the heads of appropriate departments 

agencies, and instrumentalities of the Federal Government, of 
State and local governments, and other persons in carrying out 
its functions under this Act: 

(2) upon request, assist Federal agencies in complying with the 
requirements of section 552a of title 5, United States Code; 

(3) determine what specific categories of information, the col
lection of which would dolate an individual's right of pri\'acy, 
should be prohibited by statute from collection by Federal agen
cies; and 

(4) upon request, prepare model legislation for use by State 
and local governments in establishing rrocedures for handling, 
maintaining, and disseminating persona information at the State 
and local leYel and provide such technical assistance to State and 
local governments as they mav require in the preparation and 
implementation of such legislation. 

(e) (1) The Commission may, in carrying out its functions under 
this section, conduct such inspections, sii and act at such times and 

- places, hold such hearin~, take such t<>stimony, require by subpeua 
the attendance of such witnesses and the production of such hooks, 
recorrls, papers, f'Orrespondence, · ic clocmn<'nts. rlminister such 
oaths, haYe such printing and hin• tin!! tton<>, :uHl ui:un• sn<'h expendi
tures as the Commission deems advisable. · s11hpena shall be issued 
only upon nn affirmatirn ,·ot.e of a mnjority ·of all members of the Com-

• 
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mission. Subpenas shall be issued under the signature of the Chair
man or any member of the Commission desi~ated by the Chairman 
and shall be served by any person designated t>y the Chairman or any 
such member. Any member of the Commission may administer oaths 
or affirmations to witnesses appearing before the Commission. 

(2) (A) Each department, agency, and instrumentality of the execu
tive branch of the Government is authorized to furnish to the Com
mission, upon request made by the Chairman, Sltch information, data, 
reports and such other assistance as the Commission deems necessary 
to carry out its functions under this section. 'Vhenever the head of 
any such department, agency, or instrumentality submits a report 
pursuant to section 552a ( o) of title 5, United States Code, a copy 
of such report shall be transmitted to the Commission. 

(B) In carrying out its functions and exercising its powers under 
this section, the C'~mmission may accept from any such depaxtment, 
agency, independent instntmentality, or other person any individu
ally indentifiable data if such data is necessary to carry out such powers 
and functions. In any case in which the Commission accepts any 
such information, it shall assure that the information is used only 
for the purpose for which it is provided, and upon completion of that 
purpose such information shall be destroyed or returned to such de
partment, agency, independent instrumentality, or person from which 
it is obtained, as appropriate. 

(3) The Commission shall have the powerto--
(A) appoint and fix the compensation of an executive director, 

and. such additional staff personnel as may he necessary, without 
regard to the provisions of title 5, United States Code, govern
ing appointments in the competitive service, and without regard 
to chapter 51 and subchapter III of chapter 53 of such title re
latingto classification and General Schedule pay rates, but at rates 
not in excess of the maximum rate for GS-18 of the General 
Schedule under section 5332 of such title; and _ 

(B) procure temporary and intermittent services to the same 
extent as is authorized by section 3109 of title 5, United States 
Code. 

The Commission may delegate any of its functions to such personnel 
of the Commission as the Commission may designate and may 
authorize such successive redelegations of such functions as it may 
deem desirable. 

( 4) The Commission is authorized-
( A) to adopt, amend, and repeal rules and regulations govern

ing the manner of its operations, organization, and personnel; 
(B) to enter into contracts or other arrangements or modifica

tions' thereof, with any government, any department, agency, or 
independent instrumentality of the United States, or with any 
person, firm, association, or corp<>ration, and such contracts or 
other arrangements, or modifications thereof, may be entered into 
without legal consideration, without performance or other bonds, 
and without regard to section 3'i09 of the Revised Statutes, as 
amended (41U.S.C.5); 

.(C) to make advance, progress, and other payments which the 
Commission deems necessary under this Act without regard to 
the provisions of section 3648 of the Revised Statutes, as amended 
(31U.S.C.529); and 

(D) to take such other action as may be nece£Sary to carry ont 
its functions under this section. 
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(f) (1) Each [the] member of the Commission who is an officer or 
empfoyee of the United States shall serve without additional compen
.sation, but shall continue to receive the salary of his regular position 
when engaged in the performance of the duties vested in the Com
mission. 

(2) A member of the Commission other than one to whom paragraph 
(1) applies shall receive per diem at the maximum daily rate for 
GS-18 of the General Schedule when engaged in the actual per
formance of the duties vested in the Commission. 

(3) All members of the Commission shall be reimbursed for travel, 
subsistence, and other necessary expenses incurred by them in the per
formance of the duties vested in the Commission. 

(g) The Commic:c;ion shall, from time to time, and in an annual 
report, report to tue President and the Congress on its activities in 
carrying out the provisions of this section. The Commission shall make 
a final report to the President and to the Congress on its findings 
pursuant to the study required to be made m1der subsection (b) (1) 
of this section not later than two years from the date on which all of 
the members of the Commission are appointed. The Commission shall 
cease to exist thirty days after the date on which its final report is 
submitted to the President and the Congress. ' 

(h) (1) Any member, officer, or employee of the Commission, who 
by virtue of his employment or official position, has possession of or 
aC',cess to, agency records which contain individually identifiable inf or
mation the disclosure of which is prohibited by this section, and who 
'knowing that disclosure of the specific material is so prohibited, will
fully discloses the material in any manner to any person or agency 
not entitled to receive it, shall be guilty of a misdemeanor and fined 
not more than $5,000. 

(2) Any person who knowingly and willfully requests or obtains 
any record concerning an individual from the Commission under false 
pretenses shall be guilty of a misdemeanor and fined not more than 
$5,000. 

SEc. 6. The Office of Management and Budget shall-
( 1) develop guidelines and regulations for the use of agencies 

in implementing the provisions of section 552a of title 5, United 
States Code, as added by section 3 of this Act; and 

(2) provide continuing assistance to and oversight of the im
plementation of the provisions of such section by agencies. 

SEc. 7. (a) (1) It shall be unlawful for any Federal, State or local 
government agency to deny to any individual any right, benefit, or 
privilege provided by law because of such individual's refusal to dis
close his social security account number. 

(2) the provisions of paragraph (1) of this subsection shall not 
apply with respect to- _ 

(A) any disclosure which is required by Federal statute, or 
(B) the disclosure of a social security number to any Federal, 

State, or local agency maintaining a system of records in existence 
and operating before January 1, 1975, if such disclosure was 
required under statute or regulation'adopted prior to such date to 
verify the identity of an individual. 

(b) Any Federal, State, or local government agency which requests 
an individual to disclose his social securitv a c·om .. number shall 
info11n that individual whether that disclosure is mandatory or volun
tary, by what st;atutory or ot~1er authority such number is solicited, 
and what uses will be made of it. 



S.3418-15 

8Ec. 8. The provisions of this Act shail be effective on and after the 
date of enactment, except that the amendments made by sections 3 and 
4 shall become effective 270 days :following the day on which this Act 
is enacted. 

SEc. 9. There is authorized to- be appropriated to carry out the pro
visions of section 5 of this Act for fiscal years 1975, 1976, and 1977 the 
sum of $1,500,000, except that not more than $750,000 may be expended 
during any such fiscal year. 

Speaker of tlie House of Representatives. 

Vice "'res-ident of the United States and 
PTeaident of the Senate. 



DOMESTIC COUNCIL COMMITTEE ON THE RIGHT OF PRIVACY 

.MEMORANDUM FOR: 

FROM: 

SUBJECT: 

WASHINGTON, D.C. 201504 

January 10, 1975 

PHIL BUCHEN 

DOUG .METzl)Jllll 

Charge by ACLU' s Executive Director 
of Administration 1 s Repudiation of 
Privacy Commitment 

You may have seen the attached article on Aryeh Neier headlined 
in the New York Times and other newspapers. 

We should not stand by and permit any erosion of the President's 
credibility on an issue which the Harris poll ranks as second 
highest in terms of public confidence and support .... particularly 
in the face of unjustified criticism. 

Accordingly, I believe the attached letter to the Editor is a dignified 
and proper way to set the record straight, in the first instance. 
Others in the Administration, including the President, thereby 
have the option, subsequently, of commenting upon a factual and 
balanced response should it be necessary. 

Notwithstanding what others may do, this office will need to have 
a cogent reply to outside inquiries on Mr. Neier 1 s remarks. 

Having your thoughts as soon as possible will be appreciated. 

Attachments 

DWM/crs 
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The Editor 
The New York Times 
229 West 43rd Street 
New York, New York 10036 

To the Editor: 

DRAFT - 1/10/75 

I believe that the remarks of Mr. Ar yeh Neier, Executive Director of 

the ACLU, as reported in The New York Times of January 8, 1975, reflect 

a position that is neither informed nor helpful to the cause of furthering per-

sonal privacy interests. Rf'~rettably, his credibility and that of his organization 

can only suffer by unqualified criticism of a new law which he admits he has 

not studied, by blanket indictment of a new Administration whose President, 

five months in office, has already signed into law two historic privacy bills, 

and by misrepresentation of its position on numerous privacy bills not yet 

acted upon by the Congress. 

The record is clear, as announced by the ACLU's own Washington 

Privacy Report, that the Cabinet-level Domestic Council Committee on the 

Right of Privacy, chaired by then Vice President Ford, endorsed legislative 

initiatives Mr. Neier claims Mr. Ford opposed or failed to take a position on. 

Mr. Ford and the Committee explicitly recognized the need for legislation 

dealing with military surveillance of domestic political activities, collection 

and dissemination of arrest records and other criminal justice information, 

and restrictions on banks' dis$1osure of the financial transactions of thei~ .... :-:·>, 
) ,•~ , r 0 I'(!)'• 

' ,, _,,\, 
~/ ... ~' 

customers. Foreign intelligence wiretapping is currently under review in 

connection with anticipated Congressional hearings on that subject. Mr. Neier 

omits mention of Privacy Comn~ittee endorsement and Presidential approval 
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of the Family Educational Rights and Privacy Act of 1974 establishing new pro-

tections for student educational records, submission to the Congress of legislation 

to strengthen privacy protections for IRS tax returns, and to regulate use of 

criminal justice intelligence, investigative and history information. He fails to 

cite administrative actions now in process to require privacy safeguard plans for 

new computer and telecommunications systems and to permit individuals to 

remove their nam.es from Federal mail lists made available for nongovernmental 

purposes. 

Although The Privacy Act of 1974 is an initial step in a longer range 

"hot pursuit" program, it is a landmark advance for privacy. No agency, 

including the FBI and CIA, is exempt from its prohibition against secret 

record-keeping systems containing personal information. For the most part, 

criminal justice information, by design, is exempted from the Act1 s access and 

disclosure provisions so that the complexities of these records can be more 

effectively dealt with by separate legislation. Accordingly, the Administration 

has provided Congress with a comprehensive draft bill to regulate criminal 

history, intelligence, investigative, and arrest records. 

The Privacy Act of 1974, for the first time: 

Prohibits secret record-keeping systems containing personal 

information by mandating public notices of such systems. 

Limits the information that agencies may maintain about individuals 

to that needed to accomplish lawful purposes. 
,,.--·~""~, .. 

.. \'.:'.if(/)>' 
/' ·~· "·· 

Narrows the circumstances under which agencies may la~ully 

keep records on how individuals exercise their political, religious 

and other rights guaranteed under the Constitution. 



- 3 - I 
\ 

l 
Requires individuals when asked f?r information by agencies to 

be informed of their options and the consequences, if any, of not 

furnishing personal information. 

Guarantees the right of an individual to see, challenge and correct, 

if necessary, an agency record containing information about him. 

Imposes explicit conditions and accountability for the disclosure 

and transfer of personal information. 

Requires agencies t~ maintain accurate, relevant, timely and 

complete personal information in a secure environment. 

Gives the individual strong legal remedies to enforce his rights. 

Places a moratorium on new governmental uses of the Social 

Security number. 

Forbids Federal agencies to sell or rent individual names and 

addresses for use on commercial mailing lists. 

Establishes a Privacy Protection Study Commission. 

I believe that the advances in behalf of personal privacy made during the 

last few months are unparalleled considering the need and complexities associated 

with augmenting privacy protections in today's society. Such progress would 

have been difficult without a new spirit of bipartisanship, communication, con-

ciliation and compromise between the Legislative and Executive branches. 

Many groups outside of government, including personnel from the ACLU Washington 

office, played major roles in assuring accomplishments to date. I~~w, ' • "<I<'), 
~1 
~-:: 
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it is a disservice to the cause of privacy an·d those who have worked so diligently 

in its behalf to issue broad indictments of such efforts based on incomplete and 

erroneous information. It is one thing to differ about the effectiveness of a 

specific piece of legislation in securing a privacy protection objective; it is 

another to misrepresent commitment and degree of progress toward that 

objective. 

The privacy issue is one of enormous intricacy requiring complex 

solutions. Simplistic approaches and broadside remedies assume the existence 

of well-marked demarcation lines that enable· public policymakers to balance 

privacy interests against the diligent advancement of society's interests in 

open government, strong national defense and foreign policy and vigorous 

law enforcement. Progress is impeded when a nationally recognized civil 

libertarian fails to deal in facts in addressing the issue. 

Sincerely, 

Douglas W. Metz 



THE WHITE HOUSE 

WASHINGTON 

February 12, 1975 

JY1EMORANDUM FOR: KEN LAZARUS 

FROM: 

. !Pl 
PHILIP--:BOCHEN J .lt/.8. · 

SUBJECT: Privacy Legislation 

Attached is a file on Treasury Proposed Legislation 
on Privacy of Tax Returns. I would appreciate your 
taking charge of this proj eel:- for _smr office. 

I suggest you work closely with Doug Metz of the 
Domestic Council Privacy Commfttee staff, who has 
been following the development of this draft from 
the beginning and is familiar with the problems you 
are likely to run into on the Hill. 

Attachment 

' { / 



TH E GENER AL C 0 U NS EL 0 F THE TREAS U RY 

WASHINGTON. D.C. 20220 

February 6, 1975 

MEMORANDUM TO: Mr. Philip Buchen 
Executive Director 
Domestic Council Committee 

on Right of Privacy 
~----' -- .... ~~-,,~ -; 

FROH: Richard R. Albrecht <~- "'/_ -"'· 

0 

SUBJECT: Treasury Proposed Legislation on Privacy of Tax: Returns 

Attached is a copy of Treas.uryJ? :.p-roposed tax return privacy 

bill which is being transmitted to OMB today. 
, 

We have incorporated in Section ~103 (e), the provisions of 

the Executive Order dealing with lfaite House access to tax 

returns. 

Rather than attempt to deal with each of the provisions of 

the Privacy Act of 1974, we have adopted the approach that this 

legislation should supersede the Priygcy Act insofar as that Act 

deals with tax returns. 

Attachment 



THE GENERAL COUNSEL OF THE TREASURY 

WASH I NG TON. D.C. 20220 

Dear Mr. Buchen: 

October 22> 1974 

Re: Tax Privacy Legislation--Access 
to Tax Returns by U.S. Attorneys 

Following our meeting in your office of last Friday, I 
have had further conversations with Commissioner Alexander 
and with Meade Whitaker con_cerning their statements of past 
abuses by U.S. Attorneys. ori the pr::i,vacy of tax returns. 
Commissioner Alexander has ask~d that I send to you the 
enclosed copies of memos which he sent to Secretary Simon 
and Deputy Secretary Gardri.er on th.<i subject last month. 

The Honor ab le 
Philip Buchen 
Counsel to the President 
The White House 

Enclosures 

Sincerely 



DOMESTIC COUNCIL COMMITTEE ON THE RIGHT OF PRIVACY 

WASHINGTON, D.C. 20504 

April 17, 1975 

MEMORANDUM FOR: DICK ALBRECHT 

DOU~MET~>l_ FROM: 

SUBJECT~ Treasury Taxpayer Privacy Legislation 

' 
At today's meenng of Treasury and IRS officials with 
representatives of the Domestic Council, OMB, Vice 
President and Privacy Committee, it was decided that 
Treasury should develop several issues and options 
papers as vehicles for early resolution of questions 
concerning needed additional confidentiality safeguards 
for tax returns and tax information to be implemented 
by way of either administrative or legislative action. 

Among the questions identified as candidates for individual 
papers were: 

(1) The utilization of the Privacy Act for 
collateral attacks on determinations 6£ 
individual tax liability. 

(2) The appropriateness of having Congress alone 
determine the conditions of 3rd party access 
to tax returns and tax return information. 

(3) The appropriateness of circumscribing tax
payer access to IRS records pertaining to 
him in a way that narrows the provisions 

(4) 

of the Privacy Act, the IRS Code and existing 
Executive orders and regulations. 

The appropriateness of single or separate 
standards of confidentiality protection for 
individual and non-individual tax returns and 
tax return information. 

i ~) 
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{5) The adequacy of the Privacy Act's 11 routine use" 
exception as a vehicle for providing third-
party access to income tax returns and 
return information. 

(6) TC.e adequacy of the Privacy Act's criminal 
penalties and civil sanctions on improper 
cHsclosures by agencies which obtain individ
ual tax returns and tax return information 
from IRS. I 

(7) _,;_r,.y specific limitations deemed desirable 
by Treasury on current access by third 
parties to tax returns and tax return 
information. 

This list should be supplemented by you to assure that all 
issues of concern to the Treasury and IRS are raised and 
evaluated. 

We can talk further about the list on Monday at 5:00 pm in 
your office, 

As discussed at the meeting we should target receipt of the 
issue papers by this office by c. o. b. May l. 

DWM/crs 

I 

I 
I 
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DOMESTIC COUNCIL COMMITTEE 

ON THE RIGHT OF PRIVACY 

WASHINGTON, D.C. 201504 

- -
Phil: FYI 

Thought the attached would be of 
interest to you, reflectigg some 
progress we've made . 

Al , ... he FBI "message switch" 
is ef seems to be under control. 

Glad to give you some good news, 
for a cha.ngell Hope all goes 
well with you . 



• 
DOMESTIC COUNCIL COMMIITEE ON THE RIGHT e: PRI~ 

WASHINGTON, D .C . 20504 

MEMORANDUM FOR: 

FROM: 

SUBJECT: 

July 25, 1975 

RICHARD PARSONS 

QUINCY RODGERS 

Alternative to S.199 ("Weicker
Litton Bill") 

. . ,, 
Yesterday we met with Dic.k Albrecht, General Counsel of 
Treasury, and some Treastiry staff, regarding their 
alternative to the Weicker-Litton bill on tax information 
privacy. 

We considered the Treasury draft alternative, and we are 
urging Treasury to put it into the clearance process in 
a- hurry. We believe their bill comports with the Privacy 
Act, and does not circumvent or vitiate it save in a 
couple of respects that can be commented on by agencies 
during the clearance process. We also discussed with 
them our developing notion'that deviations from the 
Privacy Act must bear the burden of persuasion; a general 
policy we also anticipate will be the attitude of Congress. 

Our discussion with them also resulted in a decision to 
address to the Justice Department a question arising out 
of the P~ivacy Act as regards civil remedies and the 
extent to which the Act can be used to relitigate issues. 

We urge that you do whatever you can on your end to 
expedite submissi nee of the Treasury bill, 
sine ink it is important that i to go 

the Hill when the Congress returns from summer-"~eess 
We know the Administration has been anxious to have this 
particular matter resolved, and we believe it should be 

sed with Treasury's efforts to date. 



DO~.iC:STiC COUNCIL COM1'v1 ITTEE O.~ THE RJGHT OF PRIVACY 

.MEMORL'\NDUH FOR: 

FROC.f: 

SUBJECT:. 

V'J.\SH I NG TON. D C. 2050·1 

August 5, 1975 

RICHARD PARSON!\ J . 
I lll / A I'\ / 

QUINCY RODGER!\\/ J~ 

·- --· J"~ 
Implementation of the Privacy Act 

The effective.date of the Privacy Act (Public Law 93-579) 
is September 27 1 1975. On or before that date, each agency 
that maintains a system of records on individuals must 
report the existence of the system, descriptive information 
a~o~t it, the rules for gaining access to the system, and the 
~routine uses" that are.made of information contained therein. 
It is anticipated that these reports will be quite voluminous. 

We recommend that on an appropriate day (to be determined 
after con.sultatior:i with OMB and others) the President direct 
that copies of all of the systems notices be delivered to him 
at a public session and that he-·make an appropriate statement 
about them (draft attached}. Consideration might be given 
to inviting appropriate members of Congress • 

. ·w2 anticipate that the publication of these notices will 
attract considerable media attention. Publication will 
itself revive interest in all of the issues which prompted 
passage of the legislation. The magnitude of the material 
and the number of systems regulated may suggest to some 
that government records on individuals are out of control. 
In some cases, objections may be raised to agency programs 
by reason of the systems maintained for their support or 
the uses r:nade of them. In any case, as press and private 
sector groups have an opportunity to digest the published 

-naterial and point out particular problems that certain 
systems are creating or could create for individual citizens, 
the discussion government information systems can be expected 
to continue for some time. 
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This process need not be viewed with alarm. Indeed, it 
provides exactly what was intended by the passage of the 
Privacy Act -- an opportunity for the government ·to cata
logue systematically its information systems and their 
uses and an opportunity for government to begin the 
process of getting its own house in order. ·The President's 
message ·would emphasize this approach and outline an 
appr_opriate response to the issues raised by publication 
of the material. For instance, he might direct that a 
systematic review of the reports be undertaken to determine 
where change, consolidation and elimination of systems 
might.be warranted. 

Attachrnent: a/s 

QR:m."n 



DRAFT PRESIDENTIAL STATEMENT 

I have today received from the Director of the Office o'f 

Management and Budget the systems notices published by 

Federal agencies under the Privacy Act, passed by Congress 

and signed by me in December of last year. 

The act was a response to a growing concern on the part of 

many .Ani.ericans that their government is collecting and 

disseminating a great deal of information of a personal 

nature on individual citizens. As Vice-President~ I was Chair

man of the Domestic Council Committee on the Right of ·Privacy 

which started looking into the pers6,nal information problem 

more than a year ago. I have continued to maintain an interest 

in this matter and am please to see the progress represented 

by the publication of these notices. 

Some will be staggered by the number of systems that have 

- been reported and by the number of agencies that collect 

personal inforrnation. Some may be concerned about the 

extent o( government rccord .. keeping about individual .Ani.ericans. 
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We need not view these disclosures with alarm. These 

disclosures are cause for hope because they are e:rnctly 

what·the Privacy Act was intended to achieve as a necessary 

first step to correcting any abuses that may exist. Through 

the process we are now undergoing, we can catalogue 

systematically the number of record systems on individuals 

and take the next steps toward putting the Federal govermnent1 s 

house in order. 

I am today asking the Vice-President, as my successor as 

Chairman of the Domestic Counci~ Committee on the Right 

of Privacy to work with the Office of Management and Budget 

in reviewing the agency systems that have be.en reported to 

determine whether any should be eliminated, whether the 

uses to which they are put are in all cases proper, and 

whether further steps might be necessary to secure the 

rights of Americans. 
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Modern government strives on many fronts to benefit j.ts 

citizens. It provides services, regulates markets, subsidies 

con~n:ierce and science. It touches upon the lives of individual 

citizens in many ways. This is an occasion for us to remember 

that as it does so, government must also be responsible and 

must exercise due care for the rights of those individuals. 



THE WHITE HOUSE 

WASHINGTON 

Date B/z i/7J.-
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THE WHITE HOUSE 

WASHINGTON 

August 22, 1975 

THROUGH: 

DA VE HOOPES ~ 

ri?i~J. J_ 
PHILIP BUCHEN j · 

MEMORANDUM FOR: 

FROM: BARRY ROTH fS,/f__ 
SUBJECT: lmple·mentation of the Privacy Act 

In response to your request, we have reviewed Paul 0 1Neill' s 
memorandum concerning voluntary compliance with the Priva(:y 
Act by the White House and certain other agencies within the 
Executive Office of the President which are not subject to the Act. 

This office shares OMB' s conce rn that the noncoverage of certain 
agencies by the Act not be construed as a lessening of the President's 
concern for the protection of individual privacy. However , we believe 
that the promulgation of ·meaningful regulations establish~ r 5 a formal 
policy for the handling of such requests could raise serious problems 
with respect to the confidentiality of at least so.me of the com·munica
tions within the EOP, and be an undesirable precedent for the erosion 
of White House confidentiality. It would also be a useless administra 
tive burden. Instead, we would prefer that each request under the 
Act be copsidered on an ad hoc basis, as is now done with Freedo·m 
of Information Act requests. 

If it is felt there is some need to provide reassurance on this subject, 
a Presidential memorandum or state·ment limiting the kinds of 
information on individuals that is kept within the White House would 
seem preferable to following the statute. 

We also reco·mmend that a meeting be held next week at which the 
OMB General Counsel's office would brief appropriate representatives 
of the noncovered agencies on the Act's provisions. Such a briefing 
will enable these agencies to focus on the types of materials covered 
by the Act and to develop internal mechanisms for volunta-rily 
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handling such requests on an individual basis where possible. 
Once the types of materials affected by the Act have been identified, 
we can establish appropriate procedures for preserving the 
necessary confidentiality of certain documents within the EOP. 
Ken Lazarus and I should be present at this meeting. By this 
approach, we will be able to accommodate, at least to some 
extent, both our concern for privacy and the need for confidentiality 
of certain Executive communications. 
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,- EXECUTIVE OFFICE OF THE PRESIDENT 

OFFICE OF MANAGEMENT AND BUDGET 

WASHINGTON, O.C. 20503 

MEMORANDUM FOR JA.~S E. CONNOR 

AUG 8- S75 

Subject: Implementation of the Privacy Act of 1974 in the 
EXOP 

The Privacy Act of 1974 (P.L. 93-579, 5 u.s.c. 552a) estab
lishes a series of requirements governing Federal agency 
personal record-keeping practices including: 

0 Publishing notices of the existence of their systems 
of personal records; 

0 Permitting individuals to determine what records pertaining 
to them are being maintained; · 

0 Limiting agency authority to disclose records without 
the.consent of the individual; and 

0 Allowing individuals to verify the accuracy of those 
records and petition for correction. 

Exemptions from some of these requirements are permitted 
for certain classified, law enforcement and other sensitive 
material but the agency head must still publish a public 
notice of the existence of each system. 

Agencies subject to the provisions. of the Privacy Act are 
the same as those subject to the Freedom of Information Act 
since both use the same definition of "agency". This 
definition includes all offices in EXOP except those whose 
sole function is to provide advice and assistance to the 
President. Offices which are subject to the Act include 
OTP, OMB, NSC, CEQ, the Council on.Wage and Price Stability 
and the Office of Special Representative for Trade Negotiations. 
It is the view of the White House Counsel's staff that the 
White House Office, the Vice President's Office, the Domestic 
Council, the Federal Property Council, CIEP, and CEA are not 
"agencies" subject to the Act although there may be some 
questions as to whether this view will be upheld with ~st5ect 
to CEA and CIEP. 
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Given the President's commitment to the objectives of the 
Privacy Act and in light of recent allegation of secret White 
House computer to computer communications capabilities, it is 
recommended that consideration be given to voluntary compliance 
by those offices in EXOP not legally required to comply with 
the Act. Such voluntary compliance on the part of EXOP would 
serve two functions - reaffirm public confidence in the 
President's com.mitment to the principles of fair record-keeping 
and set an example for other agencies in the executive branch. 

While voluntary compliance would have some positive benefits 
it would also.entail some risks. First, any privacy 
rules or system notices issued by these off ices would have 
to be structured in a manner which would avoid prejudicing 
their positions on the question of the applicability of the 
Freedom of Information Act to them. Second, it would impose 
some restrictions on personal data collected by these offices. 

It would be desirable to make a decision on voluntary 
compliance at the earliest possible date so that any 
"voluntary compliance" rules could be published by the 
August 28 deadline for publication of rules in the Federal 
Register. Rules already developed by OMB and other agencies 
could serve as a model for use by the other EXOP offices. 

White House Counsel staff (Ken Lazarus and Barry Roth) suggested 
that your off ice would be the appropriate one to convene a 
meeting of those elements of EXOP which are not subject to 
the Act to consider the merits and problems associated with 
voluntary compliance. OMB staff is available to provide 
whatever assistance you deem appropriate. Please contact 
Fernando Oaxaca (x3423) or Wally Haase (x4 5) if you have 
any questions about this proposa • 

Paul H. O'Neill 
Acting Director 

• 

/ 
--------------~~~--------------------------------------------.__. ..... ,_..,!IO'P.f.~~+,~•da_.• 



FOR IMMEDIATE RELEASE September 29, 1975 

Office of the White House Press Secretary 

-----------------------------------------------------------------
THE WHITE HOUSE 

FACT SHEET 

In a statement, President Ford noted that the Privacy Act, 
a law intended to constrain government recordkeeping about 
indiv1duals, took effect on Saturday, September 27, 1975. 
The Privacy Act (Public Law 93-579) was signed by the President 
on December 31, 1974. Cooperative efforts by the Congress, 
Executive Branch, federal agencies and the Domestic Council 
Committee on the Right of Privacy, which was chaired by 
Mr. Ford as Vice President, resulted in enactment of this 
landmark legislation. 

Pureeses of the Act. The Privacy Act gives Americans a greater 
say in the way records about them are kept and eliminate need
less intrusions on personal privacy through the keeping of 
extraneous records. It is intended to assure that --

there are no Federal Government personal record
keeping systems whose very existence is secret. 

Federal personal information files are limited to 
those which are clearly necessary. 

individuals have an opportunity to see what information 
about them is kept and to challenge its accuracy. 

personal information collected for one purpose not 
be used for another purpose without the consent of 
the individual. 

Key Provisions. Federal agencies are required to: 

Limit personal information to that which is "relevant 
and necessary" to a purpose required by law. 

restrict disclosure of personal data. 

inform individuals from whom it collects information 
how it is to be used. 

publish in the Federal Register notices of the 
existence and nature of each personal data system. 

publish in the Federal Register the procedures for 
complying with the Act (e.g., procedures for an 
individual to review his records) • 

with certain limited exceptions maintain no records 
respecting individuals' exercise of rights of free 
speech and expression. 

Limitations 

The Act permits certain limited exemptions (e.g., __ 
for classified material and certain investigative /~~~ 
files) but no system is automatically exempt. The/.:::i 
agency head must publish a notice of intent to 7 
exempt a system and no system can be exempted from 
the requirement to publish a public notice. 
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The Act applies to Federal government record-keeping 
systems. 

Private Sector and State and Local Records 

While the private sector is not addressed by the 
Act, certain firms may be subject to the Act if 
they keep records for a Federal agency under 
contract. 

The Act establishes a Privacy Protection Study 
Conunission which will be making reconunendations to 
the President and the Congress, in part, on the 
applicability of the principles of the Act to the 
private sector and State and local government. The 
Conunission consists of seven members, two each 
appointed by the House and Senate, and three 
appointed by the President. They are --

David Linowes, Chairman 
Willis Ware, Vice Chairman 
William B. Dickinson 
William o. Bailey 
Congressman Edward I. Koch 
Congressman Barry Goldwater, Jr. 
Robert J. Tennsessen 

Privacy Act Implementation Actions to Date 

Approximately 90 Federal agencies have published 
their rules and procedures for complying with the 
Act. 

More than 6,000 system notices have been published. 

Agencies have conducted extensive training to prepare 
their staffs for compliance. 

Next Steps 

The Off ice of the Federal Register is preparing a digest 
and compilation of all of the .Federal agency rules and 
notices for release later this year to make them more 
useful to the public. 
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FOR IMMEDIATE RELEASE September 29, 1975 

Office of the White House Press Secretary 

THE WHITE HOUSE 

STATEMENT BY THE PRESIDENT 

The Privacy Act of 1974 took effect on Saturday, 
September 27, 1975, a date marking a milestone in the 
protection of individual privacy for every American. 

The reason this Act is important became apparent to 
me when I was Vice President and chairman of the Domestic 
Council Committee on the Right of Privacy. Last January, 
I was pleased to sign this bill as President because it 
represents a major first step in safeguarding individual 
privacy. 

The need for a Privacy Act is manifestly clear: Over 
the years, Federal agencies have amassed vast amounts of 
information about virtually every American citizen. As 
data-collecting technology increased, it made administrative 
sense to combine much of this information in computerized 
data systems where it could be retrieved instantly at the 
push of a button~ This fact in itself raised the possibility 
that information about individuals could be used for purposes 
outside the constraints of law and without the prior knowl
edge or consent of the individuals involved. 

The worthwhile programs of human assistance for which 
this individual information is collected are vital to 
millions of Americans. They cannot be ended. But at the 

.same time, we have a clear responsibility to erect reasonable 
safeguards to ensure that information collected is used 
solely for the purposes intended. 

The Privacy Act, though experimental, makes a long 
overdue start to erect these safeguards. It requires 
Federal agencies to: 

Allow individuals to examine records pertaining 
to them and establish procedures for correcting those 
records; 

take steps to ensure the accuracy, timeliness and 
security of records that concern individuals and to limit 
records-keeping to necessary and lawful purposes. 

This Act also provides special safeguards whenever the 
rights of citizens to free speech and expression are involved. 

Before this Act, even the Federal Government did not 
know what information it kept about individuals. The Act, 
therefore, required Federal agencies to first inventory 
their records-keeping systems and identify those which 
contained information about individuals and to publish a 
listing of these systems in the Federal Register. That 
task is now complete. 

more 

' f~' ~ 
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The magnitude of Federal records-keeping has been far 
greater than anyone imagined. There are more than 6,000 
Federal record systems containing personal data about them. 

Compliance with this Act will involve many people. 
Every Federal official who either creates, keeps or uses 
personal data has responsibilities under this Act. I urge 
every member of the Executive Branch to reexamine the record 
systems in their custody and determine if all are necessary. 
Keeping only an essential minimum of these records is the 
most effective protection we have against further incursions 
by the Federal Government into the private lives of Americans. 

# # # # 
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Tbur•day 5/13/76 

9:15 Qulncy Rodgers dictated the followq1 

I thou1ht y<N ahOldd know that tbare are now in the 
pipeline to the Pre•ident memoranda on H. R. 21•, the 
privacy leglelatlon, which deala with bank and other 
commercial records. That bill is scheduled to be 
heard by the full Houae Judicla" Committee on 
May 18. You may recall that I mentioned it to you 
when we apok.e about the Supreme Court caee. 
The Prealdent' • aupport le belni •ou1ht by member• 
of Congreae, some of whom I under•tand are attempting 
to telephone the Pre•ident. 1 will provide you with any 
information you dealre but I tbouaht you should be alerted 
to what la b&ppenlna now. 




