The original documents are located in Box 16, folder “Intelligence - Senate Select
Committee: Testimony of General Lew Allen of NSA” of the Loen and Leppert Files at the
Gerald R. Ford Presidential Library.

Copyright Notice
The copyright law of the United States (Title 17, United States Code) governs the making of
photocopies or other reproductions of copyrighted material. Gerald Ford donated to the United
States of America his copyrights in all of his unpublished writings in National Archives collections.
Works prepared by U.S. Government employees as part of their official duties are in the public
domain. The copyrights to materials written by other individuals or organizations are presumed to
remain with them. If you think any of the information displayed in the PDF is subject to a valid
copyright claim, please contact the Gerald R. Ford Presidential Library.



Digitized from Box 16 of the Loén and Leppert Files at the Gerald R. Ford Presidential Library

29 OcrtoBer 1975

I. STATEMENT OF LT GENERAL LEW ALLEH, JR., DIRECTOR NATIONAL
SECURITY AGENCY

MR, CHAIRMAN, MEMBERS OF THE COMMITTEE
] RECOGNIZE THE IMPORTANT RESPONSIBILITY THIS COMMITTEE HAS

TO INVESTIGATE THE INTELLIGENCE OPERATIONS OF THE UNITED STATES
GOVERNMENT AND TO DETERMINE THE NEED FOR IMPROVEMENT BY LEGISLA-
TIVE OR OTHER MEANS., FOR SEVERAL MONTHS, INVOLVING MANY THOUSANDS
OF MANHOURS, THE NATTONAL SECURITY AGENCY HAS, I BELIEVE, co-
OPERATED WITH THIS COMMITTEE TO PROVIDE A THOROUGH INFORMATION
BASE, INCLUDING DATA WHOSE CONTINUED SECRECY IS MOST IMPORTANT
TO OUR NATION.

-1 AM NOW HERE TO DISCUSS IN OPEN SESSION CERTAIN ASPECTS OF
AN IMPORTANT AND HITHERTO SECRET OPERATION OF THE U.S. GOVERNMENT,

I rRecoeNI1zZE THAT THE COMMITTEE IS DEEPLY CONCERNED THAT WE PROTECT

SENSITIVE AND FRAGILE SOURCES OF INFORMATION., | APPRECIATE THE
CARE WHICH THIS COMMITTEE AND STAFF HAVE EXERCISED TO PROTECT THE
SENSITIVE DATA WE HAVE PROVIDED., | ALSO UNDERSTAND THAT THE
COMMITTEE INTENDS TO RESTRICT THIS OPEN DISCUSSION TO CERTAIN
SPECIFIED ACTIVITIES AND TO AVOID CURRENT FOREIGN INTELLIGENCE
OPERATIONS. IT MAY NOT BE POSSIBLE TO DISCUSS ALL THESE ACTIVITIES
COMPLETELY WITHOUT SOME RISK OF DAMAGE TO CONTINUING FOREIGN
INTELLIGENCE CAPABILITIES. THEREFORE, | MAY REQUEST SOME ASPECTS
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OF OUR DISCUSSION BE CONDUCTED IN EXECUTIVE SESSION WHERE THERE
CAN BE OPPORTUNITY TO CONTINUE OUR FULL AND FRANK DISCLOSURE
To THE COMMITTEE OF ALL INFORMATION REQUIRED. THE COMMITTEE
MAY THEN DEVELOP AN APPROPRIATE PUBLIC STATEMENT. WE ARE
THEREFORE HERE, SIR, AT YOUR REQUEST, PREPARED TO COOPERATE
"IN BRINGING THESE MATTERS BEFORE YOUR COMMITTEE.,
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IT. WHAT 1 PROPOSE TO COVER

IN THE INTEREST OF CLARITY
REVIEW THE PURPOSE OF THE NATION
AUTHORITIES UNDER WHICH IT OPERATE
THE PROCESS BY WHICH REQUIREMENTS F
- ON NSA BY OTHER GOVERNMENT AGENCIES
A MORE SPECIFIC DESCRIPTION OF AN OFf

1973 By NSA IN RESPONSE TO EXTERNAL F.

REFER TO AS "THE WATcH LisT ACTIVITY.
SUBJECT TO AN INTENSIVE REVIEW BY THI
CLOSED SESSION,
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ITI. NSA'S MISSION

UNDER THE AUTHORITY OF THE PRESIDENT, THE SECRETARY OF
DEFENSE HAS BEEN DELEGATED RESPONSIBILITY FOR BOTH PROVIDING
SECURITY oF U.S. GOVERNMENTAL COMMUNICATIONS AND SEEKING INTEL-
LIGENCE FROM FOREIGN ELECTRICAL COMMUNICATIONS. BOTH FUNCTIONS
ARE EXECUTED FOR THE SECRETARY OF DEFENSE BY THE DIRECTOR,
MATIONAL SECURITY AGENCY, THROUGH A COMPLEX NATIONAL SYSTEM WHICH
INCLUDES THE NATIONAL SECURITY AGENCY AT ITS NUCLEUS.

IT IS APPROPRIATE FOR THE SECRETARY OF DEFENSE TO HAVE THESE
EXECUTIVE AGENT RESPONSIBILITIES, SINCE THE GREAT MAJORITY OF THE
EFFORT TO ACCOMPLISH BOTH OF THESE MISSIONS IS APPLIED TO THE
'SUPPORT OF THE MILITARY ASPECTS OF THE NATIONAL SECURITY.
| THe COMMUNICATIONS SECURITY MISSION IS DIRECTED AT ENHANCING
THE SECURITY OF U,S. GOVERNMENT COMMUNICATIONS WHENEVER NEEDED TO
PROTECT THE COMMUNICATIONS FROM EXPLOITATION BY FOREIGN GOVERN-
MENTS - A COMPLEX UNDERTAKING IN TODAY'S ADVANCED ELECTRONIC WORLD.

THE UNITED STATES, AS PART OF ITS EFFORT TO PRODUCE FOREIGN
INTELLIGENCE, HAS INTERCEPTED FOREIGN COMMUNICATIONS, ANALYZED,
AND IN SOME CASES DECODED, THESE COMMUNICATIONS TO PRODUCE SUCH
FOREIGN INTELLIGENCE SINCE THE ReEvoLuTIONARY WAR. DurING THE
CiviL WAR AND WorLD WAR I THESE COMMUNICATIONS WERE OFTEN TELEGRAMS
SENT BY WIRE.

IN MODERN TIMES, WITH THE ADVENT OF WIRELESS COMMUNICATIONS,

PARTICULAR EMPHASIS HAS BEEN PLACED BY THE GOVERNMENT ON THE
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. SPECIALIZED FIELD OF INTERCEPTING AND ANALYZING COMMUNICATIONS
TRANSMITTED BY RADIO. SINCE THE 1930's, ELEMENTS OF THE MILITARY
ESTABLISHMENT HAVE BEEN ASSIGNED TASKS TO OBTAIN INTELLIGENCE
FROM FOREIGN RADIO TRANSMISSIONS., [N THE MONTHS PRECEDING PEARL
HARBOR AND THROUGHOUT WORLD WAR 11, HIGHLY SUCCESSFUL ACCOMPLISH-
MENTS WERE ﬁADE BY GROUPS IN THE ARMY AND THE NAVY TO INTERCEPT
AND ANALYZE JAPANESE AND GERMAN CODED RADIO MESSAGES. ADMIRAL
NIMITZ IS REPORTED AS RATING ITS. VALUE IN THE PACIFIC TO THE
EQUIVALENT OF ANOTHER WHOLE FLEET; GENERAL HANDY IS REPORTED TO
HAVE SAID THAT IT SHORTENED THE WAR IN EUROPE BY AT LEAST A YEAR,
ACCORDING TO ANOTHER OFFICIAL REPORT, IN THE VICTORY IN THE
BATTLE OF MIDWAY, IT WOULD HAVE BEEN IMPOSSIBLE TO HAVE ACHIEVED
THE CONCENTRATION OF FORCES AND THE TACTICAL SURPRISE WITHOUT
COMMUNICATIONS INTELLIGENCE. IT ALSO CONTRIBUTED TO THE SUCCESS
oF THE NORMANDY INVASION, BOTH THE ARMY AND NAVY OBTAINED
INVALUABLE INTELLIGENCE FROM THE ENCIPHERED RADIO MESSAGES IN
BOTH EuroPE AND THE PaciFic. A COoNGRESSIONAL COMMITTEE, IN ITS
INVESTIGATION OF PEARL HARBOR, STATED THAT THE SUCCESS OF
COMMUNICAfxoms INTELLIGENCE "CONTRIBUTED ENORMOUSLY TO THE DEFEAT
OF THE ENEMY, GREATLY SHORTENED THE WAR, AND SAVED MANY THOUSANDS

n

OF LIVES.” GeENERAL GeorGe C. MARSHALL, REFERRING TO SIMILAR

ACTIVITIES DURING WortD WAR II, COMMENTED THAT THEY
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HAD CONTRIBUTED "GREATLY TO THE VICTORIES AND TREMENDOUSLY
TO THE SAVINGS OF AMERICAN Lives.” SIMILAR THEMES RUN
THROUGH THE WRITINGS OF MANY U.S. MILITARY OFFICERS AND
POLICY OFFICIALS FROM THAT PERIOD AND SUBSEQUENTLY IN OUR
MORE RECENT HISTORY., ForLowinGg WorLb WarR 11, THE SEPARATE
MILITARY EFFORTS WERE BROUGHT TOGETHER AND THE NATIONAL
SECURITY AGENCY WAS FORMED TO FOCUS THE GOVERNMENT'S EFFORTS.
THE PURPOSE WAS TO MAINTAIN AND IMPROVE THIS SOURCE OF INTEL-
LIGENCE WHICH WAS CONSIDERED OF VITAL IMPORTANCE TO THE NATIONAL
SECURITY, TO OUR ABILITY TO WAGE WAR, AND TO THE CONDUCT OF
FOREIGN AFFAIRS. | | .

~ TH1s M1ssionN oF NSA 1S DIRECTED TO FOREIGN INTELLIGENCE,
OBTAINED FROM FOREIGN ELECTRICAL COMMUNICATIONS AND ALSO FROM
OTHER FOREIGN SIGNALS SUCH AS RADARS. SIGNALS ARE INTERCEPTED
BY MANY TECHNIQUES AND PROCESSED, SORTED AND ANALYZED BY PROCEDURES
WHICH REJECT INAPPROPRIATE OR UNNECESSARY SIGNALS. THE FOREIGN
INTELLIGENCE DERIVED FROM THESE SIGNALS 1S THEN REPORTED TO
VARIOUS AGENCIES OF THE GOVERNMENT IN RESPONSE TO THEIR APPROVED
REQUIREMENTS FOR FOREIGN INTELLIGENCE. - THE MATIONAL SECURITY
* AGENCY WORKS VERY HARD AT THIS TASK, AND IS COMPOSED OF DEDICATED,
PATRIOTIC CITIZENS, CIVILIAN AND MILITARY, MOST OF WHOM HAVE
DEDICATED THEIR PROFESSIONAL CAREERS TO THIS IMPORTANT AND
REWARDING JOB, THEY ARE JUSTIFIABLY PROUD OF THEIR SERVICE TO
THEIR COUNTRY AND FULLY ACCEPT THE FACT THAT THEIR CONTINUED
REMARKABLE EFFORTS CAN BE APPRECIATED ONLY-BY THOSE FEW IN
GOVERNMENT WHO KNOW OF THEIR GREAT IMPORTANCE TO THE U.S.
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IV. NSA AUTHORITIES

ConGRESS, IN 1933, RECOGNIZED THE IMPORTANCE OF COMMUNICATIONS
INTELLIGENCE ACTIVITIES AND ACTED TO PROTECT THE SENSITIVE NATURE
OF THE INFORMATION DERIVED FROM THOSE ACTIVITIES BY PASSING
LEGISLATION THAT Is NoWw 18 U.S.C. 952. THIs STATUTE PROHIBITS
THE DIVULGING OF THE CONTENTS OF DECODED FOREIGN DIPLOMATIC
MESSAGES, OR INFORMATION ABOUT THEM, |

LaTer, I1n 1950, Concress eENAcTED 18 U.S.C. 798, wHicH
PROHIBITS THE UNAUTHORIZED DISCLOSURE, PREJUDICIAL USE, OR PUBLI-
'CATION OF CLASSIFIED INFORMATION OF THE GOVERNMENT CONCERNING
COMMUNICATIONS INTELLIGENCE ACTIVITES, CRYPTOLOGIC ACTIVITIES,
OR THE RESULTS THEREOF, IT INDICATES THAT THE PRESIDENT IS
AUTHORIZED: (1) TO DESIGNATE AGENCIES TO ENGAGE IN COMMUNICATIONS
INTELLIGENCE ACTIVITIES FOR THE UNITED STATES, (2) TO CLASSIFY
CRYPTOLOGIC DOCUMENTS AND INFORMATION, AND (3) TO DETERMINE
THOSE PERSONS WHO SHALL BE GIVEN ACCESS TO SENSITIVE CRYPTOLOGIC
DOCUMENTS AND INFORMATION, FURTHER, THIS LAW DEFINES THE TERM
"COMMUNICATION INTELLIGENCE” TO MEAN ALL PROCEDURES AND METHODS
USED IN THE INTERCEPTION OF COMMUNICATIONS AND THE OBTAINING OF -
INFORMATION FROM SUCH COMMUNICATIONS BY OTHER THAN THE INTENDED
RECIPIENTS, |

AFTER AN INTENSIVE REVIEW BY A PANEL OF DISTINGUISHED
CITIZENS, PRESIDENT TRUMAN IN 1952 ACTED TO REORGANIZE AND
STRENGTHEN COMMUNICATIONS INTELLIGFNCE ACTIVITIES, HE ISSUED
IN OcTOBER 1952 A PRESIDENTIAL MEMORANDUM OUTLINING IN DETAIL
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HOW COMMUNICATIONS INTELLIGENCE ACTIVITIES WERE TO BE CONDUCTED,
DESIGNATED THE SECRETARY OF DEFENSE TO BE HIS EXECUTIVE AGENT

IN THESE MATTERS, DIRECTED THE ESTABLISHMENT OF THE NATIONAL
SECURITY AGENCY, AND OUTLINED THE MISSIONS AND FUNCTIONS TO BE
PERFORMED BY THE NATIONAL SECURITY AGENCY,

THE SECRETARY OF DEFENSE, PURSUANT TO THE CONGRESSIONAL
AUTHORITY DELEGATED HIM IN SecTion 133(p) ofF TiTLe 10 OF THE
u.s. CopE, ACTED TO ESTABLISH THE NATIONAL SEcURITY AcEncYy. THE
SECTION OF THE LAW CITED PROVIDES THAT THE SECRETARY MAY EXERCISE
'ANY OF THESE DUTIES THROUGH PERSONS OR ORGANIZATIONS OF THE
DEPARTMENT OF DEFeNSE. IN 1962 A SpeciAL SuBcOoMMITTEE oN DEFENSE
Acencies ofF THE House ArRMED SERvICES COMMITTEE CONCLUDED, AFTER
EXAMINING THE CIRCUMSTANCES LEADING TO THE CREATION OF DEFENSE
AGENCIES, THAT THE SECRETARY OF DEFENSE HAD THE LEGAL AUTHORITY
TO ESTABLISH THE NATIONAL SECURITY AGENCY.

THE PRESIDENT'S CONSTITUTIONAL AND STATUTORY AUTHORITIES
TO OBTAIN FOREIGN INTELLIGENCE THROUGH SIGNALS INTELLIGENCE
~ ARE IMPLEMENTED THROUGH NATIONAL SEcurITY CounciL AND DIRECTOR
oF CENTRAL INTELLIGENCE DIRECTIVES WHICH GOVERN THE CONDUCT OF
SIGNALS INTELLIGENCE ACTIVITIES BY THE EXECUTIVE BRANCH OF THE
GOVERNMENT .

In 1959, THE CONGRESS ENACTED PuBLIic LAw 86-36 wHICH
PROVIDES AUTHORITY TO ENABLE THE NATIONAL SECURITY AGENCY, AS
THE PRINCIPAL AGENCY OF THE GOVERNMENT RESPONSIBLE FOR SIGNALS
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INTELLIGENCE ACTIVITIES, TO FUNCTION WITHOUT THE DISCLOSURE OF
INFORMATION WHICH WOULD ENDANGER THE ACCOMPLISHMENT OF ITS FUNCTIONS.
In 1964 PusLic Law 88-290 wAas ENACTED BY THE CONGRESS TO
ESTABLISH A PERSONNEL SECURITY SYSTEM AND PROCEDURES GOVERNING
PERSONS EMPLOYED BY THE NATIONAL SECURITY AGENCY OR GRANTED
ACCESS TO ITS SENSITIVE CRYPTOLOGIC INFORMATION., PuBLIC Law
88-290 ALSO DELEGATES AUTHORITY TO THE SECRETARY OF DEFENSE TO
APPLY THESE PERSONNEL SECURITY PROCEDURES TO EMPLOYEES AND PERSONS
/GRANTED ACCESS TO THE NATIONAL SECURITY AGENCY'S SENSITIVE
INFORMATION. THIS LAW UNDERSCORES THE CONCERN OF THE CONGRESS
REGARDING THE EXTREME IMPORTANCE OF OUR SIGNALS INTELLIGENCE
ENTERPRISE AND MANDATES THAT THE SECRETARY OF DEFENSE, AND THE
DirecTtor, NATIONAL SECURITY AGENCY, TAKE MEASURES TO ACHIEVE
SECURITY FOR THE ACTIVITIES OF THE NATIONAL SECURITY AGENCY,
TiTee 18 U.S.C. 2511(3) proviDES AS FoLLows: “NoTHING
CONTAINED IN THIS CHAPTER OR IN SEcTION 605 oF THE COMMUNIATIONS
Act oF 1934 (47 U.S.C. 605) SHALL LIMIT THE CONSTITUTIONAL POWER
OF THE PRESIDENT TO TAKE SUCH MEASURES AS HE DEEMS NECESSARY
TO PROTECT THE NATION AGAINST ACTUAL OR POTENTIAL ATTACK OR
OTHER HOSTILE ACTS OF A FOREIGN POWER, TO OBTAIN FOREIGN INTEL-
LIGENCE INFORMATION DEEMED ESSENTIAL TO THE SECURITY OF THE
UNITED STATES, OR TO PROTECT NATIONAL SECURITY INFORMATION
AGAINST FOREIGN INTELLIGENCE ACTIVITIES..."”

IV-3



IN UniTED STATES V. Brown, UNITED STATES COURT OF APPEALS,
FirTH CIrRculT, DECIDED 22 AucusT 1973, THE COURT DISCUSSED THIS
PROVISION OF THE LAW AS FOLLOWS:

"THE CONSTITUTIONAL POWER OF THE PRESIDENT IS ADVERTED
TO, ALTHOUGH NOT CONFERRED, BY ConNGRESS IN TiTLE III oF THE
OmniBus CriME ConTROL AND SAFE STREETS AcT ofF 1968.”

THus, woite NSA poEs nNoT Look uPoN SecTion 2511(3) as
AUTHORITY TO CONDUCT COMMUNICATIONS INTELLIGENCE, IT IS OUR
POSITION THAT NOTHING IN CHAPTER 119 oF TiTLE 18 AFFECTS OR
' GOVERNS THE CONDUCT OF COMMUNICATIONS INTELLIGENCE FOR THE PUR-
POSE OF GATHERING FOREIGN INTELLIGENCE. |

FINALLY, FOR THE PAST 22 YEARS, CONGRESS HAS ANNUALLY
APPROPRIATED FUNDS FOR THE OPERATION OF THE NATIONAL SECURITY .
AGENCY, FOLLOWING HEARINGS BEFORE THE ARMED SERVICES AND APPRO-
PRIATIONS CoMMITTEE OF BOTH HoUuSES OF CONGRESS IN WHICH EXTENSIVE
BRIEFINGS OF THE NATIONAL SECURITY AGENCY'S SIGNALS INTELLIGENCE
MISSION HAVE BEEN CONDUCTED,

WE APPEAR BEFORE BOTH THE HOUSE AND THE SENATE DEFENSE
APPROPRIATIONS SUBCOMMITTEES TO DISCUSS AND REPORT ON THE U,S,
SIGNALS INTELLIGENCE AND COMMUNICATIONS SECURITY PROGRAMS, AND
TO JUSTIFY THE BUDGETARY REQUIREMENTS ASSOCIATED, WITH THESE
PROGRAMS, WE DO THIS IN FORMAL EXECUTIVE SESSION, IN WHICH WE
DISCUSS OUR ACTIVITIES IN WHATEVER DETAIL REQUIRED BY THE CONGRESS,

IN consiDErING THE FiscaL YEAR ‘76 TOTAL CRYPTOLOGIC BUDGET NOW
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BEFORE CONGRESS, I APPEARED BEFORE THE DEFENSE SUBCOMMITTEE OF
THE House APPROPRIATIONS COMMITTEE ON TWO SEPARATE OCCASIONS FOR
APPROXIMATELY SEVEN HOURS. IN ADDITION, ! PROVIDED FoLLOW-UP
RESPONSE TO OVER ONE HUNDRED QUESTIONS OF THE SUBCOMMITTEE
 MEMBERS AND STAFF. WE ALSO APPEARED BEFORE ARMED SERVICES SuB-
COMMITTEES CONCERNED WITH AUTHORIZING RESEARCH, DEVELOPMENT,
TEST AND EVALUATION (RDTRE), CONSTRUCTION AND HOUSING PROGRAMS
AND ALSO BEFORE THE APPROPRIATIONS SUBCOMMITTEES ON CONSTRUCTION
“AND HOUSING, o

"IN ADDITION TO THIS TESTIMONY, CONGRESSIONAL OVERSIGHT IS
ACCOMPLISHED IN OTHER WAYS, STAFF MEMBERS OF THESE SUBCOMMITTEES
HAVE PERIODICALLY VISITED THE AGENCY FOR DETAILED BRIEFINGS ON
SPECIFIC ASPECTS OF OUR OPERATIONS., MEMBERS OF THE INVESTIGATIONS
STAFF OF THE HOUSE APPROPRIATIONS COMMITTEE RECENTLY CONDUCTED
AN EXTENSIVE INVESTIGATION OF THIS AGENCY. THE RESULTS OF THIS
STUDY, WHICH LASTED OVER A YEAR, HAVE BEEN PROVIDED TO THAT
COMMITTEE IN A DETAILED REPORT,

AMOTHER FEATURE OF CONGRESSIONAL REVIEW IS THAT SINCE 1955
RESIDENT AUDITORS OF THE GENERAL AccOUNTING OFFICE HAVE BEEN
ASSIGNED AT THE AGENCY TO PERFORM ON-SITE AUDITS. AppiTionaL GAD
AUDITORS WERE CLEARED FOR ACCESS IN 1973 anp GAO, IN ADDITION TO
THIS AUDIT, IS INITIATING A CLASSIFIED REVIEW OF OUR AUTOMATIC
DATA PROCESSING FUNCTIONS., NSA'S COOPERATIVE EFFORTS IN THIS
AREA WERE NOTED BY A SENATOR IN FEBRUARY OF THIS YEAR.
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IN ADDITION, RESIDENT AUDITORS OF THE OFFICE OF SECRETARY
oF DEFENSE, COMPTROLLER, CONDUCT IN DEPTH MANAGEMENT REVIEWS
OF OUR ORGANIZATION.

A PARTICULAR ASPECT OF NSA AUTHORITIES WHICH IS PERTINENT
TO TODAY’'S DISCUSSION RELATES TO THE DEFINITION OF FOREIGN COM-
MUNICATIONS. NEITHER THE PRESIDENTIAL DIRECTIVE oF 1952 NOR
THE HAT1ONAL SECURITY CounciL DIRecTIVE Ho. 6 DEFINES THE TERM
FOREIGN COMMUNICATIONS. THE NATIONAL SECURITY AGENCY HAS ALWAYS
CONFINED ITS ACTIVITIES TO COMMUNICATIONS INVOLVING AT LEAST ONE
FOREIGN TERMINAL. THIS INTERPRETATION IS CONSISTENT WITH THE
DEFINITION OF FOREIGN COMMUNICATIONS IN THE COMMUNICATIONS AcCT
oF 1934, THERE Is ALSO A DIRECTIVE OF THE DIRECTOR oF CENTRAL
INTELLIGENCE DEALING WITH SECURITY REGULATIONS WHICH EMPLOYS
A DEFINITION WHICH EXCLUDES COMMUNICATIONS BETWEEN U.,S. CITIZENS
OR ENTITITES. WHILE THIS DIRECTIVE HAS NOT BEEN CONSTRUED AS
DEFINING THE NSA MISSION IN THE SAME SENSE AS HAS THE MATIONAL
SECURITY CouncIL DIRECTIVE, IN THE PAST, THIS EXCLUSION HAS
USUALLY BEEN APPLIED AND IS APPLIED Now., HOWEVER, WE WILL
DESCRIBE A PARTICULAR ACTIVITY IN THE PAST WHEN THAT EXCLUSION
WAS NOT APPLIED., NSA DOES NOT NOW, AND WITH AN EXCEPTION TO BE
DESCRIBED, HAS NOT IN THE PAST CONDUCTED INTERCEPT OPERATIONS
FOR THE PURPOSE OF OBTAINING THE COMMUNICATIONS OF U.S, CITIZENS.
HOWEVER, 1T NECESSARILY OCCURS THAT SOME CIRCUITS WHICH ARE
KNOWN TO CARRY FOREIGN COMMUNICATIONS NECESSARY FOR FOREIGN
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INTELLIGENCE WILL ALSO CARRY PERSONAL COMMUNICATIONS BETWEEN
U.S. CITIZENS, ONE OF WHOM IS AT A FOREIGN LOCATION. THE

. INTERCEPTION OF COMMUNICATIONS, HOWEVER IT MAY OCCUR, IS
CONDUCTED IN SUCH A MANNER AS TO MINIMIZE THE UNWANTED MESSAGES,
NEVERTHELESS, MANY UNWANTED COMMUNICATIONS ARE POTENTIALLY
AVAILABLE FOR SELECTION., SUBSEQUENT PROCESSING, SORTING AND
SELECTING FOR ANALYSIS, IS CONDUCTED IN ACCORDANCE WITH STRICT
PROCEDURES TO INSURE IMMEDIATE AND, WHERE.POSSIBLE, AUTOMATIC

REJF%CTION OF INAPPROPRIATE MESSAGES. THE ANALYSIS AND REPORTING

IS ACCOMPLISHED ONLY FOR THOSE MESSAGES WHICH MEET SPECIFIED
CONDITIONS AND REQUIREMENTS FOR FOREIGN INTELLIGENCE. IT 15
CERTAINLY BELIEVED BY NSA THAT OUR COMMUNICATIONS INTELLIGENCE
ACTIVITIES ARE SOLELY FOR THE PURPOSE OF OBTAINING FOREIGN
INTELLIGENCE IN ACCORDANCE WITH THE AUTHORITIES DELEGATED BY
THE PRESIDENT STEMMING FROM HIS CONSTITUTIONAL POWER TO CONDUCT
FOREIGN INTELLIGENCE,

L]
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V. OVERALL REQUIREMENTS ON NSA

'NSA PRODUCES SIGNALS INTELLIGENCE IN RESPONSE TO OBJECTIVES,
REQUIREMENTS, AND PRIORITIES AS EXPRESSED BY THE DIRECTOR OF
CENTRAL INTELLIGENCE WITH THE ADVICE OF THE UNITED STATES INTEL-
LIGENCE BoArRD. THERE 1S A SEPARATE COMMITTEE OF THE BOARD WHICH
DEVELOPS THE PARTICULAR REQUIREMENTS AGAINST WHICH THE NATIONAL
SECURITY AGENCY 1S EXPECTED TO RESPOND.

THE PRINCIPAL MECHANISM USED BY THE BOARD IN FORMULATING
REQUIREMENTS FOR SIGNALS INTELLIGENCE INFORMATION HAS BEEN ONE
" OF LISTING AREAS OF INTELLIGENCE INTEREST AND SPECIFYING IN
SOME DETAIL THE SIGNALS INTELLIGENCE NEEDED BY THE VARIOUS
ELEMENTS OF GOVERNMENT, THIS LISTING WHICH WAS BEGUN IN 1966
AND FULLY IMPLEMENTED. IN 1970, 1S INTENDED TO PROVIDE GUIDAMNCE
To THE DIRECTOR OF THE NATIONAL SECURITY AGENCY (AND TO THE
SECRETARY OF DEFENSE) FOR PROGRAMMING AND OPERATING NATIONAL
SECURITY AGENCY ACTIVITIES. IT 1S INTENDED AS AN EXPRESSION OF
REALISTIC AND ESSENTIAL REQUIREMENTS FOR SIGNALS INTELLIGENCE
INFORMATION, THIS PROCESS RECOGNIZES THAT A SINGLE LISTING,
UPDATED ANNUALLY NEEDS TO BE SUPPLEMENTED WITH ADDITIONAL DETAIL
AND TIME-SENSITIVE FACTORS AND IT ESTABLISHES A PROCEDURE WHEREBY
THE USIB AGENCIES CAN EXPRESS, DIRECTLY TO THE NATIONAL SECURITY
AGENCY, INFORMATION NEEDS WHICH REASONABLY AMPLIFY REQUIREMENTS
APPROVED BY USIB OR HIGHER AUTHORITY. IN ADDITION, THERE ARE
ESTABLISHED PROCEDURES FOR NON-BoARD MEMBERS (THE SECRET SERVICE
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AND THE BNDD AT THE TIME) TO TASK THE NATIONAL SECURITY AGENCY
FOR INFORMATION. THE NATIONAL SECURITY AGENCY DOES HAVE OPERATIONAL
DISCRETION IN RESPONDING TO REQUIREMENTS BUT WE DO NOT GENERATE
OUR OWN REQUIREMENTS FOR FOREIGN INTELLIGENCE, THE DIRECTOR,
NSA 1s DIRECTED TO BE RESPONSIVE TO THE REQUIREMENTS FORMULATED
BY THE DIRECTOR OF CENTRAL INTELLIGENCE, HOWEVER, [ CLEARLY MUST
NOT RESPOND TO ANY REQUIREMENTS WHICH I FEEL ARE NOT PROPER,

In 1975 THE USIB SIGNALS INTELLIGENCE -REQUIREMENTS PROCESS
WAS REVISED. UNDER THE NEW SYSTEM, ALL BASIC REQUIREMENTS FOR
SIGNALS INTELLIGENCE INFORMATION ON UNITED STATES GOVERNMENT
AGENCIES WILL BE REVIEWED AND VALIDATED BY THE SIGNALS INTELLIGENCE
CommiTTEE OF USIB BEFORE BEING LEVIED ON THE NATIONAL SECURITY
AGENCY, AN EXCEPTION IS THOSE REQUIREMENTS WHICH ARE HIGHLY
TIME-SENSITIVE; THEY WILL CONTINUE TO BE PASSED SIMULTANEQUSLY
TO US FOR ACTION AND TO USIB FOR INFORMATION, THE NEW SYSTEM
WILL ALSO ATTEMPT TO PRIORITIZE SIGNALS INTELLIGENCE REQUIREMENTS.
THE NEW REQUIREMENTS PROCESS IS AN IMPROVEMENT IN THAT IT CREATES
A FORMAL MECHANISM TO RECORD ALL REQUIREMENTS FOR SIGNALS
INTELLIGENCE INFORMATION AND TO ESTABLISH THEIR RELATIVE PRIORITIES.,



VI. THE WATCH LIST

Now To THE SUBJECT WHICH THE COMMITTEE ASKED ME TO ADDRESS
IN SOME DETAIL - THE SO-CALLED WATcH List ActiviTy ofF 1967-1973.

THE USE OF LISTS OF WORDS, INCLUDING INDIVIDUAL NAMES,
SUBJECTS, LOCATIONS, ETC, HAS LONG BEEN ONE OF THE METHODS USED
TO SORT OUT INFORMATION OF FOREIGN INTELLIGENCE VALUE FROM THAT
WHICH IS NOT OF INTEREST. IN THE PAST SUCH LISTS HAVE BEEN REFERRED
TO OCCASIONALLY AS "WATcH Li1STs,” BECAUSE THE LISTS WERE USED
AS AN AID TO WATCH FOR FOREIGN ACTIVITY OF REPORTABLE INTELLIGENCE
 INTEREST. HOWEVER, THESE LISTS GENERALLY DID NOT CONTAIN NAMES -
ofF U.S. CITIZENS OR ORGANIZATIONS. THE ACTIVITY IN QUESTION IS
ONE IN WHICH U.S. NAMES WEREC USED SYSTEMATICALLY AS A BASIS FOR
SELECTING MESSAGES, INCLUDING SOME BETWEEN U.S. CITIZENS WHEN
ONE OF THE COMMUNICANTS WAS AT A FOREIGN LOCATION,

THE ORIGIN OF SUCH ACTIVITY IS UNCLEAR. DURING THE EARLY
'60's, REQUESTING AGENCIES HAD ASKED THE NATIONAL SECURITY AGENCY
TO LOOK FOR REFLECTIONS IN INTERNATIONAL COMMUNICATIONS OF
CERTAIN U.S. ciTizens TRAVELLING To CuBa. BesInNING IN 1967,
REQUESTING AGENCIES PROVIDED NAMES OF PERSONS AND ORGANIZATIONS
(soME OF wHoM WERE U.S. CITIZENS) TO THE NATIONAL SECURITY
- AGENCY IN AN EFFORT TO OBTAIN INFORMATION WHICH WAS AVAILABLE
IN FOREIGN COMMUMICATIONS AS A BY-PRODUCT OF OUR NORMAL FOREIGN
INTELLIGENCE MISSION., THE PURPOSE OF THE LISTS VARIED, BUT ALL
POSSESSED A COMMON THREAD IN WHICH THE NATIONAL SECURITY AGENCY
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WAS REQUESTED TO REVIEW INFORMATION AVAILABLE THROUGH OUR USUAL
INTERCEPT SOURCES. THE INITIAL PURPOSE WAS TO HELP DETERMINE
THE EXISTENCE OF FOREIGN INFLUENCE ON SPECIFIED ACTIVITIES OF
INTEREST TO AGENCIES OF THE U.S. GOVERNMENT, WITH EMPHASIS ON
PRESIDENTIAL PROTECTION AND ON CIVIL DISTURBANCES OCCURRING
THROUGHOUT THE NATION. LATER, BECAUSE OF OTHER DEVELOPMENTS,
SUCH AS WIDESPREAD NATIONAL CONCERN OVER SUCH CRIMINAL ACTIVITY
AS DRUG TRAFFICKING AND ACTS OF TERRORISM, BOTH DOMESTIC AND
INTERNATIONAL, THE EMPHASIS CAME TO INCLUDE THESE AREAS. THUS,
DURING THIS PERIOD, 1967-1973, REQUIREMENTS FOR WATCH LISTS
WERE DEVELOPED IN FOUR BASIC AREAS: INTERNATIONAL DRUG TRAF-
FICKING, PRESIDENTIAL PROTECTION, ACTS OF TERRORISM, AND POSSIBLE
FOREIGN SUPPORT OR INFLUENCE ON CIVIL DISTURBANCES,

In THE '60's, THERE wWAS PRESIDENTIAL CONCERN VOICED OVER
THE MASSIVE FLOW OF DRUGS INTO OUR COUNTRY FROM OUTSIDE THE
UniTeD STATES: EARLY IN PRESIDENT HiIXON'S ADMINISTRATION, HE
"INSTRUCTED THE CIA TO PURSUE WITH VIGOR, INTELLIGEMCE EFFORTS TO
IDENTIFY FOREIGN SOURCES OF DRUGS AND THE FOREIGN ORGANIZATIONS
AND METHODS USED TO INTRODUCE ILLICIT DRUGS INTO THE U.S. THE
BNDD 1n 1970 askep THE NATIONAL SECURITY AGENCY TO PROVIDE
COMMUNICATIONS INTELLIGENCE RELEVANT TO THESE FOREIGN ASPECTS
AND BNDD provipeD "watcH LISTS” WiTH soME U.S. NAMES. INTER-
' NATIONAL DRUG TRAFFICKING REQUIREMENTS WERE FORMALLY DOCUMENTED
IN USIB rRequireMenTs IN AucusTt 1971.
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As WE ALL KNOW, DURING THIS PERIOD THERE WAS ALSO HEIGHTENED
CONCERN BY THE COUNTRY AND THE SECRET SERVICE OVER PRESIDENTIAL
PROTECTION BECAUSE OF PRESIDENT KENNEDY'S ASSASSINATION. AFTER
THE WARREN REPORT, REQUIREMENTS LISTS CONTAINING NAMES ofF U.S,
CITIZENS AND ORGANIZATIONS WERE PROVIDED TO NSA BY THE SECRET
SERVICE IN SUPPORT OF THEIR EFFORTS TO PROTECT THE PRESIDENT AND
OTHER SENIOR OFFICIALS. SUCH REQUIREMENTS WERE LATER INCORPORATED
INTO USIB DOCUMENTATION, AT THAT TIME INTELLIGENCE DERIVED FROM
FOREIGN COMMUNICATIONS WAS REGARDED AS A VALUABLE TOOL IN SUPPORT
OF EXECUTIVE PROTECTION, -

ABOUT THE SAME TIME AS THE CONCERN OVER DRUGS, OR SHORTLY
THEREAFTER, THERE WAS A COMMITTEE ESTABLISHED BY THE PRESIDENT
TO COMBAT INTERNATIONAL TERRORISM. THIS COMMITTEE WAS SUPPORTED
BY A WORKING GROUP FROM THE USIB., REQUIREMENTS TO SUPPORT THIS
EFFORT WITH COMMUNICATIONS INTELLIGENCE WERE ALSO INCORPORATED
iNTO USIB pocuMeENTATION,

NOw LET ME PUT THE "WATCH LIST” IN PERSPECTIVE REGARDING
ITS SIZE AND THE NUMBERS OF NAMES SUBMITTED BY THE VARIOUS
AGENCIES: |

THE BNDD SuUBMITTED A “WATCH LIST"” COVERING THEIR REQUIREMENTS
FOR INTELLIGENCE ON INTERNATIONAL NARCOTICS TRAFFICKING. ON
SEPTEMBER 8, 1972, PRESIDENT NIXON SUMMARIZED THE EFFORTS OF HIS
ADMINISTRATION AGAINST DRUG ABUSE. THE PRESIDENT STATED THAT HE
ORDERED THE CENTRAL INTELLIGENCE AGENCY, EARLY IN HIS ADMINISTRATION,
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TO MOBILIZE ITS FULL RESOURCES TO FIGHT THE INTERNATIONAL DRUG
TRADE. THE KEY PRIORITY, THE PRESIDENT NOTED, WAS TO DESTROY THE
TRAFFICKING THROUGH LAW ENFORCEMENT AND INTELLIGENCE EFFORTS. THE
BNDD L1ST CONTAINED NAMES OF SUSPECTED DRUG TRAFFICKERS, THERE
were Aout 450 U.S. inpIviDuaLs AND OVER 3,000 FOREIGN INDIVIDUALS.

THE SECRET SERVICE SUBMITTED "WATCH LISTS” COVERING THEIR
REQUIREMENTS FOR INTELLIGENCE RELATING TO PRESIDENTIAL AND
Executive proTECTION. PusLic Law 90-331 oF June 6, 1968, MADE
IT MANDATORY FOR FEDERAL AGENCIES TO ASSIST THE SECRET SERVICE
IN THE PERFORMANCE OF ITS PROTECTIVE DUTIES. THESE LISTS CONTAINED
NAMES OF PERSONS AND GROUPS WHO IN THE OPINION OF THE SECRET
SERVICE WERE POTENTIALLY A THREAT TO SECRET SERVICE PROTECTEES,

AS WELL AS THE NAMES OF THE PROTECTEES THEMSELVES. ON THESE
L1STS WERE ABOUT 180 U.S. INDIVIDUALS AND. GROUPS AND ABOUT 525
FOREIGN INDIVIDUALS AND GROUPS,

AN ArRMY MESSAGE OF 20 OéTOBER 1967 INFORMED'THE NATIONAL
SECURITY AGENCY THAT ARMY ACSI HAD BEEN DESIGNATED EXECUTIVE AGENT
BY DoD FOR CIVIL DISTURBANCE MATTERS AND REQUESTED ANY AVAILABLE
INFORMATION ON FOREIGN INFLUENCE OVER, OR CONTROL OF, CIVIL
DISTURBANCES IN THE U.S. THE DIRECTOR, NATIONAL SECURITY AGENCY
" SENT A CABLE THE SAME DAY To THE DCI AnD TO EACH USIB memBER
AND NOTIFIED THEM OF THE URGENT REQUEST FROM THE ARMY AND STATED
THAT THE NATIONAL SECURITY AGENCY WouLD ATTEMPT TO OBTAIN COMINT
REGARDING FOREIGN CONTROL OR INFLUENCE OVER CERTAIN U.S. INDIVIDUALS
AND GROUPS, '
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THE BrROWNELL COMMITTEE, WHOSE REPORT LED TO THE CREATION
OF NSA, . STATED THAT COMMUNICATIONS INTELLIGENCE SHOULD BE
PROVIDED TO THE FEDERAL BUREAU OF INVESTIGATION BECAUSE OF THE
ESSENTIAL ROLE OF THE BUREAU IN THE NATIONAL SECURITY.

Tve FBI suBMITTED “WATCH LISTS"” COVERING THEIR REQUIREMENTS
ON FOREIGN TIES AND SUPPORT TO CERTAIN U.S. PERSONS AND GROUPS.
THESE LISTS CONTAINED NAMES OF “SO-CALLED" EXTREMIST PERSONS
AND GROUPS, INDIVIDUALS AND GROUPS ACTIVE IN CIVIL DISTURBANCES,
AND TERRORISTS., THE LISTS CONTAINED A MAXIMUM OF ABout 1,000
U.S.PERSONS AND GROUPS AND ABOUT 1,700 FOREIGN PERSONS AND GROUPS.

THe CIA suBMITTED "WATCH LISTS” COVERING THEIR REQUIREMENTS
ON INTERNATIONAL TRAVEL, FOREIGN INFLUENCE AND FOREIGN SUPPORT
oF "so-cALLED” U.S. EXTREMISTS AND TERRORISTS. Section #403(p)(3)
of TiTLE 50, U.S. CobE, PROVIDED THAT IT WAS THE DUTY OF THE
CeNTRAL INTELLIGENCE AGENCY TO CORRELATE AND EVALUATE INTELLIGENCE
RELATING TO THE NATIONAL SECURITY AND TO PROVIDE FOR THE APPRO-
PRIATE DISSEMINATION OF SUCH INTELLIGENCE WITHIN THE GOVERNMENT
USING, WHERE APPROPRIATE, EXISTING AGENCIES AND FACILITIES. THESE
LISTS CONTAINED ABout 30 U.S, inpIviDuALS AND ABoUT 700 FOREIGN
INDIVIDUALS AND GROUPS,

THe DIA SUBMITTED A “WATCH LIST” COVERING THEIR REQUIREMENTS
ON POSSIBLE FOREIGN CONTROL OF, OR INFLUENCE ON,. U.S. ANTI-WAR
ACTIVITY. THE LIST CONTAINED NAMES OF INDIVIDUALS TRAVELLING
To NorTH VieTnam. THERE WERE ABouT 20 U.S. INDIVIDUALS ON THIS
LIsT. DIA 1s rResPoNSIBILE UNDER DoD DIRECTIVES FOR SATISFYING



THE INTELLIGENCE REQUIREMENTS OF THE MAJOR COMPONENTS OF THE DoD
AND TO VALIDATE AND ASSIGN TO NSA REQUIREMENTS FOR INTELLIGENCE
REQUIRED BY Dol cOMPONENTS,

BeTweEN 1967 AND 1973 THERE WAS A CUMULATIVE TOTAL OF ABOUT
450 U.S. NAMES ON THE NARCOTICS LIST, AND ABouT 1,200 U.S. NAMES
ON ALL OTHER LISTS COMBINED., - WHAT THAT AMOUNTED TO WAS THAT AT
THE HEIGHT OF THE WATCH LIST ACTIVITY, THERE WERE ABouT 300 U.S,
NAMES ON THE "WATCH LIST” AND ABOUT ONE THIRD OF THIS 300 wERE
FROM THE NARCOTICS LIST.

‘WE ESTIMATE THAT OVER THIS SIX YEAR PERIOD (1967-1973)
ABOUT 2,000 REPORTS WERE I1SSUED BY THE MATIONAL SECURITY AGENCY
ON INTERNATIONAL NARCOTICS TRAFFICKING, AND ABoOUT 1,900 REPORTS
WERE ISSUED COVERING THE THREE AREAS OF TERRORISM, EXECUTIVE
PROTECTION AND FOREIGN INFLUENCE OVER U.S, GRouPS. THIS wouLD
AVERAGE ABOUT TWO REPORTS PER DAY. [HESE REPORTS INCLUDED
SOME MESSAGES BETWEEN U.S. cIT1zENs, BUT OVER 907 HAD AT LEAST
ONE FOREIGN COMMUNICANT AND ALL MESSAGES HAD AT LEAST ONE FOREIGN
TERMINAL, USING AGENCIES DID PERIODICALLY REVIEW (AND WERE
ASKED BY THE NATIONAL SECURITY AGENCY TO REVIEW) THEIR “WATCH
LISTS” TO ENSURE INAPPROPRIATE OR UNNECESSARY ENTRIES WERE
PROMPTLY REMOVED., [ AM NOT THE PROPER PERSON TO ASK CONCERNING
THE VALUE OF THE PRODUCT FROM THESE FOUR SPECIAL EFFORTS, WE
ARE AWARE THAT A MAJOR TERRORIST ACT IN THE U,S. WAS PREVENTED.
IN ADDITION, SOME LARGE DRUG SHIPMENTS WERE PREVENTED FROM
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ENTERING THE U.S. BECAUSE OF OUR EFFORTS ON INTERNATIONAL
NARCOTICS TRAFFICKING, YE HAVE STATEMENTS FROM THE REQUESTING
AGENCIES IN WHICH THEY HAVE EXPRESSED APPRECIATION FOR THE VALUE
OF THE INFORMATION WHICH THEY HAD RECEIVED FROM US, NONETHELESS,
IN MY OWN JUDGMENT, THE CONTROLS WHICH WERE PLACED ON THE HANDLING
OF THE INTELLIGENCE WERE SO RESTRICTIVE THAT THE VALUE WAS SIGNI-
FICANTLY DIMINISHED,

NOW LET ME ADDRESS THE QUESTION OF THE "WATCH LIST” ACTIVITY
AS THE NATIONAL SECURITY AGENCY SAW IT AT THE TIME. THIS ACTIVITY
WAS REVIEWED BY PROPER AUTHORITY WITHIN MATIONAL SECURITY AGENCY
AND BY COMPETENT EXTERNAL AUTHORITY., THIS INCLUDED TWO FORMER
ATTORNEYS GENERAL AND A FORMER SECRETARY OF DEFENSE. THE REQUIRE-
MENTS FOR INFORMATION HAD AL.SO BEEN APPROVED BY OFFICIALS OF THE
USING AGENCIES AND SUBSEQUENTLY VALIDATED BY THE UNITED STATES
INTELLIGENCE BoArRD. FOR EXAMPLE, THE SECRET SERVICE AND
BNDD REQUIREMENTS WERE FORMALLY INCLUDED IN USIB ecurpance 1n 1970
AND 1971, RESPECTIVELY. IN THE AREAS OF NARCOTICS TRAFFICKING,
TERRORISM, AND REQUIREMENTS RELATED TO THE PROTECTION OF THE
LIVES oF SENIOR U.S. OFFICIALS, THE EMPHASIS PLACED BY THE
PRESIDENT ON A STRONG, COORDINATED GOVERNMENT EFFORT WAS CLEARLY
UNDERSTOOD. THERE ALSO WAS NO QUESTION THAT THERE WAS CONSIDERABLE
PRESIDENTIAL CONCERN AND INTEREST IN DETERMINING THE EXISTENCE
AND EXTENT OF FOREIGN SUPPORT TO GROUPS FOMENTINé CIVIL DISTURBANCES
IN THE UNITED STATES. |
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From 1967-1959 THE PROCEDURE FOR SUBMITTING NAMES WAS MORE
INFORMAL WITH WRITTEN REQUESTS FOLLOWING AS THE USUAL PRACTICE.
STARTING IN 1969 THE PROCEDURE WAS FORMALIZED AND THE NAMES FOR
"WATCH L1STS"” WERE SUBMITTED THROUGH CHANNELS IN WRITING. ~ THE
DirecTor AND DePuTY DIRECTOR OF THE NATIONAL SECURITY AGENCY
APPROVED CERTAIN CATEGORIES OF SUBJECT MATTER FROM CUSTOMER
AGENCIES, AND WERE AWARE THAT U.S. INDIVIDUALS AND ORGANIZATIONS
WERE BEING INCLUDED ON “WATCH LISTS.” WHILE THEY DID NOT REVIEW
AND APPROVE EACH INDIVIDUAL NAME,;THERE WERE CONTINUING MANAGEMENT
REVIEWS AT LEVELS BELOW THE DIRECTORATE. NATIONAL SECURITY AGENCY
PERSONNEL SOMETIMES MADE ANALYTIC AMPLIFICATIONS ON CUSTOMER
"WATCH LIST"” SUBMISSIONS IN ORDER TO FULFILL CERTAIN REQUIREMENTS.
FOR EXAMPLE, WHEN INFORMATION WAS RECEIVED THAT A NAME ON THE
"WATCH LIST"” USED AN ALIAS, THE ALIAS WAS INSERTED; OR WHEN AN
ADDRESS WAS UNCOVERED OF A "WATCH LIST” NAME, THE ADDRESS WAS
INCLUDED. THIS PRACTICE BY ANALYSTS WAS DONE TO ENHANCE THE
 SELECTION PROCESS, NOT TO EXPAND THE LISTS.

THE INFORMATION PRODUCED BY THE "WATCH LIST” ACTIVITY WAS,
WITH ONE EXCEPTION, ENTIRELY A BY-PRODUCT OF OUR FOREIGN INTEL-
LIGENCE MISSION. ALL COLLECTION WAS CONDUCTED AGAINST INTER-
NATIONAL COMMUNICATIONS WITH AT LEAST ONE TERMINAL IN A FOREIGN
COUNTRY, AND FOR PURPOSES UNRELATED TO THE “WATCH LIST” ACTIVITY.
THAT 1S, THE COMMUNICATIONS WERE OBTAINED, FOR EXAMPLE, BY |
MONITORING COMMUNICATIONS TO AND FROM HANOI. ALL COMMUNICATIONS
HAD A FOREIGN TERMINAL AND THE FOREIGN TERMINAL OR COMMUNICANT
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(WITH THE ONE EXCEPTION) WAS THE INITIAL OBJECT OF THE COMMUNI-
CATIONS COLLECTION. THE “WATCH LIST” ACTIVITY ITSELF SPECIFICALLY
CONSISTED OF SCANNING INTERNATIONAL COMMUNICATIONS ALREADY
INTERCEPTED FOR OTHER PURPOSES TO DERIVE INFORMATION WHICH MET
“WATCH LIST” REQUIREMENTS. THIS SCANNING WAS ACCOMPLISHED BY
USING THE ENTRIES PROVIDED TO NSA As SELECTION CRITERIA. ONCE
SELECTED, THE MESSAGES WERE ANALYZED TO DETERMINE IF THE INFORMATION
THEREIN MET THOSE REQUESTING AGENCIES' REQUIREMENTS ASSOCIATED WITH
THE “WATCH L1STS.” IF THE MESSAGE MET THE REQUIREMENT, THE
INFORMATION THEREIN WAS REPORTED TO THE REQUESTING AGENCY IN
WRITING, |

Now LET ME DISCUSS FOR A MOMENT THE MANNER IN WHICH INTEL-
LIGENCE DERIVED FROM THE "WATCH LISTS” WAS HANDLED. FOR THE
PERIOD 1967-1969, INTERNATIONAL MESSAGES BETWEEN U.S. cITizens
AND ORGANIZATIONS, SELECTED ON THE BASIS OF “WATCH LIST” ENTRIES
AND CONTAINING FOREIGM INTELLIGENCE, WERE ISSUED FOR BACKGROUND
" USE ONLY AND WERE HAND-DELIVERED TO CERTAIN REQUESTING AGENCIES,
Ir THE U.S. CITIZEN OR ORGANIZATIOM WAS ONLY ONE CORRESPONDENT
OF THE INTERNATIONAL COMMUNICATION, IT WAS PUBLISHED AS A NORMAL
PRODUCT REPORT BUT IN A SPECIAL SERIES TO LIMIT DISTRIBUTION
ON A STRICT NEED-TO-KNOW BASIS, '

STARTING IN 1969, AMY MESSAGES THAT FELL INTO THE CATEGORIES
OF PRESIDENTIAL/EXECUTIVE PROTECTION AND FOREIGN INFLUENCE OVER
U.S. CITIZENS AND GROUPS WERE TREATED IN AN EVEN MORE RESTRICTED
FASHION. THEY WERE PROVIDED FOR BACKGROUND USE ONLY AND HAND-
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DELIVERED TO REQUESTING AGENCIES. WHEN THE REQUIREMENTS TO
SUPPLY INTELLIGENCE REGARDING INTERNATIONAL DRUG TRAFFICKING

IN 1970 AND INTERNATIONAL TERRORISM IN 1971 WERE RECEIVED,
INTELLIGENCE ON THESE SUBJECTS WAS HANDLED IN A SIMILAR MANNER.
THIS PROCEDURE CONTINUED UNTIL | TERMINATED THE ACTIVITY IN 1973,

THE ONE INSTANCE IN WHICH FOREIGN MESSAGES WERE INTERCEPTED
FOR SPECIFIC "WATCH LIST" PURPOSES WAS THE COLLECTION OF SOME
TELEPHONE CALLS PASSED OVER INTERNATIONAL COMMUNICATIONS FACILITIES
BETWEEN THE UNITED STATES AND SOUTH AMERICA. THE COLLECTION
WAS CONDUCTED AT THE SPECIFIC REQUEST OF THE BNDD To PRODUCE
INTELLIGENCE INFORMATION ON THE METHODS AND LOCATIONS OF FOREIGN
NARCOTICS TRAFFICKING, IN ADDITION TO OUR OWN INTERCEPT, CIA

WAS ASKED BY NSA TO ASSIST IN THIS cOLLECTION. NSA PROVIDED TO
CIA NAMES OF INDIVIDUALS FROM THE INTERNATIONAL MARCOTICS
TRAFFICKING WATCH LIST. THIS COLLECTION BY CIA LASTED FOR
APPROXIMATELY SIX MONTHS, FROM LATE 1972 70 EARLY 1973, wnen CIA
STOPPED BECAUSE OF CONCERN THAT THE ACTIVITY EXCEEDED CIA
STATUTORY RES{RICTIONS.

WHEN THE "WATCH LIST” ACTIVITY BEGAN, THE NATIONAL SECURITY
AGENCY AND OTHERS VIEWED THE EFFORT AS AN APPROPRIATE PART OF THE
FOREIGN INTELLIGENCE MISSION. THE EMPHASIS OF THE PRESIDENT
THAT A CONCERTED NATIONAL EFFORT WAS REQUIRED TO COMBAT THESE
GRAVE PROBLEMS WAS CLEARLY EXPRESSED. THE ACTIVITY WAS
KNOWN TO HIGHER AUTHORITIES, KEPT QUITE SECRET, AND
RESTRICTIVE CONTROLS WERE PLACED ON THE USE OF THE INTELLIGENCE.
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THE AGENCIES RECEIVING THE INFORMATION WERE CLEARLY INSTRUCTED
THAT THE INFORMATION COULD NOT BE USED FOR PROSECUTIVE OR
EVIDENTIARY PURPOSES AND TO OUR KNOWLEDGE IT WAS NOT USED FOR
SUCH PURPOSES. |
IT 1S WORTH NOTING THAT SOME GOVERNMENT AGENCIES RECEIVING

THE INFORMATION HAD DUAL FUNCTIONS: FOR INSTANCE BNDD was
CONCERNED- ON THE ONE HAND WITH DOMESTIC DRUG LAW ENFORCEMENT ACTIVITIES
AND ON THE OTHER HAND WITH THE CURTAILING OF INTERNATJONAL NARCOTICS
TRAFFICKING. IT WOULD BE TO THE LATTER AREA OF RESPONSIBILITY
THAT THE NATIONAL SECURITY AGENCY DELIVERED ITS INTELLIGENCE.
HOWEVER, SINCE THE INTELLIGENCE WAS BEING REPORTED TO SOME AGENCIES
WHICH DID HAVE LAW ENFORCEMENT RESPONSIBILITIES, THERE WAS GROWING
CONCERN THAT THE INTELLIGENCE COULD BE USED FOR PURPOSES OTHER
THAN FOREIGN INTELLIGENCE. TO MINIMIZE THIS RISK, THE MATERIAL
- WAS DELIVERED ONLY TO DESIGNATED OFFICES IN THOSE AGENCIES AND
THE MATERIAL WAS MARKED AND PROTECTED IN A SPECIAL WAY TO LIMIT

THE NUMBER OF PEOPLE INVOLVED AND TO SEGREGATE IT FROM INFORMATION
" OF BROADER INTEREST. |
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VII. WATCH LIST ACTIVITIES AND TERMINATION THEREOF

In 1973, conNcerRN ABoUT THE NATIONAL SECURITY AGENCY'S ROLE
IN THESE ACTIVITIES WAS INCREASED, FIRST, BY CONCERNS THAT IT
MIGHT NOT BE POSSIBLE TO DISTINGUISH DEFINITELY BETWEEN THE
PURPOSE FOR THE INTELLIGENCE GATHERING WHICH NSA uUNDERSTCOD
WAS SERVED BY THESE REQUIREMENTS, AND THE MISSIONS AND FUNCTIONS
OF THE DEPARTMENTS OR AGENCIES RECEIVING THE INFORMATION, AND
SECOND, THAT REQUIREMENTS FROM SUCH AGENCIES WERE GROWING.
FINALLY, NEW BROAD DISCOVERY PROCEDURES IN COURT CASES WERE
COMING INTO USE WHICH MIGHT LEAD TO DISCLOSURE OF SENSITIVE
INTELLIGENCE SOURCES AND METHODS.

THE FIRST ACTION TAKEN WAS THE DECISION TO TERMINATE THE
ACTIVITY IN supPorT oF BNDD IN THE sumMMmeRr oF 1973. THIs DECISION
WAS MADE BECAUSE OF CONCERN THAT IT MIGHT NOT BE POSSIBLE TO
MAKE A CLEAR SEPARATION BETWEEN THE REQUESTS FOR INFORMATION
suBMITTED BY BNDD AS IT PERTAINED TO LEGITIMATE FOREIGN INTELLI-
GENCE REQUIREMENTS AND THE LAW ENFORCEMENT RESPONSIBILITY OF
BNDD, CIA naD DETERMINED IN 1973 THAT IT COULD NOT SUPPORT
THESE REQUESTS oF BNDD BECAUSE OF STATUTORY RESTRICTIONS on CIA,
THE NATIONAL SECURITY AGENCY IS NOT SUBJECT TO THE SAME SORT OF
RESTRICTIONS AS CIA, BUT A REVIEW OF THE MATTER LED TO A DECISION
THAT CERTAIN ASPECTS OF OUR SUPPORT SHOULD BE DISCONTINUED, IN
PARTICULAR THE WATCH LIST ACTIVITY WAS sToPPED. NSA pIip NoT
RETAIN ANY OF THE BNDD wATCH LISTS OR PRODUCT. IT WAS DESTROYED
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IN THE FALL OF 1373 SINCE THERE WAS NO PURPOSE OR REQUIREMENT TO
RETAIN 1T, |

WiTH REGARD TO “wATCH L1sTS” suBMITTED BY FBI, CIA AnD
SECRET SERVICE, THESE MATTERS WERE DISCUSSED WITH THE NATIONAL
SecuriTy Acency Counsel AnD COUNSEL FOR THE DEPARTMENT oF DEFENSE,
AND WE STOPPED THE DISTRIBUTION OF INFORMATION IN THE SUMMER OF
1973, In SeptemBER 1973, I SENT A LETTER TO EACH AGENCY HEAD
REQUESTING HIM TO RECERTIFY THE REQUIREMENT WITH RESPECT TO THE
APPROPRIATENESS OF THE REQUEST INCLUDING A REVIEW OF THAT AGENCY'S
LEGAL AUTHORITIES. ' |

On 1 OctoBer 1973, ATTORNEY GENERAL RICHARDSON WROTE ME
INDICATING THAT HE WAS CONCERNED WITH RESPECT TO THE PROPRIETY
OF REQUESTS FOR INFORMATION CONCERNING U.S., ciTizens wHicH MSA
HAD RECEIVED FRoM THE FBI AND SECRET SERVICE. HE WROTE THE
FOLLOWING:

"UNTIL. 1 AM ABLE MORE CAREFULLY TO ASSESS THE EFFECT OF
KEITH AND OTHER 'SUPREME COURT DECISIONS CONCERNING ELECTRONIC
SURVEILLANCE UPON YOUR CURRENT PRACTICE OF DISSEMINATING TO THE
FBI AnD SECRET SERVICE INFORMATION ACQUIRED BY YOU THROUGH
ELECTRONIC DEVICES PURSUANT TO REQUESTS FROM THE FBI AND SECRET
SERVICE, 1T 1S REQUESTED THAT YOU IMMEDIATELY CURTAIL THE FURTHER
DISSEMINATION OF SUCH INFORMATION TO THESE AGENCIES.

'OF COURSE, RELEVANT INFORMATION ACQUIRED BY YOU IN THE
ROUTINE PURSUIT OF THE COLLECTION OF FOREIGN INTELLIGENCE
INFORMATION MAY CONTINUE TO BE FURNISHED TO APPROPRIATE

’

GOVERNMENT AGENCIES., , .’
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THE OVERALL RESULT OF THESE ACTIONS WAS THAT WE STOPPED
ACCEPTING "WATCH LISTS” CONTAINING NAMES oF U.S. CITIZENS AND
NO INFORMATION IS PRODUCED OR DISSEMINATED TO OTHER AGENCIES
USING THESE METHODS. THUS, THE “WATCH LIST” ACTIVITY WHICH
INVOLVED U.S. CITIZENS CEASED OPERATIONALLY IN THE SUMMER OF
1973, AND WAS TERMINATED OFFICIALLY IN THE FALL oF 1973, As 70
THE FUTURE, THE ATTORNEY GENERAL’'S DIRECTION IS THAT WE MAY NOT
ACCEPT ANY REQUIREMENT BASED ON THE NAMES OF U.,S. CITIZENS UNLESS
HE HAS PERSONALLY APPROVED SUCH A REQUIREMENT; AND NO SUCH APPROVAL
HAS BEEN GIVEN. ADDITIONALLY, DIRECTIVES NOW IN EFFECT IN
VARIOUS AGENCIES ALSO PRECLUDE THE RESUMPTION OF SUCH ACTIVITY.
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III. NSA'S MISSION

P %

Under the constitucional autnoricy of the Presiden:,
the Secratary of Defense has been delegzted respoasi bilicy
as Execugive Agent, for the entire U.S. Government, both for
providing security of our own communications and seek <ing
intelligence from the éommuniéations of others. Boch func-
tions afe executed for;the Secretary of Defense by the
Directcr, Wational Secgrity Agency, through a com?lex

naticnal system which includes the National Security Agency
3 -

ec its nub. : %

t

It is appropriace for the Sacretary of Defense tc have

These execucrive agant tespansibilities, since tne great maioriity

to sccomglish both of these missions are applied to

m
(11}
=
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0
H
rt

of th

the support of the military aspects of the national security.

The Communications Security mission is directed &t enhancing ztns

securitv of U.S. Governmant communications whenever needed to praozsc:s

the communications from exploitation by foreign governments - =
complex undertiaking in todav's advanced elactronic woxrldg.

Tane Signals Intelligence function is directed at

H

i

om foreign

Ih
N

dex ng information

§!

sc¢io communiczations and
other clectronic emanation on activicties of concern to our
natiocnal securicy

Only certain activities associated wich the communi-

this mission are pertinent

ry

cations intelligence pércrion o

to this hearing, these activities of concern represent zn

extreuely small portion of the total communications

o b
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IV. LSA AUTHORITIES .
Congress, in 1933; recognized the imporctance of com-

munications intelligence activities and acted to prétect

the sensitive nature of the information derived from those

activici?s by passing iegislation that is now 18 UV.S.C. §52.

This statute prohibits}che difulging of tne contents of

decoded foreign diplqmétic messages, or informetion about

then. ;
‘Later, in 1950, c_'pngress enacted 18 U.5.C. 798, which
proaiblits che ;auchorizea disclosure or prejudicial use of
classified irformaclon of the government concerning com-
municacions rtell genée activicies, cryptologic aczivities,
ef the results thersof. It indicates that the President is

authorized (1) to cdesignate agancies to engage in communi—

s
~

cartions incelligence activities for tne United States, (2)

!

.

to classily cryptoTOPLC documents and information, and (3

to dectermine those persons who shall be given access to

=0
gl

ive cryptologic documents and information. Furcher,
this law defines the term "Communication Intelligence" zo

ocedures and methods used in the intercepticn

4
(1]
it
=
i
’-J
—
J
H

of cormmunications and the obraining of information from
such cormunications by other than the intended recipiencs.
After an intensive review by a panel of distinguished

citizens, President Truman, in 1952, acted to reorganize

-

4 y

and centralize communib tions intelligence activities. ne‘m
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caz2ls intelligénce activities, to function without the
disclosure of infc,“ation vhich would endanger the accomp-
lishment of its func tlons

In 1964 Public Law S$8-290 was 2nacted by the Congress
to establish 2 personnel‘security system and procedures
governing persons emploved by the Natlonal Security Agency
> granteé access to its sensitive cryptologlc information.
Public Law 88-290 also delegates authority to the Secretary

Defense to apply thése personnel secdrity procedurses o

0
4]

:

emplovees and persons. cranted access to the National Security
Agency's sensitive 1nfor¢atlon. This law underscores the
concarn of the Congress }egarding the extreme importance of
our sicnals intelligencefenterprise anéd mandates that the
Secretary of Defense, ané the Dirfector, National Security

Agency, take measures to achieve security for the Activities

0
h
ct

he National Securitg Agency.

Title 18 U;S.C. 25511(3), enacted in 1963, states that
néthing in this act or sectloﬁs of Title 47 shall iimit the
constitutional autho-itf of the President to obtain by
whatever means, including the interception of oral or wire
cémmunications, foreignjintelligence information éeeﬁed
essential to the securiﬁy of the United States. In this same
statute the Congress also recognized the constitut;onal

authority of the P esident to protect classified information

of the Unitec States agalnst foreign

IvV-3




- » .

int2lligence (including foreign communications intelligence)
activities. Thus, the Congress acted in Title 1§ U.S.C.
Szgction 2511(3) to reccgnize that the President's constitu-

sa

cional powers to conduct signals intellicence and communi-

r".

cztions secuerith activities were not limited by the statutes
srohibiting alectronic su%veillance.' :
Finally, for the past 22 years, Congress has annuallyA
zppropriated funds for thé operation of the National Security
3.

ifgency, IZollowing hearings before the Armed Services anad

aopropriations Committee of both Houses of Congress in which

i
‘the National Security Agency's signals

L
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th

intelligence mission have' been conducted.

the House and the Senate Dafense

%e appear before both
apprcpriations Subcommitizes to discuss and report on the U.S.

ignals intelligence and ccmmunications security programs,

emasia w o saieew
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s on all other lists combined. What that amounted Lo was

nase
thazt at the height of thes watch list activity, there izre amc::
$00 U.S. names on the watch list and about one third of :zhis

O
00 were from the narcotics list.

73]

We estimate that over this six year period (1867-1973)

about 2,000 reports were issued by the Mational Security rgsncy

~J

on international narcotics trafficking; and about 1,700

-

reports were issued covering the thres areas of terrorism,

executive protection and foreign influence over U.S. TOUDS -
<~his would average about two reports per day. Customer agencie
€ié periodically review (and were asked by the National

|
Security Agency to review) their watch lists to ensure i
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priate Or unnecessary gntries were promptly removed.

Now 1et:me address éhe guestion of the watch list activizy
as the NWational Security Agency saw it at the time. This
zctivity was reviewed by proper authoricy withia the National
Security Agency and byfcompetent external auﬁho:ity. Thix inesl:
two former Attorneyvs Géneral and a former Secretary of DeZenss.
each case, the National Security Agency was assured that this
activity met thair appioval. The reguirements for the infor-

nation had also been approved by officials of the custcmear

E

agenciss concerned and subsequently validated by the United

(s

States Intelligence Board. For example, the Secrat Service
and NDD reguirements ware formally included in USIB guidance

in 1976 and 1971, respectively. In the areas of narcotics
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OUTLINE OF GENERAL ALLEN'S STATEMENT TO THE SENATE

SELECT COMMITTEE

INTRODUCTION

A.

B.

5489

Protocol - salutation
Recognition of Committee responsibility

DIR's responsibility to assist, to be candid, to
be forthright

Purpose — Areas covered will be DIR's presence is to
respond to alleged improprieties by NSA during the
1967-1973 time frame. That DIR recognizes, today,
that certain activities NSA was involved in during
this period, while thought to be legal, and known

to be taking place by the high levels of the U.S.
Government, were, in fact, guestionable. That DIR
reassure the Committee and the public that when
these questionable aspects of NSA activities received
increasing attention in 1973, although still thought
to be within the framework of authorized operations,
there remained sufficient doubt as to their
propriety and the DIR in consultation with the
Executive Agent, terminated these activities.

DIR reluctance to speak in open hearings due to
difficulty of focusing on alleged improprieties
without endangering, jeopardizing, revealing sources
and methods (can't be separated).

Constraining statement - Something on the order of:
"Nevertheless will make every attempt to help the
U.S. citizen and this committee understand, within
these boundaries and in this arena, the vital role
NSA plays in national security and, therefore, in
our best interests." (Possibly introducting meaning-
ful remarks made by President Truman in 1952 which
are certainly valid today).
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V.

LEGAL - Statutory Authorities

A. Basis - President's Constitutional authority as
Commander-in-Chief to engage in foreign
intelligence gathering operations.

B. Genesis of NSA - Prior to and during World War II -
Military Services conducted signals intelligence;
1951 Truman and Brownell group - Issues involved
in conducting a "National Signals Intelligence
Effort"; Brownell Report Findings - SIGINT is
truly a "national" effort serving all quarters of
the U.S. Government, unify SIGINT Operations;
Presidential Memo - Designates SECDEF as Executive
Agent for Government for COMINT and COMSEC, Directs
SECDEF to establish NSA (SECDEF's authority is in
Section 133 (d), Title 10, USC; Other Statutes
(and laws) - 18 U.S.C. 952 (1933) (explain), 18
U.S.C. 798 (1950) (explain), Public Law 86-36
(1959) (explain), Public Law 88-290 (1964)
(explain), 18 U.S.C. 2511 (3) (explain), Authorities

implemented through NSC and DCI directives (general
statement).

GENERAL MISSION

A. SIGINT - Foreign communications exploitation

B. COMSEC - Protection of U.S. communications
C. SIGINT/COMSEC Mission Relationship - Mutually enhancing

NSA's MISSION SERVES BOTH MILITARY AND NON-MILITARY

"A. Military - Magnitude of effort. Information supplied

to all decision makers concerned with military
intelligence and national policy matters. Many of
our resources are keyed to tasks that support

combattant forces, includes both tactical and |
strategic information.

B. Non-military - Includes both governmental and non-
governmental, includes information serving the day-to-
day needs of National Policy makers. Most of non-
governmental includes illegal foreign drug and
narcotics trafficking, hijackings and international
terrorism.and economic data.
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VI.

OVERALL REQUIREMENTS ON NSA

A.

USIB - Provides objectives, requirements and
priorities for NSA; Separate committee develops
NSA requirements; Principal mechanism - lists
areas of intelligence interest; begun 1966 and
implemented 1968; process allows amplifying
requirements and recognizes impossible to cover
all requirements; also allows some non-Board
members (Secret Service and BNDD) task NSA;
Requirements mechanism ~ all new requirements
subsequently formalized (example Secret Service
and BNDD requirements included in USIB guidance
1970/71 and refinements through 1974).

Audit trail - Not always clear but areas of
narcotics trafficking, terrorism and requirements
on executive protection have clear chain of
Presidential emphasis; President committee's

on drug trafficking, and to combat international
terrorism and Warren Commission Report pertain.

Revision of Requirements Mechanism - USIB in

1975 has reexamined general guidance; all basic
requirements will be reviewed/validated by

separate committee prior to levy on NSA (only
exception is time-sensitive ones which go action NSA,
information USIB).

EARLY WATCH LIST REQUIREMENTS

A.

Watch List Origins - Exact origin unknown, use
of the term goes back to the early 1960's at
least; First document that mentions the term is
a 1962 memo on travel and trade with Cuba.

Implementation of Watch Lists at NSA - Submissions
were made by CIA, FBI, ACSI, Secret Service, BNDD
and a few from DIA and the military services;
Names were submitted through channels in writing;
Phone submission accepted, written request always
followed. Prior to 1969, procedure less formal;
large majority foreign names.



7

ﬁfﬁ?g

Procedures Within NSA - NSA analysts put U.S. names
in the selection process; Director/Deputy Director
approved certain categories of subject matter;
Director/Deputy Director did not approve each name,
it was reviewed by a group within the Agency and

final approval was made by those controlling the
selection process.

Basic Requirements - There were four basic
requirements which established different lists:

1. Foreign Support of Civil Disturbances -
General Yarborough message of 20 October 1967;
Informed NSA that ACSIdesignated executive
agent by DoD; Asked NSA for information
on foreign influence or control of civil
disturbances in U.S.; NSA - Director, NSA,
sent cable on 21 Oct 67 to DCI, USIB members
notifying of request from General
Yarborough; Cable stated that NSA would give
additional effort to ascertain if there
was foreign control or influence over U.S.
groups; NSA took the request as an urgent,
time-sensitive matter; The Directors message
did inform the DCI and members of his
advisory board of the requirement and the
stated need for urgency; The so-called "watch
list" requirements were later endorsed by
the DCI and incorporated in formal
tasking documents levied on NSA; Although
the formal requirements did not specifically
state that U.S. individuals were involved,
the DCI guidance to NSA dated March 1970,
required NSA to maintain.a significant effort
on "watch list individuals."” Interpretation
was that this covered individual lists
submitted by the requiring agencies; DCI
requirements did use examples or foreign
organizations which were outside the U.S.

2. Presidential Protection - Requirement to
support Secret Service in efforts to protect
President and other high level officials
after Warren Commission Report; Incorporated
into USIB requirements; No evidence to
suggest that U.S. names were not legitimate
threats to the President.

4
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3. Drug Trafficking - President established
Committee to combat international drug
trafficking; National concern to prevent
drugs from entering U.S.; BNDD asked NSA
in 1970 to undertake actions including
watch lists with U.S. names; Intelligence

requirements were established in August 1971
by USIB.

4. International Terrorism - President
established committee to combat international
terrorism supported by a working group from
the intelligence community (USIB); incorporated
into USIB requirements.

VII. THE WATCH LIST

A. Description and Purpose - To include a set of
requirements; who levied the requirements; what
stimulated customers to ask NSA for the information;
the areas of customer interest, i.e., international
drug trafficking, international terrorism, etc.

B. Content of Watch Lists - Fofeign personalities,
organizations, initially. Later, in 1967-1973, U.S.
citizens names and organizations were included in
response to certain customers; numbers of names; U.S.
agencies concerned with law enforcement, presidential
protection, etc. were customers.

C. Process of Obtaining Watch List Information -
Emphasize information is by-product of our foreign
intelligence mission; one foreign terminal was
always required; during 1967-1973 period we focused on
the name or the organization but still in the context
of our foreign intelligence mission; record and non-
record communications were exploited; sorting and
selection methods established; categories of messages
collected; NSA submission of names.

D. CIA Involvement - Generalize on NSA request; why CIA-
) |

E. How Were Watch Lists Handled -~ Compartmented (MINARET):;
close-hold; strict controls; periodic review of
content to insure customer interest unchanged.
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Approval Authorities - Two attorney generals
approved of Watch List Activities; Initially NSA
Directorate level accepted overall customer
requirement; Tacit approval by USIB.

VIII. CONCERNS IN 1973 ABOUT WATCH LIST ACTIVITY

A.

Period 1967-1972 - No law or case law precluded
such activities as undertaken by NSA in response

to requirements through intelligence requirements
mechanism.

1973 - Keith case raises concerns re (1) portions

of 18 U.S.C. 2511(3) relating to Presidential
authority in domestic law enforcement area; (2)
ability to distinguish between purpose of intelligence
gathering and missions and functions of customers
receiving information; (3) new broad discovery
procedures coming into use might endanger sensitive
intelligence sources and methods; (4) CIA review

re international drug trafficking activity.

IX. ACTIONS TAKEN BY DIRECTOR, NSAx\

A.

/

Director, NSA, discusses with NSA and DoD counsel -
(1) Legality not questioned - wisdom questioned;
(2) Distribution terminated in summer 1973; (3)
Letters to each agency requesting recertification
of requirements with review of legality of
requirement, requirement for information, risk to
sensitive intelligence sources and methods.

Parallel DoD effort in fall of 1973 - (1) Legality

of NSA's actions not questioned, legality of receipt
and possible use by customer agencies questioned

and wisdom of program doubted;/(2) Direction to
customer agencies to terminate present receipt of
information -~ fall of 1973; (3) No lists recertified -
program offically terminated fall 1973 (except five
Secret Service protectees).



C. International Drug Trafficking Effort - (1) CIA
review and opinion of CIA counsel - spring 1973;
(2) CIA terminates spring 1973; (3) NSA continues
into early summer 1973; (4) NSA reviews with DoD-
suruner 1973; (5) NSA terminates summer 1973.

X. RESULTS OF ACTIONS TAKEN

A. All programs operationally terminated by summer
1973. Officially terminated fall 1973.

B. Overall result - Termination of all "Watch List"
activity on U.S. citizens. NSA no longer attempts
to determine, using these methods; foreign influence
or attempts to influence U.S. domestic activities,
flow of international drug trafficking, planned
action against protectees of Secret Service (except

five named protectees).
XI. PROBLEM PRESENTED - Purpose for which information is
collected versus the function of the customer agency
provided the information.

XIXI. CONCLUSIONS - To be provided by the Director.
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